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Suricata
« Suricata o 14.2.3. http \
° 1 = 14.2.3.1. HttpGetRequg
Lua-“t = 14.2.3.2. HttpGetRequs

= 14.2.3.3. HttpGetRequd
= 14.2.3.4. HttpGetRespd
= 14.2.3.5. HttpGetRequd
= 14.2.3.6. HttpGetRespd

14.2.3.7. R
14.2.3.8. _
14.2.3.9. HtthetRequestUrlRaw
14.2.3.10. HttpGetRg
= 14.2.3.11. HttpGetR{
14.2.3.12. HttpGetR{

fopt/suricata/etc/suricata/lua-output/
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https://suricata.readthedocs.io/en/suricata-4.1.5/lua/index.html
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 Luajit  Storm/Flink/Spark
« librdkafka/Cjson  ES/Hadoop
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Runmaode: autofp (si Runmode: autofp j ode: Workers

* single
e autofp

e workers i

Flow balancing happens inside Suricata Flow balancing happens in both Suricata and hardware/driver  alancing happens in hardware of driver
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N U Indirection table
CPU 6

Queue 0

Queue 2

Result

Hash
Computation

WNAODDWN-2DDWN O

Hash Key

RSS capable NIC with 4 HW queues

. : : YOOZOO
Receive Side Scaling)

T ~]% ethtool -1 ethé
Channel parameters for etht:

Pre-set maximums :

R :

T :

Other:

Combined: E]

Current hardware settings:

R :

TX:
Other:
Combined:

Algorithm 1 RSS Hash Computation Algorithm

function CoMPUTERSSHASH(Input[], RSK)
ret = 0;
for each bit b in Input[] do
if b == 1 then
ret "= (left-most 32 bits of RSK);
end if
shift RSK left 1 bit position;
end for

end function
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umputerRssHash( HttpRequest)

Sport&Dport TCP Reassembly

I : )
SIP&DIP | IP fragmentation IP fragmentation Flow trace client & server
p ! . —t—
l I L L]

NIC Packet 1 Packet 2 Packet 3 Packet 4
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Suricata Suricata

Workers Workers
thread thread

¥ http://www.ndsl.kaist.edu/~kyoungsoo/papers/TR-symRSS.pdf
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#sys %iowait #soft ¥steal Xguest Hgnice Xidle
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« Suricata runmode: workers
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-« RSS queues >= workers threads
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« Suricata worker cpu affinity & priority

« Stop irgbalance & irq cpu affinity
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