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Microsoft Exchange: CVE-2020-0688, CVE-2021-26855. CVE-2021-26857, CVE-2021-26858 .
CVE-2021-27065
Microsoft Office: CVE-2017-11882, CVE-2019-0604
Microsoft Windows: CVE-2020-0787, CVE-2020-1472
Citrix ADC gateway: CVE-2019-19781
Atlassian Confluence: CVE-2019-3396, CVE-2019-11580, CVE-2021-26084
Pulse Secure: CVE-2019-11510, CVE-2021-22893, CVE-2021-22894, CVE-2021-22899. CVE-
2021-22900
F5 Big-ip: CVE-2020-5902
Accellion FTA: CVE-2021-27101, CVE-2021-27102, CVE-2021-27103, CVE-2021-27104
Telerik Ui For Asp.net Ajax : CVE-2019-18935
F > Vmware Vcenter Server: CVE-2021-21985
Debian Drupal Core Multiple: CVE-2018-7600
Fortinet Fortios : CVE-2018-13379, CVE-2020-12812F%1CVE-2019-5591
Mobilelron Monitor And Reporting Database: CVE-2020-15505

HiEsmE: ACSC. NCSC. CISA. FBI
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c fapife1/systemyuser/captcha?756593

Whoops, looks like something went wrong.

1/1  PDOFxception in Connector.php line 55:

EDOExcepti )

SQLSTATE[HYo00] [2002] No route to host

v5ql:host= 1;dbnams

ue_bussiness', ‘root’, ‘chargedot’, array('0’, ‘', 0", false, true)} in Connector,pt

>¢reateConnection (mysal:host=1 51;dbname =g i uiiess’, array(host
anyue, buss-ress‘ usename’ => ruvl uassmurd' - 7, charset’ => 'utf8’, ‘collation
i ector.php line 2

s iver' => 'mysal,
> 'utf8_unicode_di’, ‘prefix

ame’ => ‘mysal’), array (0", ‘2, ‘0, false, true)) in MyS

[ TomeTeT

TORT TV S TS AT TS = 2Ty e D TeSTess e Tame—=To0T
(hsrse[ => ‘Ut coliaion” => "uté_unicode,cF, ‘refix = 'ay_, 't “name’ => ‘mysql’)] in

n(array(hos , mysal’, ‘database’ => snrve bussines:
ass.vwd => ‘chargedot’, ‘charset’ => uﬂs, wualwn => 'utf8_unicode_ci’, ‘prefix' => ‘ay_", 'strict’ => false, ‘name’

username
mysal’)

@

i , "driver’ => ‘mysal, ‘database’ => 'anyue_bussiness’, 'username’ => ‘root’,
, ‘collation’ => "utf8_unicode_ci', ‘prefix’ => ‘ay_', 'strict’ = => ‘mysal’), ‘mysql’) in

at DatabaseManager->makeConnection('mysql’) in Databa

ot DatebaseManager->connection() in Databa

9. at DatabaseManager->_ call{'table’, array("enterprise’)) in
at Fagade:: _caliStatic('table’, ar

at Controller->__construct :as:ecc.keauesm

at Reflectic n lass- arra

®

ke{'App\Http\C \W1\System\! LserlemHer\ phy
a[((up\rq!]grﬂjgpa;g?z(; makeController(‘App\Http)\Cantrollers\API\Y stem\UserContraler) I Co ’ 5
patch(object(Route), object(Reauast), ‘App\Http\Controll V1 ontroller’, "captcha’) in Route.phy
3t Royte-> runWithCustomDispatcher(obs ect(Bsaues) in Route.ph fine 134

at Route->run{object{Request)) in R
20. at Router->Illuminate\Routing\{closure} (o5 ectBgauest)
21. ateall user funelobsect(Clasure). abiect{Reauest!) in
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*
b ediv class="el-form-item is-required el-form-item--small” data il &:2:o-3
» <div class="el-form-iten is-required el-forn-iten--small” data N
b <div class="el-form-iten is-required el-form-iten—-small” data :
v cdiv class="el-forn-iten is-success is-required el-form-iten——small” data E L R
before B B
b <label class="el-form-item lsbel” for="password” style="width: 55px;"> -31-1(”9“--5'“511 -el-input_inner  app.7fbS132d.cssil WREE
w <dlv class="el-form-iten_content” style="margin-left: S5px;”™>
— 4 2 i text height: 32px; - oEE
line-height: 32px;
«el-input__inner {3 { app.7fb5132d.cs5:1 marg
-uebkit-appearance: b none;
background-color: () #FFF;
background-inage: none;
border-radius: b 4px; L)
border: b 1px solid () #dcdfes; e
</divs - i
box-sizing: border-box;

=5
o M » <button class="el-button el-button--success el-button--small" data-v-cBE9Ebdd="" type="button>( </buttons (avent
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% proxyshell.py

f main():
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C:~>python test.py
8."d11":84. S d14viz88.
/8.8.8.8:8888","d1":88
od":23,"discon":8,."sysinfo"
SMdateCreater'":1609744464001 . "read':97. "ky

send success?

G 25>

"ddDate': 1689743464801 .

IT/OTZTTMRRIIGIE

tcp_socket=socket. socket(socket AF_INET,socket.S0CK_STREAM)
g3 go_‘l))

dddate=(int (round(time.time () *
tms=(int (round (time.time() * 1
dateCreater=(int (round(time.time() *
ky=(random.randint(11,88))
tm=(random.randint(1,30))

send datal='{"Err PLC":0

send datas= :1,
send data—send datal+str (dddate) +send_data2+str(tms)+send_data3+str(dateCreater)+send_datad+str (ky)+send_dataS+str (tm)+"5

print(send data)
tcp socket.send(send data.encode ("utf-
print (" L)

8")

"d15" 88, "suid":=1."d1
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