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9. Red Team Assessment
reach and Attack Simulation
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NIST Cybersecurity Framework

* https://www.nist.gov/cyberframework

 https://nvipubs.nist.gov/nistpubs/CSWP/
NIST.CSWP.04162018.pdf

* https://www.nist.gov/document/
2018-04-16frameworkv11corelxlsx
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Figure 3-1: NIST SP 800-184 Guide for Cybersecurity Event Recovery Relationship with the NIST CSF




Function Category

N |ST EEEIE Asset Management (ID.AM)

C b ersecuy rlt =SB IR 15 Business Environment (ID.BE)
y y IDENTIFY (ID) ;418 Governance (ID.GV)
Fra mewo r|< [@ B ET{d Risk Assessment (ID.RA)

g i EIE KA Risk Management Strategy (ID.RM)

(HESREEEIE Supply Chain Risk Management (ID.SC)

BritieBIiE - 194 5 FHUZEFI Identity Management, Authentication and Access Control (PR.AC)

Sl &2 Fill4k Awareness and Training (PR.AT)

https://www.nist.gov/

BflZE Data S ity (PR.DS
cyberframework PROTECT (PR) fj—&? = v : ) :
y iR E T2 B2 Information Protection Processes and Procedures (PR.IP)

#t:€ Maintenance (PR.MA)

BhE$%:1l7 Protective Technology (PR.PT)

EEEAREHEIE Anomalies and Events (DE.AE)

3T NI Z 2154514 ESIE Security Continuous Monitoring (DE.CM)

{&381;7%F2 Detection Processes (DE.DP)

fE%E51 2= Response Planning (RS.RP)

i#3i8 Communications (RS.CO)

RESPOND (RS)

21449 1 Analysis (RS.AN)

S {442 % Mitigation (RS.MI)

I4Z Improvements (RS.IM)

€[5+ 2= Recovery Planning (RC.RP)

RECOVER (RC) 4= Improvements (RC.IM)
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Anomalies and Events (DE.AE):
Anomalous activity is detected and the
potential impact of events is understood.

DE.AE-1: A baseline of network operations and expected data flows for users and systems is
established and managed

DE.AE-2: Detected events are analyzed to understand attack targets and methods

DE.AE-3: Event data are collected and correlated from multiple sources and sensors

DE.AE-4: Impact of events is determined

DE.AE-5: Incident alert thresholds are established

Security Continuous Monitoring (DE.CM):
The information system and assets are
monitored to identify cybersecurity events
and verify the effectiveness of protective
measures.

DE.CM-1: The network is monitored to detect potential cybersecurity events

DE.CM-2: The physical environment is monitored to detect potential cybersecurity events

DE.CM-3: Personnel activity is monitored to detect potential cybersecurity events

DE.CM-4: Malicious code is detected

DE.CM-5: Unauthorized mobile code is detected

DE.CM-6: External service provider activity is monitored to detect potential cybersecurity events

DE.CM-7: Monitoring for unauthorized personnel, connections, devices, and software is performed

DE.CM-8: Vulnerability scans are performed

Detection Processes (DE.DP):
Detection processes and procedures are
maintained and tested to ensure awareness of
anomalous events.

DEV/CORE .

DE.DP-1: Roles and responsibilities for detection are well defined to ensure accountability

DE.DP-2: Detection activities comply with all applicable requirements

DE.DP-3: Detection processes are tested

DE.DP-4: Event detection information is communicated

DE.DP-5: Detection processes are continuously improved



Anomalies and Events (DE.AE):
Anomalous activity is detected and the
potential impact of events is understood.

DE.AE-1: A baseline of network operations and expected data flows for users and systems is
established and managed

DE.AE-2: Detected events are analyzed to understand attack targets and methods

DE.AE-3: Event data are collected and correlated from multiple sources and sensors

DE.AE-4: Impact of events is determined

DE.AE-5: Incident alert thresholds are established

Security Continuous Monitoring (DE.CM):
The information system and assets are
monitored to identify cybersecurity events
and verify the effectiveness of protective
measures.

DE.CM-1: The network is monitored to detect potential cybersecurity events

DE.CM-2: The physical environment is monitored to detect potential cybersecurity events

DE.CM-3: Personnel activity is monitored to detect potential cybersecurity events

DE.CM-4: Malicious code is detected

DE.CM-5: Unauthorized mobile code is detected

DE.CM-6: External service provider activity is monitored to detect potential cybersecurity events

DE.CM-7: Monitoring for unauthorized personnel, connections, devices, and software is performed

DE.CM-8: Vulnerability scans are performed

Detection Processes (DE.DP):
Detection processes and procedures are
maintained and tested to ensure awareness of
anomalous events.
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DE.DP-1: Roles and responsibilities for detection are well defined to ensure accountability

DE.DP-2: Detection activities comply with all applicable requirements

DE.DP-3: Detection processes are tested

DE.DP-4: Event detection information is communicated

DE.DP-5: Detection processes are continuously improved



Subcategory - [EfFFE5IRAYIE R

 DE.AE-2: Detected events are analyzed to understand attack targets and methods

 DE.AE-3: Event data are collected and correlated from multiple sources and sensors

 DE.AE-4: Impact of events is determined

 DE.CM-1: The network is monitored to detect potential cybersecurity events

* DE.CM-3: Personnel activity is monitored to detect potential cybersecurity events

 DE.CM-6: External service provider activity is monitored to detect potential cybersecurity events

* DE.CM-7: Monitoring for unauthorized personnel, connections, devices, and software is

performec
* DE.DP-3: Detection processes are tested

* DE.DP-5: Detection processes are continuously improved
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DE.AE-2: Detected events are analyzed to understand attack targets and methods
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DE.AE-3: Event data are collected and correlated from multiple sources and
Sensors

s K BEAEEBRERGBREESHEN » WEITRE
o EEE event =RIKX/) 0 BEEEDINES B %) RAVAG[E

DEV/CORE &,



DE.AE-4: Impact of events is determined
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DE.CM-1: The network is monitored to detect potential cybersecurity events

« EEER potentla\ cybersecurity events ?
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DE.CM-3: Personnel activity is monitored to detect potential cybersecurity
events
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DE.CM-6: External service provider activity is monitored to detect potential
cybersecurity events
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DE.CM-7: Monitoring for unauthorized personnel, connections, devices, and
software is performed
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DE.DP-3: Detection processes are tested
DE.DP-5: Detection processes are continuously improvead
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* https://attack.mitre.org/
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https://attack.mitre.org/

Enterprise Tactics

1D Name Description
TAOOO1T |Initial Access ne adversary is trying to get into your network.
TAO002 |Execution ne adversary is trying to run malicious code.

A0003 |Persistence ne adversary is trying to maintain their foothold.
TA0004 |Privilege Escalation ne adversary is trying to gain higher-level permissions.
TAOOO5 |Defense Evasion ne adversary is trying to avoid being detected.
TAO006 |Credential Access ne adversary is trying to steal account names and passwords.
TAOOO/ |Discovery ne adversary is trying to figure out your environment.
TAOO0O8 |Lateral Movement The adversary is trying to move through your environment.
TA0009? |Collection The adversary is trying to gather data of interest to their goal.
TA0011 |Command and ne adversary is trying to communicate with compromised systems
TAOO10 |Exfiltration ne adversary is trying to steal data.
TA0040 |Impact The adversary is trying to manipulate, interrupt, or destroy your

DE\/CORE
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CONSULTING

systems and data.


https://attack.mitre.org/tactics/TA0001
https://attack.mitre.org/tactics/TA0001
https://attack.mitre.org/tactics/TA0002
https://attack.mitre.org/tactics/TA0002
https://attack.mitre.org/tactics/TA0003
https://attack.mitre.org/tactics/TA0003
https://attack.mitre.org/tactics/TA0004
https://attack.mitre.org/tactics/TA0004
https://attack.mitre.org/tactics/TA0005
https://attack.mitre.org/tactics/TA0005
https://attack.mitre.org/tactics/TA0006
https://attack.mitre.org/tactics/TA0006
https://attack.mitre.org/tactics/TA0007
https://attack.mitre.org/tactics/TA0007
https://attack.mitre.org/tactics/TA0008
https://attack.mitre.org/tactics/TA0008
https://attack.mitre.org/tactics/TA0009
https://attack.mitre.org/tactics/TA0009
https://attack.mitre.org/tactics/TA0011
https://attack.mitre.org/tactics/TA0011
https://attack.mitre.org/tactics/TA0010
https://attack.mitre.org/tactics/TA0010
https://attack.mitre.org/tactics/TA0040
https://attack.mitre.org/tactics/TA0040

Initial Access

Drive-by Compromise

Execution

Persistence
Scheduled Task

Privilege Escalation Defense Evasion

Binary Padding

Credential Access

Discovery

Network Sniffing

Lateral Movement
AppleScript

Collection
Audio Capture

Command and Control

Commonly Used Port

Exfiltration

Automated Exfiltration

Data Destruction

Exploit Public-Facing
Application

Launchctl

Access Token Manipulation

Account Manipulation

Account Discovery

Local Job Scheduling

Bypass User Account Control

Bash History

External Remote Services

LSASS Driver

Extra Window Memory Injection

Brute Force

Application Window
Discovery

Application Deployment

Automated Collection

Communication Through

Data Compressed

Data Encrypted for Impact

Hardware Additions

Process Injection

Credential Dumping

Replication Through
Removable Media

AppleScript

DLL Search Order Hijacking

Credentials in Files

Browser Bookmark
Discovery

Software Clipboard Data Removable Media Data Encrypted Defacement
Distributed Component Data from Information Connection Proxy Data Transfer Size Limits Disk Content Wipe
Object Model Repositories ; ;
) P Custom Command and Exfiltration Over Other Disk Structure Wipe

CMSTP

Image File Execution Options Injection

Credentials in Registry

Domain Trust Discovery

Exploitation of
Remote Services

Data from Local System

Control Protocol

Network Medium

Endpoint Denial of Service

Spearphishing Attachment

Command-Line Interface

Plist Modification

Spearphishing Link

Compiled HTML File

Valid Accounts

Exploitation for
Credential Access

File and Directory Discovery

Logon Scripts

Data from Network
Shared Drive

Custom Cryptographic
Protocol

Exfiltration Over Command
and Control Channel

Firmware Corruption

Inhibit System Recovery

Network Service Scanning

Pass the Hash

Data from Removable Media

Data Encoding

Spearphishing via Service

Control Panel Items

Accessibility Features

BITS Jobs

Forced Authentication

Network Share Discovery

Pass the Ticket

Data Staged

Data Obfuscation

Exfiltration Over Alternative
Protocol

Network Denial of Service

Resource Hijacking

Supply Chain Compromise

Remote Desktop Protocol

Email Collection

Domain Fronting

Trusted Relationship

Remote File Copy

Input Capture

Valid Accounts

Remote Services

Man in the Browser

Domain Generation
Algorithms

Exfiltration Over
Physical Medium

Runtime Data Manipulation

Service Stop

Scheduled Transfer

Stored Data Manipulation

Replication Through
Removable Media

Screen Capture

Fallback Channels

Video Capture

Multiband Communication

Shared Webroot

Dynamic Data Exchange AppCert DLLs Clear Command History Hooking Password Policy Discovery
Execution through API Applnit DLLs CMSTP Input Capture Peripheral Device Discovery
Execution through Application Shimming Code Signing Input Prompt Permission Groups Discovery
Module Load Dylib Hijacking Compiled HTML File Kerberoasting Process Discovery
Exploitation for File System Permissions Weakness Component Firmware Keychain Query Registry
Client Execution ; ;
Hooking Component Object Model LLMNR/NBT-NS Poisoning Remote System Discovery
Graphical User Interface Launch Daemon Hijacking and Relay

Security Software Discovery

SSH Hijacking

InstallUtil New Service Control Panel ltems Password Filter DLL System Information Taint Shared Content
Mshta Path Interception DCShadow Private Keys Discovery Third-party Software
PowerShell Port Monitors Deobfuscate/Decode Files Securityd Memory System Network Windows Admin Shares
Regsvcs/Regasm Service Registry Permissions Weakness or Information Two-Factor Authentication Configuration Discovery Windows Remote
Regsvr32 Setuid and Setgid Disabling Security Tools Interception System Network Management
RundI32 Startup ltems DLL Side-Loading Connections Discovery
Scripting Web Shell Execution Guardrails

Service Execution

.bash_profile and .bashrc

Signed Binary
Proxy Execution

Account Manipulation

Exploitation for
Privilege Escalation

Exploitation for
Defense Evasion

Authentication Package

SID-History Injection File Deletion

Signed Script
Proxy Execution

BITS Jobs

Sudo File Permissions

Bootkit

Sudo Caching Modification

Source

Browser Extensions

Space after Filename

Third-party Software

Change Default
File Association

Trusted Developer Utilities

Component Firmware

User Execution

Windows Management
Instrumentation

Component Object
Model Hijacking

Create Account
Windows Remote External Remote Services
Management Hidden Files and Directories
XSL Script Processing Hypervisor

Kernel Modules
and Extensions

Launch Agent

LC_LOAD_DYLIB Addition

Login Item

Logon Scripts

Modify Existing Service

Netsh Helper DLL

Office Application Startup

Port Knocking

Rc.common

Redundant Access

Registry Run
Keys / Startup Folder

Re-opened Applications

Screensaver

Security Support Provider

Shortcut Modification

SIP and Trust Provider
Hijacking

System Firmware

Systemd Service

Time Providers

Windows Management
Instrumentation Event
Subscription

Winlogon Helper DLL

File System Logical Offsets

Gatekeeper Bypass

Group Policy Modification

Hidden Files and Directories

Hidden Users

Hidden Window

HISTCONTROL

Indicator Blocking

Indicator Removal
from Tools

Indicator Removal on Host

Indirect Command Execution

Install Root Certificate

InstallUtil

Launchctl

LC_MAIN Hijacking

Masquerading

Modify Registry

Mshta

Network Share Connection
Removal

NTFS File Attributes

Obfuscated Files
or Information

Port Knocking

Process Doppelganging

Process Hollowing

Redundant Access

Regsvcs/Regasm

Regsvr32

Rootkit

Rundll32

Scripting

Signed Binary
Proxy Execution

Signed Script
Proxy Execution

SIP and Trust Provider
Hijacking

Software Packing

Space after Filename

Template Injection

Timestomp

Trusted Developer Utilities

Virtualization/Sandbox
Evasion

Web Service

XSL Script Processing

System Owner/User
Discovery

System Service Discovery

System Time Discovery

Virtualization/Sandbox
Evasion

Multi-hop Proxy

Multilayer Encryption

Multi-Stage Channels

Port Knocking

Remote Access Tools

Remote File Copy

Standard Application Layer
Protocol

Standard Cryptographic
Protocol

Standard Non-Application
Layer Protocol

Uncommonly Used Port
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CREST Cyber Security Incident Response Guide

Conduct a criticality assessment for
your organisation
Carry out a cyber security threat

analysis, supported by realistic
scenarios and rehearsals

» CREST Cyber Security Incident .
Response Guide N\ 11,

Create an appropriate control
framework

Review your state of readiness in
cyber security incident response

* https://www.crest-approved.org/

CYBER _

o Prepare SECURITY

INCIDENT
* Response $3)))  puasE:
* Follow Up
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CREST Cyber Security Incident Response

Step 1. Conduct a criticality assessment for your organisation

Step 2. Carry out a cyber security threat analysis, supported by realistic scenarios and
rehearsals

Step 3. Consider the implications of people, process, technology and information

Step 4. Create an appropriate control framework
Step 5. Review your state of readiness in cyber security incident response
Step 1. Identity cyber security incident

Step 2. Define objectives and investigate situation

Step 3. Take appropriate action
Step 4. Recover systems, data and connectivity
Step 1. Investigate incident more thoroughly

Step 2. Report incident to relevant stakeholders

Step 3. Carry out a post incident review

Step 4. Communicate and build on lessons learned
Step 5. Update key information, controls and processes
Step 6. Perform trend analysis

Prepare

Follow Up
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Case Study
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Case Study IR ZRE
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Case Study IR ZRE
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Case Study
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Case Study IR ZRE
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Bonus: Data Breach Response: A Guide for Business

o« {REE(RBVEEE (Secure Your Operations)
o {Z4E%IE (Fix Vulnerabilities)
BENEREE A KB (Notify Appropriate Parties)

DE \/CO REN erE NG https://www.ftc.gov/tips-advice/business-center/guidance/data-breach-response-guide-business



https://www.ftc.gov/tips-advice/business-center/guidance/data-breach-response-guide-business
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(Z1EE LA Fix Vulnerabilities
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BB R E L R E A Notify Appropriate Parties

o BRI AEKMFIREFE K Determine Your Legal Requirements
o BANH;EMERS Notify Law Enforcement
s FMEZREWAERANT A EIERE

o INBEERERHEFEEEZRAR Did the Breach Involve Electronic Health
Information?

- B ZZEER | EREEMNINREIRFR
« BB EMTZE Notify Affected Businesses

s BASEMEAENINE (INREHEINE) » (B ERFEN T E%E
o BEN{E A Notify Individuals
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B ENME A {EHZE Notify Individuals
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http://IdentityTheft.gov
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Reference

» Computer Security Incident Handling Guide (NIST SP 800-61)
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf

e Guide tor Cybersecurity Event Recovery (NIST SP 800-184)
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-184.pdf

* Data Breach Response: A Guide for Business
https://www.ttc.gov/tips-advice/business-center/guidance/data-breach-

response-guide-business
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-184.pdf
https://www.ftc.gov/tips-advice/business-center/guidance/data-breach-response-guide-business
https://www.ftc.gov/tips-advice/business-center/guidance/data-breach-response-guide-business
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