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| offense 3083 [8) Summary @@ Attackers () Targets =) =] = [Clevents . Flows [Cirules actions ¥ henint @)
Relevance | o | Severity | 8 |Credibi|ity | 3
Target Vulnerable to Detected Exploit
preceded by Exploit Attempt Proceeded by Recan
TESEILILEY preceded by ExploittMalware Events Across Multiple Targets BIETEELIE 1428 events in 3 categories
preceded by Recon - External - Potential Network Scan
1Src | 202.153.48.66 start 2009-09-29 16:05:01
am A WERMA /
Target(s)Dest| Local (717 E Duration 1m 32s
Network(s) Multiple (3} to Mot assigned
—— Vulnerability Gorrelation Use Gase lllustrates a scenario invalving correlation of vulnerability data with IDS alerts An attacker originating from China (202,153 48 66) swee':us a subnet using the
Conficker worm exploit (CVE 2008-4250). The first sys

Attacker Summary @ D=tails IQH:TEEIJJ T ug

A
Magnitude l&ﬁEE User Tearen
UNI>~]
Description &—" Asset Name Unknown
Vulnerabilities o MAC Unknown
Location China Asset Weight o
Top 5 Categories [ =)categories é
HName Magnitude Local Target Count Last Event
~ S .

Buffer Overflow 8 ?\ZziﬂﬂBEfm{m'ﬂ] 09-29 16:06:33
Misc Explait 3 09-29 16:06:33
Netwark Sweep — 716 T 09-29 16:05:01

Top 5 Local Targets (@) Targets 7‘.}/’:&%/}\ E 1:/]_‘/%

|
IP/DNS Name Fhainea User MAC Lo}
w 4N ; XAV SSHISZ M TEIRRER
Windows AD Server Z Unknown Unknown main 73 57
10.101.3.3 Unknown Unknown main
10.101.3.4 Unknown Mo Unknown Unknown main
DC106 Yes Mo Administrator 00:15:c6:56:3e:a7 main
10.101.3.11 Unknown Mo DCAdmin 00:15:c6:5a:3e:a7 main 5]
Top 10 Events Events BE]
d = S BXINRERED?
Event Name Magnitude Category Destination Dst Port Time
Misc Exploit - Event CRE Custom Rule Engine-8 = gradar-vm Misc Exploit 10.101.3.15 445 09-29 16:06:33
NETBIOS-DG SMB v4 srvsve NetrpPathCo Snort@ 10.1.1.5 Buffer Overflow 10.101.3.10 445 09-29 16:06:28
NETBIOS-DG SMB v4 srvsve NetrpPathCo Snort@ 10.1.1.5 Buffer Overflow 10.101.3.15 445 09-29 16:06:33
Misc Exploit - Event CRE Custom Rule Engine-8 - gradarvm Misc Exploit 10.101.3.13 445 09-29 16:06:31
Metwork Sweep - @QRadar Classify Flow — Flow Classification Engine-5 - gradar-vm Metwork Sweep 10.101.3.10 445 09-29 16:05:01
Metwork Sweep - @QRadar Classify Flow T Flow Classification Engine-5 - gra| 10.101.3.15 445 09-29 16:05:01
Metwork Sweep - @Radar Classify Flow — Engine-5 - gral .IE?EE[QBE 10101310 445 09-29 16:05:01
Metwork Sweep - @Radar Classify Flow — Flow Classification Engine ! 10.101.3.15 445 09-29 16:05:01
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New Group [ Edit py € Remove (2]
=3 Rule and Building Block G Name User Description Date Modified

&J Anomaly Petya Detected In Real Time admin Dec 20, 2017, 6:53:51 PM

©J Asset Reconcilliation Ex [\ cry QNI Host admin Dec 20, 2017, 6:49:05 PM

9 Authentication WCry Event File Hash admin Dec 20, 2017, 6:49:05 PM

3 Botnet Petya QNI Host admin Dec 20, 2017, 6:53:51 PM

£ Category Definitions Petya QNI File Name admin Dec 20, 2017, 6:53:51 PM

J Compliance Petya Event Host Name admin Dec 20, 2017, 6:53:51 PM

&J D\Dos Petya Event Flle Name admin Dec 20, 2017, 6:53:51 PM

£J Database Petya QNI File Hash admin Dec 20, 2017, 6:53:52 PM

&J Exfiltration Potential Ransomware, Suspicious ac... admin Dec 20, 2017, 6:53:51 PM

(J False Positive BB:CategoryDefinition: Privileged Esc... admin Jul 3, 2017, 2:32:03 PM

J Flowshape BB:CategoryDefinition: Privileged Esc... | admin Jul 3, 2017, 2:32:02 PM

J Horizontal Movement BB:Malicious Attacks admin Edit this building block to define malicious attacks. Jul 3, 2017, 2:32:01 PM

J Host Definitions Policy: New Host Discovered admin Detects when a new host has been discovered on the network. Jul 3, 2017, 2:32:22 PM

£J Intrusion Detection Policy: New Host Discovered in DMZ admin Detects when a new host has been discovered on the network. Jul 3, 2017, 2:32:22 PM

J Log Source Definitions Policy: New Service Discovered admin Detects when an existing host has a new service discovered on it. Jul 3, 2017, 2:32:22 PM

£ Magnitude Vi ility Reported ... admin Detects when a vulnerability has been discovered on a local host. Jul 3, 2017, 2:32:22 PM f—

I Malware Policy: New Service Discovered in DMZ | admin Detects when an existing host has a new service discovered on it. Jul 3, 2017, 2:32:22 PM Q Radar W E E,\]

J Network Definition BB:CategoryDefinition: Worm Events admin Edit this BB to define worm events. This BB only applies to events not d...| Dec 20, 2017, 6:32:19 PM

& Policy Petya IP Found admin Dec 20, 2017, 6:53:51 PM ;mmu %

J Port\Protocol Definition WCry Event File Name admin Dec 20, 2017, 6:49:05 PM

2 Post-Intrusion Activity Petya Event File Hash admin Dec 20, 2017, 6:53:51 PM

2 QRadar Network Insigh WCry QNI File Name admin Dec 20, 2017, 6:49:05 PM

J Recon WCry Flow Payload admin Dec 20, 2017, 6:49:05 PM

<J Response WCry IP Found admin Dec 20, 2017, 6:49:05 PM

£ Suspicious WCry Event Host Name admin Dec 20, 2017, 6:49:05 PM

) System WCry Detect admin Dec 20, 2017, 6:49:05 PM

J Threats WCry QNI File Hash admin Dec 20, 2017, 6:49:05 PM

) User Behavior Analytics Petya in Flow Payload admin Dec 20, 2017, 6:53:52 PM

¢J User Tuning

J Other

»
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