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吴磊 

Who am I ? 

螳螂捕蝉，黄雀在后 
以太坊智能合约的漏洞和陷阱 

2 



• 吴磊 

 

• PeckShield联合创始人兼工程副总裁 

 

• 美国北卡州立大学计算机博士 

 

• 移动安全专家，对安卓平台的安全问题有深入研究 

 

• 目前专注于区块链智能合约安全以及合约安全审计 

Who am I ? 
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• Ethereum in 2017 
• 1,090 Dapps & 700+ 

Tokens 
• 100,000 New Users Per Day 
• Daily Trading > 1,000,000 

 
• Market Cap in 2018 

• 1,640 Cryptocurrencies 
• Market Cap > 330 Billion 
• Global GDP Rank: 28th 

Blockchain Status Quo 
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Blockchain Security Incidents 
2018/06 Bithumb Hacks with $31 Million Dollars Stolen 

EDU, BAIC Smart Contracts Bugs 

BEC, SMT Smart Contracts Bugs 

Myetherwallet Suffer from DNS Hijacking 

BitGrail Hacks with Stolen Nano Tokens of 170 Million Dollars 

Coincheck Hacks with 530 Million Dollars Stolen 

Nicehash Hacks with 4700 BTC Missing with 62 Million Dollars 

Bithumb Hacks with 1 Billion Korean Yuan Loss and 30 Thousand User Info. Leaked 

Bitfinex Hacks with 120,000 BTC Stolen of 75Million Dollars 

Cryptsy Hacks with 13,000 BTC and 300,000 LTC Stolen 

Bitstamp Hacks with 19,000 BTC Stolen 

Poloniex Hacks with 12.3% BTC Lost 

Mt.Gox Hacks with Followed Bankruptcy 
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Blockchain Ecosystem 
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Blockchain Ecosystem – Smart Contract 
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Security of Smart Contract 
Disclosed by PeckShield 

CodeName CVE-ID 

batchOverflow CVE-2018-10299 

proxyOverflow CVE-2018-10376 

transferFlaw CVE-2018–10468 

ownerAnyone CVE-2018-10705 

multiOverflow CVE-2018-10706 

burnOverflow CVE-2018-11239 

ceoAnyone CVE-2018-11329 

allowAnyone1 CVE-2018-11397 

allowAnyone2 CVE-2018-11398 

tradeTrap1 CVE-2018-12017 

tradeTrap2 CVE-2018-12062 

tradeTrap3 CVE-2018-12079 

… 
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Not Disclosed Yet 

CVE-ID 

CVE-2018-11310 

CVE-2018-11441 

CVE-2018-11446 

CVE-2018-11520 

CVE-2018-11521 

CVE-2018-11561 

CVE-2018-11582 

CVE-2018-11585 

CVE-2018-12105 

CVE-2018-12340 

CVE-2018-12341 

CVE-2018-12566 

… 10 



• Vulnerabilities in Ponzi-Like Crypto Games 
• Fomo3D 
• EOS Fomo3D 

 

• Smart Contract Traps 
• tradeTrap 
• Other honeypot contracts 

Vulnerabilities and Traps 
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Ponzi-Like Crypto Games 
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Fomo3D Lottery Airdrop Mechanism 

0x0badbeef…ddd 

0.1 ETH + prize 

Fomo3D Smart Contract 

buyXid() 

if ( airdrop() == true ) 

withdraw() 
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Don’t Implement Randomness in Ethereum Smart Contract! 
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What if msg.sender is a contract address? 

  contract human { 

    constructor() { 

      isHuman()  

    } 

  } 

0x0badbeef…ddd 

17 



Pwning Fomo3D: Pre-Calculated Contract Creation For Airdrop Prizes! 

https://www.peckshield.com/2018/07/24/fomo3d/ 
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Attack in-the-wild 

Attacker Contract 

Boss Wallet Address 
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Attack in-the-wild 

(1) This pre-created contact will create a “good” contract addr 

(2) Create the “good” contract addr 

(3) Send 0.1 ETH to buy keys 

(4) Get the airdrop which is >= 0.1 ETH 

(5) Withdraw 

(6) Suicide and send everything to the boss 
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EOS Fomo3D: 狼人游戏 
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EOS Fomo3D: 狼人游戏 

http://blogs.360.cn/blog/eos-asset-multiplication-integer-overflow-vulnerability/ 
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Vulnerabilities and Traps 
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tradeTrap: Trap of Highly-Manipulatable ERC20 Tokens 

https://peckshield.com/2018/06/11/tradeTrap/ 
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Security Issue 1: Arbitrary Increase in Token Balance 

https://peckshield.com/2018/06/11/tradeTrap/ 
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Security Issue 2: Manipulatable Prices and Unfair Arbitrage 

https://peckshield.com/2018/06/11/tradeTrap/ 
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Additional Overflows 

https://peckshield.com/2018/06/11/tradeTrap/ 
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Additional Overflows 

https://peckshield.com/2018/06/11/tradeTrap/ 
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Other honeypot Contracts 

http://www.freebuf.com/articles/blockchain-articles/175915.html https://medium.com/@jsanjuas/an-analysis-of-a-couple-ethereum-honeypot-contracts-5c07c95b0a8d 29 



PrivateBank: Another TheDAO ? 

30 



PrivateBank: Another TheDAO ? 

31 



PrivateBank: Another TheDAO ? 
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PrivateBank: Another TheDAO ? 

https://medium.com/coinmonks/dissecting-an-ethereum-honey-pot-7102d7def5e0 
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Mitigations? 
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Better Blockchain Ecosystem Together 

Website: https://peckshield.com 

Email: contact@peckshield.com 
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