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® PeckShield

Blockchain Status Quo

* Ethereum in 2017
* 1,090 Dapps & 700+
Tokens
e 100,000 New Users Per Day 225,000 30,000,000

* Daily Trading > 1,000,000

150,000 20,000,000

* Market Cap in 2018

* 1,640 Cryptocurrencies
* Market Cap > 330 Billion 10,000,000
* Global GDP Rank: 28th

0
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2018/04
2018/04
2018/02
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2017/0B
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®PeckShield

A

Blockchain Security Incidents

Bithumb Hacks with $31 Million Dollars Stolen
EDU, BAIC Smart Contracts Bugs
BEC, SMT Smart Contracts Bugs
Myetherwallet Suffer from DNS Hijacking
RitGrail Hacks with Stolen Nano Tokens of 170 Million Dollars
Coincheck Hacks with 30 Million Dollars Stolen
Nicehash Hacks with 4700 BTC Missing with 62 Million Dollars
Bithumb Hacks with | Billion Korean Yuan Loss and 30 Thousand User Info. Leaked
Bitfinex Hacks with 120,000 BTC Stolen of 7aMillion Dollars
Cryptsy Hacks with 13,000 BIC and 300,000 LTC Stolen
Bitstamp Hacks with 13,000 BTC Stolen
Poloniex Hacks with 12.3% BIC Lost
Mt.Gox Hacks with Followed Bankruptey
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Blockchain Ecosystem

Cryptocurrency
Exchange

Digital Wallet
DApps
Infrastructure

Mining Pool

Smart Contract
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Blockchain Ecosystem — Smart Contract

Cryptocurrency
Exchange

Digital Wallet

DApps
Infrastructure
- Mining Pool
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Security of Smart Contract

Disclosed by PeckShield

CodeName
batchOverflow

proxyOverflow

transferFlaw
ownerAnyone
multilverflow
burnOvertlow
ceoAnyone
allowAnyaonel
allowAnyone?
tradeTrapl
tradeTrap?Z
tradeTrapd

CVE-ID
CVE-2018-10233
CVE-2018-10376
CVE-2018-10468
CVE-2018-10703
CVE-2018-10706
CVE-2018-11233
LVE-2018-11323
CVE-2018-1337
LVE-2018-11338
CVE-2018-12017
CVE-2018-12062
CVE-2018-12071
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Security of Smart Contract

Disclosed by PeckShield @ Secure | https://cointelegraph.com/news/multiple-exchanges-suspend-erc20-token-trading-du alaisadbcoisobicion E;);T;
CodeName CVE-ID &
proxyOverflow CVE-2018-10376
transferFlaw CVE-Z018-10468
ownerAnyone CVE-2018-10705
multiverflow CVE-2018-10706
burnOvertlow CVE-Z018-11239

Multiple Exchanges Suspend ERC20

Token Trading Due To Potential
BatchOverflow Bug

29984 Total views 385 Total shares

Samsung
Logistics Pl3

ceoAnyone CVE-2018-11329
allowAnyaonel CVE-2018-11397
allowAnyoneZ CVE-2018-11398
tradelrapl CVE-2018-12017
tradeTrap?Z CVE-2018-12062
tradeTrapd CVE-2018-12073

Cryptocurrency exchange

N e —
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Security of Smart Contract

Disclosed by PeckShield

Not Disclosed Yet

CodeName
batchOverflow
proxyOverflow
transferFlaw
ownerAnyone
multiverflow
burnOverflow
ceoAnyone

allowAnyaonel

allowAnyoneZ

tradelrapl
tradeTrap?Z
tradeTrapd

CVE-ID
CVE-2018-10233
CVE-2018-10376
CVE-2018-10468
CVE-2018-1070a
CVE-2018-10706
CVE-2018-11233
LVE-2018-11323
CVE-2018-1337
LVE-2018-11338
CVE-2018-12017
CVE-2018-12062
CVE-2018-12071

CVE-ID
CVE-2018-11310
CVE-2018-11441
CVE-2018-11446
CVE-2018-11520
CVE-2018-11a21
CVE-2018-11a6l

CVE-2018-11582
CVE-2018-1158a
CVE-2018-12103
CVE-2018-12340
CVE-2018-12341
CVE-2018-12066

10
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Vulnerabilities and Traps

* Vulnerabilities in Ponzi-Like Crypto Games

* Fomo3D
* EOS Fomo3D

* Smart Contract Traps
* tradeTlrap
* Other honeypot contracts

11
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Vulnerabilities and Traps

* Fomo3D
* EOS Fomo3D

* Smart Contract Traps
* tradeTlrap
* Other honeypot contracts

12
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Ponzi-Like Crypto Games

Fomo3D and other ponzi games consume
$46 million in ether

BY

Fomo3D is a decentralized game hosted on the Ethereum network
which asks players to purchase keys for a chance to win a cache of
ether. The whole game is clearly a scam, but this hasn't stopped
people from throwing money at it and other similar games, to a tune
of $46 million in ether, bitcoin.com is reporting.

The game has an exceedingly simple premise: Each time a key is
purchased, the ether goes into the grand prize, and the 24 hour timer
is reset. If the timer runs out, the user who last purchased a key will
win the whole prize. The current total just for Fomo3D is about
21,460 eth or approximately $9,678,460 at the time of this writing.
There are other games with similar premises also running on
ethereum.

FOMO3D: The new Ponzi game champion

FOMO3D has now blown away all old records, and its contract currently holds about 75,000 ETH worth around
USS$35.5 million. It's very much in a league of its own, and the money put into it has also spawned a series of
copycats worth about another $15 million, some of which are actual scams as opposed to just scam-themed

games.

The essence of FOMO3D is that people can buy keys with Ether. The keys add time to the countdown timer.
Each key increases the timer by 30 seconds up to a maximum of 24 hours. If no one buys a key before the timer
runs out, the game ends, and that multi-million dollar pot is distributed among the various winners.

A player joins one of four different teams, but still competes individually. The teams instead affect how a
player's resources are distributed between the keys, the P3D tokens and the exit scam itself.

Snek Whale Bull Bear

Trickle down Feed on the Break upwards, stand alone, fight
Divinomics greed of others. never stagnate. alone.

+ Balanced
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NEW! F3D: SOON F3D: Lon P3D: Dividends+
Fomo3D Y

@ 235752 P10000 P06%(032ETH) & Registeraname

Yolsal=lolal=N= =N

EXIT SCAMMING
21594.4182 ¢

25752

x P Why isnt that your name up there?
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Fomo3D Lottery Airdrop Mechanism

OxObadbeef...ddd

0.1 ETH + prize

puyXid()
|

'

= withdraw/()

15
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Don’t Implement Randomness in Ethereum Smart Contract!

1409
1410
1411
1412
1413
1414
1415
1416
1417
1418
1419
1420
1421
1422
1423
1424
1425
1426
1427
1428

function
priv
view
retu
{
uint

D))
TR

else

airdrop()
ate

rns(bool)
256 seed = uint256(keccak256(abi.encodePacked(

(block.timestamp).add

(block.difficulty).add
(Cuint256(keccak?56(abi.encodePacked(block.coinbase)))) / (now)).add
(block.gaslimit).add
((uint256(keccakz56(abi.encodePacked(msg.sender)))) / (now)).add
(block.number)

seed - ((seed / 1000) * 1000)) < airDropTracker_)
return(true);

return(false);

16
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What if msg.sender Is a contract address?

270 modifier isHuman() {
contract |‘|LIITIE|I'I{ 271 address _addr = msg.sender;
EEII'IStFLIEtEII"(){ 272 uint256 _codelength;
. 273
isHuman() _— 274 assembly {_codelLength := extcodesize(_addr)}
} 275 require(_codelLength == 0@, "sorry humans only");
276 —
} 277 }

T

OxObadbeef..ddd

7.1. Subtleties. Note that while the initialisation code
is executing, the newly created address exists but with

no intrinsic body code®. |Thus any message call received

by it during this time causes no code to be executed. If

which is the length of the code of the account while

CODESIZE should return the length ot the i1nitialization code (as defined 1n



® PeckShield

Pwning Fomo3D: Pre-Calculated Contract Creation For Airdrop Prizes!

Now, the exploitation steps could be summarized in the following:

. Pre-calculate the address X of the next contract that the attacker address is about to create [2];
. If X can’t be used to generate a good seed with the current airDropTracker_, goto step 1;

. Create contract at address X;

. Invoke buyXid() function from X to win the airdrop prize;

. Invoke withdraw() function from X to get earnings calculated by the airdrop prize;

18
https://www.peckshield.com/2018/07/24/fomo3d/
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Attack in-the-wild

Type_TraceAddress

v call_2

« create 2 0

vcal2 00

vcal2 003

v call_2 0030

vcal2 004

vcal2 010

+ suicide 2 0 2

Age
14 hrs 21 mins ago

1 day 7 hrs ago

From
Attacker Comtract

UXO40500a94D002U<...

To Value
[2) 0x54833d94b55202... 0.1 Ether

[5) 0x54833d94b55202... 0.1 Ether

Value

0.1 Ether

0.1 Ether

0.1 Ether

0.002 Ether

0.002 Ether

0.001 Ether

0.101039563771909293 Ether

0.101039563771909293 Ether

GasLimit

2137597

2072360

2032384

1696395

1660858

1663435

2300




®PeckShield

Attack in-the-wild

Age To Value

14 hrs 21 mins ago 0x73b61a y93c1... [2) 0x54833d94b55202... 0.1 Ether

1 day 7 hrs ago )x73b61a56¢c . [210x54833d94b55202... 0.1 Ether

Type_TraceAddress To Value GasLimit
(1) Thfs pre-created c:omtact vv;H create a “good” contract addr
v call_2 0x54833d94b552 ® Oxadbb1d29cadefa... 0.1 Ether 2137597
(2) Create the “good” contract addr
« create 2 0 Oxa4bb1d29ca C3 Oxfd108e175998de... 0.1 Ether 2072360

3 S d 0.1 ETH to buy k
v call_2_0_0 ( ) e 5 P e

0.1 Ether 2032384

vcal2 003 Oxa62142888aba83 = 0xdd4950f977ee28... 0.002 Ether 1696395
( ) Get the airdrop whichis>=0.1 ETH

v call_2.0.0.3.0 Ixdd4950f977ee28... @ Ox4c7b8591c50f4a... 0.002 Ether 1660858

v call_2_0_0_4 Oxa62142888aba83... ® 0xf9ba0955b0509a... 0.001 Ether 1663435
(5) Wlthdra\/\/
v call_2_0_1_0 0xa621428 @ Oxfd108e175998de. 0.101039563771909293 Ether 2300

(6) u;ode and send everythmg to the boss
+ suicide_2 _0_2 Oxfd108e17599 - Ox73b b93c1... 0.101039563771909293 Ether
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EOS Fomo3D: IR AifFAk

EOShRFomo3DREFRIZE REB BN ERNSE
P Bz

EOSIR ANk KEI6 HEOS

2KEfE), 940001 EOCS, EOSIRAFBEXKIENAEE 75508 AR™T. IEH (7H26H)
BRABELBAA—RAEEMREABRE, thFEIAT HBHRE NEESHT SRR’
ARERGEERN 767 ZTECS,

7H25B%F, AT HRBEOSIE AR (eosfo.io) ERIHER T, HEEMTARIRA
94000 TECSTR TN, /KRB, %l AEAETR, 65 TEOSHIEEEM. X TEOS
AR ZASHIFomo3DifF ikt L kAR E TR A,

-58612758460044.984 §

emEn
S/h459534188

iz ELEER, EARXIRELEENRE, BTZFNNSHNRTR, TARIAE
ST, FENK.

L b 2

ST MO SRR S RN AT B BIEMELY : eosf
@ 163184961711.9903 EOS | AR .

SNS954LE

-58612758460044.9809

| RIVEA EOS

| st
| g /,3 s
&v v
} lm: ,‘.:J‘ ! | eva

0 =B

— TARERNENN., REREFITM LENEESEY, NERIENFE—F,
P BER F FE AR BRI BE

2 “Fomo3D” F B, XL EFIE RIRFNIEF Dapp kBRI A#HE IR, S
=MERINZZNESE.

EOSIR ARt h & Il
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EOS Fomo3D: IR AifFxk
EOS Asset Multiplication Integer

Overflow Vulnerability

66 asset& operator*= int64_t a ) {

o7 eosio_assert( a == @ || Camount * a) / a == amount, "multiplication overflow or underflow" );
68 eosio_assert( -max_amount <= amount, "multiplication underflow" );

69 eosio_assert( amount <= max_amount, "multiplication overflow" );

70 amount *= a;

71 return *this;

72 }

tokens (such as the official EOS token or some custom tokens defined by user). Recently we discovered
a bugin asset’s multiplication operator (operator *=) which makes the integer overflow check in the

function to have no effect. If a developer uses asset multiplication in his EOS smart contract, he may

need to face the risk of integer overflow.

http://blogs.360.cn/blog/eos-asset-multiplication-integer-overflow-vulnerability/ .
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Vulnerabilities and Traps

* Vulnerabilities in Ponzi-Like Crypto Games

* Fomo3D
* EOS Fomo3D

* tradeTlrap
* Other honeypot contracts

23



® PeckShield
tradeTrap: Trap of Highly-Manipulatable ERC20 Tokens

Quoted from our last blog [1], “publicly tradable ERC-20 tokens have considerable high
market value. Various exchanges, either centralized (e.g., Binance, Huobi.pro, and OKex)
or decentralized (e.qg., IDEX, EtherDelta, ForkDelta), provide the marketplace by listing
them, especially with high-liquidity ones, for public trading. Evidently, the transparency
and security of their corresponding smart contracts is paramount. In practice, there is a

de-facto requirement for these contract to be publicly verifiable on etherscan.io.
Moreover, reflecting the fundamental ‘code-is-law’ spirit and trust of blockchain
technology, these contracts once deployed should not be further subject to centralized
control or manipulation.”

24
https://peckshield.com/2018/06/11/tradeTrap/
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Security Issue 1: Arbitrary Increase in Token Balance

131
132
133
134
135

function mintToken(address target, uint256 mintedAmount) onlyOwner {
balanceOf[target] += mintedAmount;
Transfer(@, owner, mintedAmount);
Transfer(owner, target, mintedAmount);

https://peckshield.com/2018/06/11/tradeTrap/

25
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Security Issue 2: Manipulatable Prices and Unfair Arbitrage

217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234

function setPrices(uint256 newSellPrice, uint256 newBuyPrice) onlyOwner public {
sellPrice = newSellPrice;
buyPrice = newBuyPrice;

3

/// @notice Buy tokens from contract by sending ether

function buy() payable public {
uint amount = msg.value / buyPrice; // calculates the amount
_transfer(this, msg.sender, amount); // makes the transfers

3

/// @notice Sell “amount™ tokens to contract
/// @param amount amount of tokens to be sold
function sell(uint256 amount) public {

require(this.balance >= amount * sellPrice); // checks if the contract has enough ether to buy
_transfer(msg.sender, this, amount); // makes the transfers
msg.sender.transfer(amount * sellPrice); // sends ether to the seller. It's important to do t
ks
26

https://peckshield.com/2018/06/11/tradeTrap/
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Additional Overflows

230
231
232
233
234

390
391
392
393
394
395
396
397
398
399
400

function sell(uint256 amount) public {

require(this.balance >= amount * sellPrice); // checks 1f the contrac
_transfer(msg.sender, this, amount); // makes the transfers
msg.sender.transfer(amount * sellPrice); // sends ether to the s

3

//user 1s buying grx
function buy() payable returns (uint256 amount){
if(lusersCanTrade & !canTrade[msg.sender]) revert();

amount = msg.value * buyPrice; // calculates the amoun
require(balanceOf[this] >= amount); // checks 1f 1t has enol
balanceOf[msg.sender] += amount; // adds the amount to bi
balanceOf[this] -= amount; // subtracts amount fror
Transfer(this, msg.sender, amount); // execute an event ref
return amount; // ends function and re

https://peckshield.com/2018/06/11/tradeTrap/

27
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Additional Overflows

After publishing our blog [1], we have been contacted by a number of affected
cryptocurrency exchanges. As we believe the corresponding mitigation mechanism is now in
place, it is the time to disclose the details of tradeTrap. As emphasized in [1], once smart
contracts of publicly tradable ERC-20 tokens are deployed, they should not be further
subject to centralized control or manipulation. Unfortunately, tradeTrap plagues 700+ ERC20

tokens and we have so far confirmed at least dozens of them are publicly tradable on current
exchanges, including Binance, Huobi.pro, OKex, OKCoinKR, CoinEgg, Kucoin, Allcoin,
HitBTC, Bitbns, ZB, OTCBTC, CoinBene, COSS, EtherDelta, ForkDelta, IDEX, YEX, Tidex,
Radar Relay, Yobit, WazirX, CoinExchange, CoinSpot, Bluetrade, CEX, and Livecoin. The full
list of tradeTrap-affected ERC20 tokens is available here.

28
https://peckshield.com/2018/06/11/tradeTrap/
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Other honeypot Contracts

An analysis of a couple Ethereum
honeypot contracts

Etherscan is an Ethereum blockchain explorer that, besides other features,

VAR Sl v & 2040

KnownsecHliE 8] 5 87401 A B X Hphdee

allows developers to submit the code of the smart contracts they deploy. The
main benefit of this feature is that it allows users to check what contracts do U
, : 0x00 Hi'F
by reading their source code. Etherscan makes sure that the code matches the
smart contract as deployed. FE2E S XHRBEM R AR E A2, FEd — R R E&F#Y S F_(The phenomenon of smart contract honeypots» , #E& AT T fb&
B =MEREREY, IR A A& A S Github)j H smart-contract-honeypots .
The list of verified contracts is long. As of this writing, Etherscan offers the

A SCHERS ST A 8 2 smart-contract-honeypots 1 Solidlity-Vulnerable i H H i) & E A BE A L1 BEAT 4T, ARIEITLE K
EHE A LMK T By A LU IUA A

source code for 26055 contracts, which can be browsed here.

On a lazy Sunday afternoon I decided to casually browse it to see what kind of

o I T B

contracts people were running and get a sense of what people use the

blockchain for, and how well written and secure these contracts are. Most A KB 2R T
A W TR
R I A

contracts I found implemented tokens, crowdsales, multi-signature wallets,

ponzis, and.. honeypots!

Honeypot contracts are the most interesting findings to me. Such contracts

hold ether, and pretend to do so insecurely. In short, they are scam contracts EF MR, AR IR DAL S a2 L R —IL SR B 118 AR S 2kl , —ILIEE T 34.7152916 4

that try to fool you into thinking you can steal the ether they hold, while in PIACT (2018/06/26 Hrfl 102946 oA RT) , eI IERE ORI 4y -
fact all you can do is lose ether.

https://medium.com/@jsanjuas/an-analysis-of-a-couple-ethereum-honeypot-contracts-5c07c95b0a8d http://www.freebuf.com/articles/blockchain-articles/175915.html
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PrivateBank: Another TheDAO ?

27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42 }

function CashOut(uint _am)

{
if(_am<=balances[msg.sender])
{
if(msg.sender.call.value(_am)())
{
balances[msg.sender]-=_am;
TransferlLog.AddMessage(msg.sender,_am, "CashOut™);
3
¥
3

function() public payable{}

30
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PrivateBank: Another TheDAO ?

44 contract Log

45 {
46
47 struct Message
48 {
49 address Sender;

3 contract Private_Bank 50 SFFing Data;

4 { 51 uint Val;

5 mapping (address => uint) public balances; gg ) uint Time;

6

7 uint public MinDeposit = 1 ether; gg Message[] public History:

8 ’
56

9 Log Transferlog; 57 Message LastMsg;

10 58 ’

11 function Private_Bank(address _log) 59 function AddMessage(address _adr,uint _val,string _data)

12 A 60  public

13 TransferLog = Log(_log); > 61 {

14 3 62 LastMsg.Sender = _adr;
63 LastMsg.Time = now;
64 LastMsg.Val = _val;
65 LastMsg.Data = _data;
60 History.push(LastMsg);
67 }

68 }
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PrivateBank: Another TheDAO ?

H Contract 0 Home / Accounts

TxHash:
TxReceipt Status:
Block Height:
TimeStamp:
From:

To:

Value:

Gas Limit:

Gas Used By Txn:
Gas Price:

Actual Tx Cost/Fee:
Nonce & {Position}:

Input Data:

Sponsored Link: *) genEOS: next-gen blockchain for businesses. Testnet launched. Fast, scalable, tech support available. Jo

Contract Overview Misc More Options

0x091badedB88d9858ff68f037245f33902¢

Balance: 0 Ether Address Watch: Add To Watch List

Success

Ether Value: $0 Contract Creator:

(1059081 block confirmations)

Transactions:

181 days 6 hrs ago (Feb-09-2018 11:05:£

Transactio | Eyents Comments

[Contract © Are you The Contract Creator? Verify And Publish™e¥ your Contract Source Code Today!

0 Ether ($0.00)

489374

407812

0.000000002 Ether (2 Gwei)
0.000815624 Ether ($0.29)

2| {81}

fEfffffffffff168152602001828152¢6

0x6060604052600436106100c5576000357c0100000000000000000000000000000000000000000000000000000000900463f fffffff1680632fac8979146100c7578063
474daccel46100dc5780634b906714146101205780634c204a41461019a57806389977cdf1461021f5780639003e39a1461027457806390a68455146102e55780639303
39be1461031e578063a21f036814610367578063be9474bb14610469578063¢c1448111146104ad578063edbbdf2e146104b7578063f85f97dd14610508575b005b341561
00d257600080Td5b6100da61055d565b005b34156100e757600080Td5b61011e60048080357 3 f fffffffffffffffffffffffffffffffffffffff16906020019091908035
1515906020019091905050610618565b005b61019860048080357 3 f fffffffffffffffffffffffffffffffffffffff169060200190919080359060200190919080359060
2001908201803590602001908080601101602080910402602001604051908101604052809392919081815260200183838082843782019150505050505091905050610729
565b005b34156101a557600080fd5b61021d60048080357 3 f fffffffffffffffffffffffffffffffffffffff169060200190919080359060200190919080359060200190
8201803590602001908080601701602080910402602001604051908101604052809392919081815260200183838082843782019150505050505091905050610820565b00
5b341561022a57600080Td5b610232610a70565b604051808 27 3 f fffffffffffffffffffffffffffffffffffffffl673fffffffffffffffffffffffffffffffffffriffee
16815260200191505060405180910390135b6102e3600480803573f fffffffffffffffffffffffffffffffffffffff169060200190919080359060200190820180359060
2001908080601101602080910402602001604051908101604052809392919081815260200183838082843782019150505050505091905050610295565b005b3415610210
57600080Td5b61031c60048080357 3 ffffffffffffffffffffffffffffffffffffffff16906020019091905050610b88565b005b341561032957600080Td5b6103556004
80803573 ffffffffffffffffffffffffffffffffffffffff16906020019091905050610c27565b6040518A821515151581526020A019150506040518091039AF35h341561

00000000000000000000000000008152506020019350505050600060405180830381600087803b151561045757600080£d5b6102c65a0

3£1151561046857600080£fd5b5050505b560
ca%2acab3400290000000000000000000000]

47884a17a862658ce48£787d955£5
0f8681ldadlce4f1f414fb07£fc07£81a3a82e91d8f

Vi




® PeckShield
PrivateBank: Another TheDAO ?

Here is the diff check between the bytecode in the Honey Pot and the code
that has actually been deployed on the network.

(Leftis the by | S1MPple, they exploit their contract’s re-entrancy bug! But they’ve essentially

made themselves the only address allowed to execute that exploit.

It’s an amazing exploit hiding in plain sight. The attacker immediately
assumes their victim does not know the re-entrancy exploit but the Honey Pot
owner is literally saying “Oh yes I do.” before the would-be hacker first sees

the code.

It contains almost three times as much logic. So what else is going on?

33
https://medium.com/coinmonks/dissecting-an-ethereum-honey-pot-7102d7def5e0
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Mitigations?



Better Blockchain Ecosystem Together

®PeckShield

Website:
Email:
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