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« Telegram messenger
- EBF, ARk, BE%K
- T8RRI, AFIRU
- FEREETRPER (81
BERTHNEDER)

’ PaVI eE’ ;EJ:FE (ﬁ:ﬁg ’H‘:ﬁ EI\J The world’s fastest messaging app.
?LE"EAE*%) It is free and secure.

- INZEB(E INERA
RSA2048, INEEX
AES256

« IRS|IABEHSD FRIAT S
&?%E’\J A{‘@fﬁa Start Messaging »
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2 cortonmoutt ¢ COTTONMOUTH-I
ANT Product Data . 7J<E§EE_1‘%

(TSUSUIREL) COTTONMOUTH-I (CM-1) is a Universal Serial Bus (USB) hardware implant | oo o
which will provide a wireless bridge into a target network as well as the ability o load exploit

software onto target PCs.
@ T

COTTONMOUTH - 1 I
L DAY A= 3 E
(TSISHIREL) CM-1 will provide air-gap bridging, software persistence capability, “in-field” re- * . A
and covert with a host software implant over the USB. The \ - X
RF link will enable command and data infiltration and exfiltration. CM-1 will also communicate y - n
with Data Network Technologies (DNT) software (STRAITBIZARRE) through a covert ... -
channel implemented on the USB, using this communication channel to pass commands and

-} s/
data between hardware and software implants. CM-I will be a GENIE-compliant implant
based on CHIMNEYPOOL. ... .
(TSISHIREL) CM-1 conceals digital components (TRINITY), USB 1.1 FS hub, switches, and
—

HOWLERMONKEY (HM) RF Transceiver within the USB Series-A cable connector. .....

MOCCASIN is the version permanently connected to a USB keyboard. Another version can — A 7 AA *’ | E’

be made with an unmodified USB connector at the other end. CM-I has the ability to — P d

communicate to other CM devices over the RF link using an over-the-air protocol called .... [ ~ n p :? 9 v
-

SPECULATION. COTTONMOUTH CONOP
INTERNET Scenario

m ABSH,

Status: Availability — January 2009 Unit Cost: 50 units: $1,015K
POC: I, 53223, NI S e e
ALT POC: . 53223, . Declassify On: 20320108

TOP SECRET//COMINT//REL TO USA, FVEY
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N « RAGEMASTER

RAGEMASTER

ANT Product Data ° 3 I'-ﬁ
4~

(TS/SIIREL TO USA,FVEY) RF retro-reflector that provides an enhanced radar ~ —1~
cross-section for VAGRANT It's in a standard video

graphics array (VGA) cable between the video card and video monitor. It's typically 24 Jul 2008 .I.t n
installed in the ferrite on the video cable. @ T \ ﬁ D \
(U) Capabilities U'J\ SZ I
(TS//SU/IREL TO USA,FVEY) RAGEMASTER provides a target for RF flooding ~
and allows for easier collection of the VAGRANT video signal. The current IA_I )I A
RAGEMASTER unit taps the red video line on the VGA cable. It was found that, I
empirically, this provides the best video return and cleanest readout of the I
monitor contents. —

= e I

3 1 e sz:;n J.I_ I\j: J.I_\ '/J\
> 28 4 12 . .' E 2 % N <

" E§ j =t G0
]
" L ~J1
A4 A\ >

(U) Concept of Operation . . .. }-L 2 * I EI J-G
(TS/ISI/REL TO USA,FVEY) The RAGEMASTER taps the red video line . .. x - E i

AW |

between the video card within the desktop unit and the computer monitor,
typically an LCD. When the RAGEMASTER is illuminated by a radar unit, the

illuminating signal is modulated with the red video information. This information .. E

is re-radiated, where it is picked up at the radar, demodulated, and passed o]
onto the processing unit, such as a LFS-2 and an external monitor,
NIGHTWATCH, GOTHAM, or (in the future) VIEWPLATE. The processor
recreates the horizontal and vertical sync of the targeted monitor, thus allowing
TAO personnel to see what is displayed on the targeted monitor.

Unit Cost: $ 30

Status: O on an ded basis. Contact POC for

availability information.

poc: I 5522¢ N, W I

Dated: 20070108
Declassity On: 20320108

TOP SECRET//COMINT/REL TO USA, FVEY
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TOP SECRET//COMINT/REL TO liSARFXTEM O N K ° I RAT E M O N K

ANT Product Data ()
lu\1E 1|:|

B — I Skt BlIE

s B TERFES|ISIER
AMBR) EHRENGE
‘ w  EEE, HMAEIE

L] C_sim  HEFERFHEN.

95
S8

(TSISWREL) IRATEMONK Extended Concept of Operations . . .

(TS//SIIREL) IRATEMONK provides software application persistence on desktop
and laptop computers by implanting the hard drive firmware to gain execution 06/20/08
through Master Boot Record (MBR) substitution.

'

RST Arstyst @
ROC TichR System
»

UMNITEDRAKE Servar

(TSISI/REL) This technique supports systems without RAID hardware that boot . .
from a variety of Western Digital, Seagate, Maxtor, and Samsung hard drives. The
supported file systems are: FAT, NTFS, EXT3 and UFS.

(TSHSI/REL) Through remote access or interdiction, UNITEDRAKE, or
STRAITBAZZARE are used in conjunction with SLICKERVICAR to upload the hard
drive firmware onto the target machine to implant IRATEMONK and its payload (the
implant installer). Once implanted, IRATEMONK's frequency of execution (dropping
the payload) is configurable and will occur when the target machine powers on.

Status: Released / Deployed. Ready for Unit Cost: $0
Immediate Delivery

poc: I S22 N — Derived From: NSACSSM 152

Dated: 20070108
Declassify On: 20320108

TOP SECRET//COMINT//REL TO USA, FVEY
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swap °

ANT Product Data —_
°

3&

(TS/ISW/REL) SWAP provides software e by the
motherboard BIOS and the hard drive’s Host Prolemed Area to gain periodic 06/20/08
execution before the Operating System loads.

S FhsH T BIOSHTE =S
B o N A W, FIGdRER
I = 2E1%¢F1I*E£ZBIOSP\Je,
e W”W% LURIPS=E +EML
@éﬁ““ e RS ERIETT.

(TSIISUIREL) SWAP Extended Concept of Operations . . .

Interactive OPS Console

(TS/SI/REL) This technique supports single or multi-processor systems running . .
Windows, Linux, FreeBSD, or Solaris with the following file systems: FAT32, NTFS,
EXT2, EXT3, or UFS 1.0

(TS/ISIIREL) Through remote access or interdiction, ARKSTREAM is used to re-
flash the BIOS and TWISTEDKILT to write the Host Protected Area on the hard
drive on a target machine in order to implant SWAP and its payload (the implant
installer). Once implanted, SWAP's frequency of execution (dropping the payload) is
configurable and will occur when the target machine powers on.

Status: Released / Deployed. Ready for Unit Cost: $0
Immediate Delivery

poc: I s3222. [ . Decived From: NSAICSSM 1.52

Dated: 20070108
Declassify On: 20320108

TOP SECRET//COMINT//REL TO USA, FVEY
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DROPOUTJEEP
ANT Product Data ° Il:I:IIZF :Ez‘éz

(TS/SIIREL) DROPOUTJEEP is a STRAITBIZARRE based software implant for -
the Apple iPhone operating system and uses the CHIMNEYPOOL framework.

i il ° *E)\:F-H;%I P h one H/\J I\:IQJIZ\

=ty ' >

B, AR
mo AR ERTIEE.,

SIGINT da
l T ata ...
"

(UIIFOUO) DROPOUTJEEP - Operational Schematic . . . .
(TS//SW/REL) DROPOUTJEEP is a software implant for the Apple iPhone that . . . .
utilizes modular mission applications to provide specific SIGINT functionality. This
functionality includes the ability to remotely push/pull files from the device, SMS
retrieval, contact list retrieval, voicemail, geolocation, hot mic, camera capture, cell . . .

tower location, etc. Command, control, and data exfiltration can occur over SMS
messaging or a GPRS data connection. All communications with the implant will be ..
covert and encrypted.

(TSHSWREL) The initial release of DROPOUTJEEP will focus on installing the
implant via close access methods. A remote installation capability will be pursued
for a future release.

Unit Cost: $ 0

Status: (U) In development

poc: urrouo . s32222, [ e

Derived From: NSAICSSM 1-52
Dated: 20070108
Declassify On: 20320108

TOP SECRET//COMINT//REL TO USA, FVEY
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GOPHERSET .

ANT Product Data

> e M\ESE
JANEEE=S]
(TSISW/REL) GOPHERSET is a software implant for GSM (Global System for S (R

Mobile communication) subscriber identify module (SIM) cards. This implant pulls
Phonebook, SMS, and call log information from a target handset and exfiltrates it to 10/01/08

auserjdetlned phone number via short message service (SMS). %-|_ij I M %}j\_@¥ o
[ VTHEE, niciEs
S EEETLERR
- [ | I %_41 FHEREAXEHE

(TS//SW/IREL) Modern SIM cards (Phase 2+) have an application program interface . . . .
known as the SIM Toolkit (STK). The STK has a suite of proactive commands that

allow the SIM card to issue commands and make requests to the handset.
GOPHERSET uses STK commands to retrieve the requested information and to . ..
exfiltrate data via SMS. After the GOPHERSET file is compiled, the program is
loaded onto the SIM card using either a Universal Serial Bus (USB) smartcard . .
reader or via over-the-air provisioning. In both cases, keys to the card may be
required to install the application depending on the service provider's security
configuration.

l

Retrieve
d Info

Unit Cost: S0
Status: (U/FOUO) . Has not been
poc: uFouo IR S32222, N

Derived From: NSAICSSM 1-52
Dated: 20070108
Declassify On: 20320108

TOP SECRET//COMINT//REL TO USA, FVEY
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5 NIGHTSTAND ° NIGHTSTAND
Wireless Exploitation / Injection Tool . };E % 1:5

(TS/HSU/REL) An active 802.11 wireless exploitation and injection tool for -
delivery into of denied target space. NIGHTSTAND is

typically used in operations where wired access to the target is not possible. 07/25108 o E AY N
* (SEEET\TCERhE L
. 5 I\/ULE =

(TS//SIIREL) NIGHTSTAND - Close Access Operations «

Battlefield Te::e; V:n:o:/vs Exploitation + Standalone System klr E_I- ;Efn ?f_, %E&mg: .
prmt——— - i :U*Uﬁﬁh eI TR
" 55& EF|Q|_=EIJJ|§5° E
e URERSTF N, Pk
e (EEEEEANA8km,

NIGHTSTAND Hardware (1]
(TSIISIIREL) Use of external amplifiers and antennas in both
experimental and operational scenarios have resulted in successful
NIGHTSTAND attacks from as far away as eight miles under ideal
environmental conditions.

» (TSISIIREL) Exploitable Targets
include Win2k, WinXP, WinXPSP1,
WINXPSP2 running internet Explorer
versions 5.0-6.0.

» (TS/ISIIREL) NS packet injection can
target one client or multiple targets on a
wireless network.

» (TS/ISI/REL) Attack is undetectable by
the user.

Unit Cost: Varies from platform to platform

Status: Product has been deployed in the field. Upgrades to the system continue to
be developed.

poc: I s32242, . Derived From: NSAICSSM 152

od: 20070108
Declassity On: 20320108

TOP SECRET//COMINT//REL TO USA, FVEY
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