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IP (Internet) IP (Mgmt) TP (Internal) FQDN URL
218. X. X. X 168. X. X. X | 192.168.X. X
Web
0S Type 0S Web Port Web (App) Server SSL/TLS
e Version Y/N Server Type . Y/N
Version
. 2008 R2 Y Nginx 1.20.0 Y
windows
SP1
centos 6.9 Apache
Tomcat
Ssi SSH Other RM RM
SSH Y/N Version Service Remote Versi Service
Version Mgmt Y/N on Version
Y 1 openSSH Telent

7.%. X

ITSO

SSL/TLS
Version

TLS 1.2

SNMP

SNMP Y/N Versio

n

Agent Y/N

IT Team

SSL Service
Version

openssl
1. 1. Oe

SEP Y/N

Protocol (4)

TCP

Runtime

PHP

JDK

Java SE

SEP Version

Protocol (7) Port
HTTPS 443
Runt%me Database Datapase
Version Version
5.6.7 SaL 2012 SP3
Server
1.7 MySql XXX
Oracle 11g
Reboot
Sysmon Sysmon Required
Y/N Version Y/N
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Forrester : A new security vulnerability is
identified approximately every

9 O minutes
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Number of Vulnerabilities
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Date Reported 40
8,845

1035
- 1,075
g 30 1103 Nﬁ
g Average 636
e
2 522
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5435 s 20
Calc - Was Exploited = 1,027
4K Il Not Exploited < B
W Was Exploited 807
10
We once had 45 days, now it's 15 days
K (on average) from when a vulnerability is announced
108 1078 886 and when it starts to be exploited in the wild
807
P / 1035 1,027 W 0
0K o2 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015
2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 Year of Date Reported
Gartner :

1. During the past decade, on average, Only abOUt1 25% of disclosed vulnerabilities have been

exploited with public verification.
2. If a vulnerability is not exploited in roughly the first 15 to 90 days of it being announced, it is then
statistically quite rare (but still possible) that it will not be exploited in the wild. It would then fall into the

roughly 875% of all vulnerabilities that are NOt exploited in the wild.
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The Primary IT Security Risk to Manage to Prevent a Breach
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(Newwork (N)| | Adjacent ()| Local )| [unchanged(U)| | Changed ()
|m\ Confidentiality (C)

Attack Complexity (Ac) (None | [Low(w)] [ Hign ()]
|@| \@| Integrity (1)

Privileges Required (PR) [None(N}] \:Low[L]:\ |:H|gn(H):|
|:None[N]:| ‘:LOW[L]:‘ |:High(H):| Availability (A)

User Interaction (UI) | None (N}] [Low (L]:\ | High (H)]

[None ()| [Required (R)|
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Vulnerability Information

CPE: cpefoimicrosoftiwindows

Exploit Available: true

Exploit Ease: Exploits are available

Patch Pub Date: March 14, 2017
Wulnerability Pub Date: March 14, 2017

In the news: true

Exploitable With

Metasploit (MS17-010 EternalBlue SME Remote WWindows
Kernel Pool Corruption)
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Timev operator_no init_date value Timev operator_no init_date i operator_no init_date
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Application Security Information
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099 10-199 20-209 30-399 40-499 50-509 60-69.9 70-799 80-309 90-100 T @CWE @ WASC @ informationa Webgest-20171008%
MONTHLY VULNERABILITY TREND OPEN VULNERABILITIES ASSET GROUPS RISK MAP (TOP 10)
3k 2 M4 | 1950 693 | 693 | 672 @ 671 | 270 | 253 | 235 | 235
URGENT  CRITICAL HIGH Totat Sl N :
= Urgent @ | ) 3 3 3
8 2k 1 0 0 Critical 6 9 9 9
= High [R120% 16 22 22 22
= |
= 3 0 0 Medium [R2n o278l 64 |65 [ 181 | | 2 | &7 | &7 | &
Llow | 2068 | 106 | 54 s4 s0 so | 130 25 25 25
10 37 1z
N Info s33 | ses | 312 | 312 | 361 | 306 | 96 | 1B7 | N9 19
2016-09 2016-10 2016-11 2016-12 2017-01 2017-62 3 36 27 o & & St & & P o > >
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