3\ . * .
.
. A . . . .
* . . A *
< * -
, e S e
= . .
. . - -
P . . . v“ o ~. . .
LA
| A
» “l
~ |
'. . "
S O g 4 o
1 '» g

ARG

B K VIPKIDZE ()

b 5Tk/3.29




MIXE

S

e /N



BEAM W ZeE

RIS A




BRI\l 2 i AR R

IR :
BiESm , NERIBERASE

WE  ATEE R

P, SR,

22 EBA Bm 1, 8. B

1 apEEE ﬂiﬂ

SER. KBS, Pkt éﬁiﬁk- . 8 |5y pp——

FIVRZEAES _ 2. BROBEERE 1{" y& Em‘ma '

2. BRATHESE 3 ﬁﬁ;ﬁ&ﬁjﬁ% G SRR . .

* e ; ?é";%éfﬁ‘ L P
A WaEe w0 AR, TR
review



=1l U | 2 S ek v

» » =2

1. 4NPhE 1, SFEREEE 1. FRE%KRER 1, HEEEREIEHEE
2. RE 2. THIRE 2, TR, R 2, A5, REME. TRMESRE
3. {HRzE 3. RENERESINR 3, TRNERY 3. PR&EH , NEIFE. RESR , AEHTE
4. SRS 4, EE#HE 4. DDOS. CCHiE 4. Bk, &Rk, mETE. IPOZHID
5. FlasaRfE 5. EMBEWE 5. AEHUEEENFI 5
6. WHIEIRER 6. APT 6. TEEREFRS. SIMNE(EZE
7. $hEWE
8. FIFE&EZPRIEEIREEEE

e /N



« JLAERNRBIEIREES
S anERRFIRENE 2
PREIEZ 2 XS
HHEEREFR , F
X BRI HIERT 15258
Bl

- BENHIETESMN
Rz RATR IR ERE
73

» AT RIBESS
TG, {REHERS
£ CAVog A I P
SZSEEN

« BEEHIERN LSS
[EERENZEEES
AR Bin ST nTEE
e S N =g e IRl

. ngﬂlﬁmﬂfuw
imErEftEE LA
RIERiRE S RsE1

o BEXNIERMEIITF
B R EIT AR
AFORH1EIEES

- BENTEE MM
MRS RIREES

IR TEBEESEAR
(ER &2 HEHYERTEM
M55

cIERTE&ZEEIRE
#EFIRBI R ETIEAE
E PR EAISEGEFFR
12

 BERSEE, EEE
X, BREHFATENSS
R, EEMINBSIE

- EREZEEMIVEL
t ., HEFEAEES
FENREaMRR

e /N



BBz ere /IR S T

LRI
RISLERE
B

ZENREMRISLHERED c ERMBLRSEIE. WS, BRENRN. EELREHRIESHENED

- BEERANSHRE. BERBTANENRIAREN 2IEAEED

ReBML, TN - BaRE£TR. RERFEfNRITmARRED

AXBORE/ED

R2RBIR. 1EERED - REARUZLFIBE. NIFMERINFERLIZERN

ENRLWR. FIEHD « BRI, BB, RRAYEES

e /N



HiERe

Biize ZeEE BEIEE 25 HEgERSe

L THEEEkEE
L, 4]

ORI SRIE

rs&e
=

MERREaE. o IMBFERITRS
3L ARZS

RELS
ARZERIR,

RAFEE. RERVE XUER
F

e /N



Rz

APPRRRITE

NACLEMIERSEE [l

EEAECRES5

it

REW|E B

APPEEINE ||

Lot o . ——

BOSHEEE+2R) o

FERE RS

HERGEENTT

H3Af, $UEAPPUEHI

HIDS

NAC(PIEEHEN)

_ EE==mrerre
Wi

-

—_— VPN

=
5
%
o
E
o
%
+
*
]
+
i
8

SR SR

;
:
&
&
B
ch
p

(FER% . = . SHE . 183 ) i

N

[HROSHHD Y

dl

EC

it

L-—

B8 | REARKESFEETE. BN, RehE RERENE. RER. ANEEN, Zeph. SHRAIE

e /N



BEAN{E W ZEiRigisE

I

IRERLIZIT

ragr——tl B ERAEIES
- e RN HT RS
WERHE |

WRREBHR

EFE (BEWEB+iZa] ) Z2BHR

SN BF e ME R 35 0 W) W
O fovi HD M & i G

[ma»msmm}




BE

IS | e = e E RS SN

. RREEERM
1. ReEATEYS REVSHS T ANEL

e B R S
2. WLI%S : HANTRAERD ST | EREEI R ETA
3. R S RIS AR ST BRI |, SRR A
" Ealts

RS

WEBJEIRIE , EEEMRLITEFE

5. W4 ) SFEEHLHEAIBMIMESENL | BHiSENLRS
VIPKID SDL(&Z&FFAiftie) i SsLht
ZERAEEND

6. Ft WEBZ£4RIBHIE

1. ABWEBR IS AAEREESSEMH

WEBZLIRIHIE
TRE AT RN,
ZoRAEETAS
1, =¥ MEZSITHERS
e mRRE SRR L RS
WAF(WEBRZFS X 1)
2. 3, WEBABIRW, RN, R, SRREIR A0S WEBABIRI RS HHTFEA
WEBHEEARLHITFEE
APPL LGS
APPEIRRIGI TR
Baite 1. APPL2igit. ¥, ZenEkTLE APPEIMYIBIRIFEAR S
APPEEMCELINE RS
Y8 BEREAPPISIIR SRS

= /N

3T

WEBZS 2, BFEREOISS RIBRFILHESDL(R T RIME)



Z \l}/\EJ'L

‘ PR, BETE
O smuImszme
RO SHRIEES
Bizema
o
BAMER

e /N



AU IR HIRIER

REFAIIR ;
ZilINGE =R
EBIER
REHFNRFACRIR

RENSENRIFIEERED ;
LLTHRAFIRRRES ;
ZLEM, TEHAED ;
LRRREIR, IEERED ;
FHRAIRSFHFIRED

1 TLHER

2 T2EED

N WNRE BAWNE
£ T A

1, BEgtigELLBiR
2, EFTCOFIROI

3 B2BR

=
-

REFRNSEMNEM

EBELISEEE ;

. BERREEEEMAENESEE. B
EESREA BRI ;
EETERREMSLIIALE ;

. ERBEERTERNERINERREIT

. B ERASNEAER LSS EIREMN S ERR TH AL ;
. BUNEREARZRERINESESHREBMNLSENFHHEEN ALY

4 HEIEE

5 TETR

e /N

oL = o



1. APPZSME | 11C@sHTIPS T [T ERwesksERNSE 000 | M WERSHANE |

12, APPIE{TIRERSHON | |2, EEBIEONS. RAEMERIS) | |2, CORERNSTR | |2, R |

ENY i i | 3. WEBIRREERIANT | |3 SERt+ BEERAT ORI |
I [
I

4. 898, AP |4 BORRISRRMESROUSTI®E | |4 SRATHAS. SESER

|
|
|
ik I - %
|
|
=TT
|

=

Bt }
~——"H | (1. DDOSHHERMSER . e _
- QN 1> e (1, RASP ([ARBHIRPIOR) | |1 SEERew |
________________ _,B@i“\_l- e e e e
P Z (1. WEBRSEES (S B |
PoRpEte/ $ @)L wommmsomas®n 1 L meEkdgE |
FEAR g’@-ﬁé‘ 12, DIDARKNPNFHERY, RHRGHNIR | 2] BEEEeEAOAE
& 13, RAIPEE R =@ LA TIR | |3, 4. WEBIRRIE |
s |4, BSOS SRR, SAR0) | 2 HDS |
é@:@ 5. NACLiin S e | B gﬁgﬁgﬁsﬁ%ﬁ .
= & 6. R BN | EAOERIER | . RetiFEEe |
B=5 oy (6. SUERMERSHEMARAA  RAEESILEATR | et trealiose gl
atepe B |8, REHAERIS |
[

19, RERWAEE
110, RLFREBHRIKESIER



AP| ZeR s

EENHLAPIRTZ 2 IaiE? T hEBRIRNRE A _Ean{a]scIy

« EMEEO - EEXEXSAPIHRIFID FhRFNA « MEDHT
« BSHEN MANRKARES], HRISREMHHRS « BESHR
o A Bknf), LBt L £

- IJERIFEEO

- sttt

- EfthFrE R BESHIRIAIAPI

e /N



AP| 224 ISR

#ENENginx
(FlumeREHE) Al Ez e iis(Grafana)

TR ST -

1. 1P

3. referer

4. iHiolaEER WAF API ﬂ ﬂﬁgﬁﬁﬂ:
5. BF

6. Wi B
7, Efb

= /N



#5274 E . command. email. sns
alert:

"command"

pipe_match _json: true
command: ["/opt/weixin_alert/weixin_alert.py"]

METEREE www-AFER-FL s T sam
IEATiE : 30/0ct/2018:17:42:31 +0800

FINHURL : /rest/parentrest/api/p " N T Up
Method : POST

IERES : 400

WEREL - 1312

IEFIP : 1221 .29

WIBE :

user agent : Mozilla/5.0 (Windows NT 10.0; WOW®64; rv:55.0) Gecko/20100101 Firefox/55.0
Referer : https:/’ L s e foimnn 2 S 903 Cfmidjibgni

ZEID : -

EBFMFIIEIPIMAWAFERZE

#MelastalertiRk B 2 15 4% 20k
def format_msg():

content = sys.stdin.read()

#RIBUS EVER

alert_content = json.loads(content[1l:-2])
# HEHAS E R 42 K

rule name = alert _content['rule name']
#HE L L i) TA]

date_time = alert_content['time_local']
#HE I I IR

attack counts = alert_content['num hits']
#HE U2 K URL

url = alert_content['url']

#HL AR TP

src_ip = alert_content['http x forwarded for']
#RI B L FUAG R

user_agent = alert_content['http_user_agent']
#HEHCHT TP )3 i

status = alert_content['status']

#HEH referer

referer = alert_content['http_referer']
#HEHmethod

method = alert _content|['request method']
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