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» WORLD (LAST HOUR

ANONYMOUS-PROXY

SATELLITE-PROVIDER

CLIENT TRAFFIC

o emmm—— SERV '’ (RAFFIC

TOTAL TRAFFIC

TOP GEOS (SESSI(INS) TOP APPS (L ST HOUR)
Private-IP 1.996 11.876 16,592 11.2MB 23MB SIP VolP 20 9,015,239 9,015,239 0 12.3GB 123 GB 0 bytes 82%
Unknown 19,523 648 6,812 59.3 KB 13MB microsoft-ds (TCP:445) 2,639 836,816 836,816 0 971.8 MB 971.8 MB 0 bytes 6%
i+l Canada 4 1,070 0 11 MB 0 bytes ixiacom.com 19 494,290 494,290 0 682 MB 682 MB 0 bytes 4%
i 1 Ireland 14 844 0 904.9 KB 0 bytes 10.218.200.107 12 431,385 431,385 0 621.3 MB 621.3 MB 0 bytes 4%
I 1 Romania 160 0 1524 0 bytes 69.2 KB IMAP 1 229,242 229,242 0 158 MB 158 MB 0 bytes 1%
ts United Kingdom 62 65 4 7.8KB 392 bytes https (TCP:443) 3,852 160,727 160,727 0 124.8 MB 124.8 MB 0 bytes 1%
Europe 1 27 0 6.7 KB 0 bytes 10.218.201.6 14 63,896 63,896 0 91.1 MB 91.1 MB 0 bytes 1%
ssh (TCP:22) 108 31,268 31,268 0 33.7MB 33.7MB 0 bytes 0%
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Source Data ATIP Data
SSN: 123-45-6789 SSN; XXX-XX-XXXX
Credit Card: 1234 567890 Credit Card: XXXX XXXXXX
12345 XXXXX
Name: John Smith Name: XXXX XXXXX
Birthday: 03/19/1963 Birthday: XX/XX/XXXX
DATA Masking
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Re-check Daily
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Source Feeds

*  Internet Scanning 7x24/ NI , IUEEENE | B
7x 24/N\EHRB SRR pud i NSTR 5 LA 3 4E
. Honeypots SEREE | iXiaETIEE  ICRHEEES |
SSH, FTP, RDP, VoIP, HTTPZ:RSS LME—S e
2 AR G WERLRN , B¥I30% , ATHIA
A >=< 1 1N TN/ - -
*  Binaries Analysis B Site RERERT ANRERE—
E%Dmalware : %EEAPP Stores -’Ii: I Avgl% ! %%@thb, *ﬂ-’%%?g, 7¢\$—E
« Sandboxes by M G a7
Malware = EIEZ B HUHbIHEE ... Ria AR
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. Alexa/Quantcast #EZRi110,00089 MG
40: Facebook, Google, YouTube, etc.

- =IRSBRMERE:
4 : Amazon AWS, Microsoft Azure, Salesforce, etc.

REHYEERRERIRHE :

4 : Root DNS servers, NTP servers, etc.

- WHIITNA CRBETER) !
a0 : Office 365, AV/OS update, CDN,
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RAP SHEET | RAP SHEET | L1 RAP SHEET | LOv RAP SHEET | LT RAp SHEET | L¢ RAP SHEET | LOCAL IP ADDRESSE!

THREATS DETECTED: 1 PHISHING, 1 MALWARE

This particula i ' . '

trom the des http:/fmhp-kadikoy.org.triturksyipfverify/

for any numt 2016-01-01 19:45:21

http://www.s| SHAZSE -
fBb7fb00fac9af997e5252ee61 2focceacd3070e2ead4e5beBddc 57T 204
Yahoo! Mail

http:/fmhp-kadikoy.org triturksyipfverify/
2016-01-01 19:45:21

SHAZSE -
fBb7fb00fac9af997es252eed] 2fecceacd3070e2eaddeSbe8d4c ST/ TCfSo04

Yahoo! Mail

Revorse DNS: 1¢ Reverse DNS: 20 Reverse DNS: NS4 Reverse ONS: 221 Reverse DNS: 20 peyarce DNS: 5.196.197.221 Last Blacked On: 2016-01-07 11:37:24
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_/I\Offlce%jz1¢ RAP SHEET \DDF INNECTIS
— S = THREATS DETECTED: 2 MALWARE
TN T E 7 — 1 Lockyfm =AY

J\z/l\§$q]y%%iitgﬁj:%ﬂﬁ%%§ : 79 g 170 J 44 . 88 httpi/fmts.visionsgroup.co.uk/

2016-07-23 12:45:.06
SHAZ56 -

J‘Z/I\| P %E%%‘\?—}%iai ) Bgé%gz%j‘)ﬂL;T d4257e2c7acbadca27e9f17912fc04b213d00adb348Be37dc0514f109006ad46

RIEEEIPREEXMEE , MARRIERSIT

http/fwww.folkestonewebhosting.com/_wp_scripts/jsRollover.js
2016-07-23 12:44:43

SHAZ56 -
aedd3328953c10356c16f49e8fBbc3f0131f05de675253d2e5e94cdeecOféb2d

Reverse DNS; WEBSE.EXTENDCP.CO.UK Last Blocked On: 2016-07-25 17:56:24
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Environment

Lab Topology -
Sowrce Port Gateway /,.v‘—‘\ Destination Port Gateway
ﬁ{@
4 Source Port IP Destination Port IP 1
e o o e i -
i P e N k3
Source Port Destination Port
IP Address: Mask: IP Address: Mask:
81.128.0.1 24 81.128.0.2 24
Gateway: Gateway:
81.128.0.2 81.128.0.1
I

This network simulates 2 group of client
endpoints and a group of servers. In order to
communicate to each other the hosts can go
through a network inline device like a router or a
transparent device that serves as the devic-—:“
under test.

Network details:

Two physical test interfaces are used to host the | |
simulated clients and the servers respectively, ™
which will be logically sitting behind virtual

Background Traffic *

| Attack Traffic + |

Map

Timeline
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Test Status Export Import

Reset Defaults
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REWIND

Application Statistics

Dovos rving snce 1 28 4, S POT & L3

Top 9 applications ordered by Traffic Volume ¥

-
START. Jun 21 2016 330 &3 END: Jun 21 2016 84501

fiile > 13Hrs42mins

DURATION: 5 hours 15 minutes

Traffic View

Start Time:

End Time:
Duration:

13 hour, 45 min

ot Bytes
Associated Super Flows

Name

Wed Apr 06 2016 07:15:00 GMT+0300 (GTB Daylight Time)

‘Wed Apr 0 2016 21:00:00 GMT+0300 (GTB Daylight Time)

Protocol

Flows

Flows % Bytes
androidnt Tcr 163,334

SreakingPoint Bandwidth Raw - TCP Tcr 11425157

BreakingPoint Bandwidth BitTorrent File Download Tcp 3318824

dninstagram.com TcP 247,329

googleant Tcp

gstaticint TP

BreakingPoint IMAP4-Advanced TP

BreakingPoint Instagram Bandwidth TP 2,513,406 13.00
BreakingPoint LDAP Searches Tcp 100

6,829,

TREKRIASEICR | STAEEHEILENRE
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2nd August 2016

IXia launches TrafficREWIND™ —
Ixia’s Application and Threat Intelligence (ATIl) Research Center exposes (another)

Introduction of apps like Google Cache and Google Keep provides holistic coverage of

Google apps in Ixia ATI
ATIl’'s war against malwares continues with the support of the vicious android malware

and ransomwares like (newer version), , and
ATl adds support of , the largest Chinese communication platform provided by
Baidu
ATl includes newer Sandvine Application profiles emulating North America and Latin

Americas Fixed and Mobile traffic
ATl Evergreen program updates AOL Mail & Chat, Gmail, Rediffmail, Yahoo Mail & Chat,

Twitter, Facebook to latest version
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