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> Worldwide Cloud IT Infrastructure Market Forecast
©1DC by Deployment Type 2015 - 2021 (shares based on Value) KEY PLAYERS IN CLOUD INFRASTRUCTURE
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Customers are responsible for securing the customer applications and content
hosted in any cloud infrastructure — AWS, Azure, and others

You get to define
You your controls IN
Network Inventory & Data Access the Cloud
Security Config Security Control

AWS takes care
.:;:m L8 i of the security
55 " OF the Cloud

AWS Article: Introduction to AWS Security. July 2015

Azure Blog Post: Cloud Security is a Shared Responsibility, June 2015
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Outside the
Organization

Good Users
Partners
Customers
Contractors
Bad Users
Bad bots

Hackers
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Inside the
Organization

Good Users
Trusted
Privileged
Bad Users
Malicious
Careless

Compromised
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Executive Team
D, CFO, CIO, Risk Compliance
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Execution Team
SOC, SecOps, Network Sec, DBA, Analysts, Ne
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Imperva FlexProtect for Applications

DDoS mitigation + Threat intelligence
Anti-automation -« Attack analytics
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APPs

Global Threat Risk Application Risk Data Risk
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Imperva FlexProtect for Databases
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Imperva Application Protection Product Portfolio
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RASP (Runtime Application Self Protection)

The Enterprise Architecture Framework
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Machine Learning Incidents
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FlexProtect for Data
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Imperva Data Protection Product Portfolio
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SecureSphere CounterBreach Camouflage

© SERBUREE. ABIE HEX - ETERBRENSFEINAFITHE - BERERRGR

HaRPRRSR SIHTIRTTR - ERBEREMMERRSRES
- RUHEERE. RESK - EROAMRE Tt

L EEREAOASRET - ABCONERSRORELT - BRRENRET R
% T

IMPERVA




AWS SecureSphere Deployment Architecture - WAF + DAM

AZ1 IMPERVA DB
MX Manag ement @ SECURESPHERE Web @ SECURESPHERE Server
Server
WAF gateway DAM gateway ]
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SecureSphere for RDS
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Resources:

SecureSphere
(cloud or on-prem)

: . | Active Directory
.

Database & File Servers Behavior Analysis

anomaly detection engine

21

XYY

Compromised
Careless
Malicious

Privileged

IMPERVA



RHE A PSRBT IUR A BAREN

AP Typical UEBA

Database name Database nam C 0) L} _pp_‘q s _ft E} JJQ,"J g_bjaae name File operation

Table name Data sensitivity Table name SQL operation File path
Data sensitivity Table name SQL operation SQL operation type File name
ﬁl ?E Schema Schema SQL operation type Query File type
SQL operation Number of rows File share name

SQL operation Type SQL operation
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. Imperva Reference Architecture
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