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For more details about the framework, download the "Guide to the CSA loT Controls Framework" at: https://cloudsecurityalliance.org/artifacts/quide-to-the-iot-

security-controls-framework
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loT Controls Framework and Guide to the loT Security Controls Framework

=

loT System Risk Impact Levels cloua

Control ID CCM ID Control Specification

Control Domain

] 11 T A /
‘ ; '| SCCUrILy

Confidentiality | Integrity | Availability

Adopt a standardized industry recognized risk management approach. Baseline
security requirements should be established for developed or acauired loT components
to comply with applicable legal, statutory, and regulatory compliance obligations.
Deviations from standard baseline configurations should be authorized following
change management policies and procedures prior to deployment, provisioning, or use.
Compliance with security baseline requirements should be reassessed based on
business needs.

GRM-01
ADDI04

Perform a risk assessment. Analyze sources, storage and transmissions of sensitive
data across devices, gateways, applications, data stores, mobile applications, cloud
services, fog computing services and network infrastructure. Analyze data
classification mechanisms and data security capabilities to protect sensitive data from
unauthorized use, access, l0ss, destruction, and falsification. Analyze the potential for
trusted insiders to misuse their privileged access to data. Analyze data retention
periods and end-of-life disposal requirements. Identify safety risks. Prionitize risks
based on impact and likelihood. Decide on risk migitations for each risk - mitigate,
defer or accept the risk.

Perform a risk assessment as follows:

*Analyze potential risk if the security of each of the following components would be

GRM-02 : e i :
compromised: sources, storage and transmissions of sensitive data across devices,

| gateways, applications, data stores, mobile applications, cloud services, fog computing |
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loT Controls Framework

. Security controls framework
. Continuation of CCM, specific to loT
- Flexible design

Low Low Low

.Guide to loT Security
Controls Framework
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