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https://owaspsamm.org/blog/2020/01/31/samm2-release/
https://owaspsamm.org/benchmarking/
https://owaspsamm.org/model/
https://owaspsamm.org/guidance/quick-start-guide/
https://owaspsamm.org/assessment/
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Business
Function

Security
Practices

Strategy
& Metrics

Create & Measure &
Promote Improve

Policy &
Compliance

Policy &
Standards

Education &
Guidance

—_ —_—

Training &
Awareness & Culture

Stream A Stream B

Compliance ;
Management Requirements

Organization Architecture

Threat
Assessment

Threat
Model

App Risk
Profile

Security
Requirements

Software Supplier

Security

Secure
Architecture

Design

Stream A

Technology
Management

Stream B

Secure
Build

Software
Dependencies

Build
Process

Secure
Deployment

Secret
Management

Deployment
Process

Defect
Management

Metrics &
Feedback

Defect
Tracking

Stream A Stream B

Architecture
Analysis

Architecture
Compliance

Architecture
Validation

Requirements-driven
Testing

Control
Verification

Misuse/Abuse
Testing

Security
Testing

Scalable Deep

Baseline

Stream A Stream B

Understanding

SAMM v2

Incident
Management

Incident
Response

Incident
Detection

Environment
Management

Patch &
Update

Configuration
Hardening

Operational
Management

Data
Protection

Legacy
Management

Stream A Stream B
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https://owaspsamm.org/model/governance/strategy-and-metrics
https://owaspsamm.org/model/implementation/secure-build
https://owaspsamm.org/model/verification/architecture-assessment
https://owaspsamm.org/model/operations/incident-management
https://owaspsamm.org/model/governance/policy-and-compliance
https://owaspsamm.org/model/design/security-requirements
https://owaspsamm.org/model/implementation/secure-deployment
https://owaspsamm.org/model/verification/requirements-driven-testing
https://owaspsamm.org/model/operations/environment-management
https://owaspsamm.org/model/governance/education-and-guidance
https://owaspsamm.org/model/design/security-architecture
https://owaspsamm.org/model/implementation/defect-management
https://owaspsamm.org/model/verification/security-testing
https://owaspsamm.org/model/operations/operational-management
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1 Brp
SAMM-2.0 ToolBox ©> R

Instructions & = C {t & concordusa.com/SAMM/ o
Interview an individual based on the questions below organized according to SAMM Business Functions and Security Practices.

Select the best answer from the multiple choice drop down selections in the answer column.
Document additional infermation such as how and why in the "Interview Notes" column.
The formulas in hidden columns F-H will calculate the scores and update the Rating boxes and other worksheets as needed

Learn more about Concord's AppSec Program

Cocouconn

Once the interview is complete, go to the "Scorecard" sheet and follow instructions.

Governance

. :
e Governance: Strategy & Metrics

Policy & Compliance This practice forms the basis of your secure software activities by building an overall plan.

Governance
[Stream [ ~| Leve~ | Strategy & Metrics
“ Do you understand the enterprise-wide risk appetite for your applications ?

ou capture the risk appetite of your organization's executive leadership
The organization's leadership vet and approve the set of risks
You identify the main business and technical threats to your assets and data
You document risks and store them in an accessible location

Education & Guidance

Design 1. Do you understand the enterprise-wide risk appetite for your applications

| 2 [Doyou have a strategic plan for application security and use it to make decisions? Threat Assessment

e plan reflects the organization's business priorities and risk appetite
Create and The plan includes measurable milestones and a budget
Promote The plan is consistent with the organization's business drivers and risks
The plan lays out a roadmap for strategic and tactical initiatives
You have buy-in from stakeholders, including development teams

“ Do you regularly review and update the Strategic Plan for Application Security?

You review and update the plan in response to significant changes in the business environment, the organization, or its risk appetite
Plan update steps include reviewing the plan with all the stakeholders and updating the business drivers and strategies

You adjust the plan and readmap based cn lessons learned from completed roadmap activities

You publish progress information on roadmap activities, making sure they are available to all stakeholders

capture

Security Requirements

You identify the main bu: 5 i s to your assets and data

Security Architecture
You ument risks and store them in an e location

Implementation Show Le:

Secure Build

n Do you use a set of metrics to measure the effectiveness and efficiency of the application security program across applic:
ou document each metric, including a description of the sources, measurement coverage, and guidance on how to use itto explain
application security trends
Mefrics include measures of efforts, results, and the environment measurement categories
Most of the metrics are frequently measured, easy or inexpensive to gather, and expressed as a cardinal number or a percentage
Application security and development teams publish metrics

Naasiratand n Did you define Key Perfomance Indicators (KPI) from available application security metrics?

ou defined KPIs after gathering enough information to establish realistic objectives
You developed KPIs with the buy-in from the leadership and teams responsible for application securi

Secure Deployment

2. Do you have a strategic plan for application security and use it to make
Defect Management decisions?

Verification we review it annually

Improve

ve consult the plan befor|



https://concordusa.com/SAMM/
https://raw.githubusercontent.com/OWASP/samm/master/Supporting%20Resources/v2.0/toolbox/SAMM_Assessment_Toolbox_v2.0.xlsx

QO H&RH
SAM M = 2.0 TOOI BOX \ M%ggém

Current Maturity Score

Maturity .
Strategy & Metrics
Functions Security Practices Current 2 Functions Current 3.00

Operational Management Policy & Compliance

LGB T Strategy & Metrics 1.13 0.25 Governance 0.96 2.50

Environment Management 200 Education & Guidance

LT EL [ Policy & Compliance 0.75 . 0.25 . Design 0.75
1.50

GO\I’OI‘MIIGO Education & Guidance 1.00 - 0.50 . _ 0.96 Incident Management 1.00- | Threat Assessment

Design Threat Assessment 0.75 . 0.25 . Verification 1.17

Design Security Requirements 0.75 . 0.25 . Operations . Security Testing Seaurity Requirements

Design Secure Architecture 0.75 ; 0.13

Requirements Testing Secure Architecture

Secure Build 0.38 . 0.13

Secure Deployment 1.25 3 0.38 . Architecture Assessment Secure Build

Defect Management Secure Deployment

Defect Management 1.25

10 L B Architecture Assessment 0.38 ; ; ) SAMM Current Score

V'L B Requirements Testing 0.50

\VCL R B Security Testing 2.63

(o]. 171 (-1, LI Incident Management 1.38

o] .11 ., LR Environment Management 0.50

(o). 1721 (., L3 Operational Management 0.88
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https://capec.mitre.org/data/definitions/1000.html
https://capec.mitre.org/data/definitions/3000.html
https://github.com/izar/pytm
https://github.com/izar/pytm/blob/master/pytm/threatlib/threats.json
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https://www.sqreen.com/checklists/devsecops-security-checklist
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