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1.1 HPRPE TCP

H P ZH TCP B A3+, T k5sum, WH listen MWD, %
BPusIE R, SRE T DACR B T o« 25, K socketo

// Server

socket(...,SOCK_STREAM,0);

bind(...,%server_address, ...);

listen(...);

accept(..., &client_address, ...);

recv(..., &clientaddr, ...);
close(...);

X% P, WA connect ZEREAR 550, 2 58 AT LACA B« 5 R ] socketo

socket(...,SOCK_STREAM,0);
connect();
send(...,%server_address,...);

AR AMRIRFATHI TR, A TEE B AT RAME AR R .

1.2 ##F tcp_prot, HE get~

R A T, WA IKTT AR . T S TOP, Rl bR
*gﬁiﬂl@m, BRI RN RECEHAHITE o ﬁﬁﬁé}é, Tj—:tcp_ipvél.c‘:F‘ , tcp_protfﬁ
T teplIs M .

tep_protiiM Kstruct proto, KGR N T g & RN 1 s 12
SRR o SRR G b T RIBE T (Interface) FOMEG . JXHL, TRATOUREI TR0
KAMIFRTY o

struct proto tcp_prot = {

.name = "TCP",

.owner = THIS_MODULE,

.close = tcp_close,

.connect = tcp_v4_connect,
.disconnect = tcp_disconnect,
.accept = inet_csk_accept,
.destroy = tcp_vé4_destroy_sock,
.shutdown = tcp_shutdown,
.setsockopt = tcp_setsockopt,
.getsockopt = tcp_getsockopt,
.recvmsg = tcp_recvmsg,

.sendmsg = tcp_sendmsg,

.sendpage = tcp_sendpage,
.backlog_rcv = tcp_vé4_do_rcv,
.get_port = inet_csk_get_port,
.twsk_prot = &tcp_timewait_sock_ops,
.rsk_prot = &tcp_request_sock_ops,

I8

WL A7, FOREURIE IR TIX LR, W25 R £ s A S Ay 50 B T REAH
Fo XPAIXGK “HIE™, AT LAMRREI, $H e 7o
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RAR

1.3 RFC

TN TCP & 2IiR L RFC, X H, FATETRESHIZIH RFC %)

ik, FEeHT—ERITE, ETRmA .

1.3.1 RFC793 : Transmission Control Protocol

% RFC IERENL T TCP MMUAIRSY RFC. f£1% RFC %, AL S| TCP MR £

A, FBYE ST

1.3.1.1 TCP REE

£ RFC793 H, 251 17 TCP Whill WARZSE, EIH ) TCB 183 TCP #&dH. i

B N s
Pomomoooos P Sooooooes \ active OPEN
| CLOSED | N\ s
NS e \  \ create TCB
| - \  \ snd SYN
passive OPEN | | CLOSE AN
———————————— I v
create TCB | | delete TCB AN
v | AN
e + CLOSE I
| LISTEN | = —==——————- I
e S + delete TCB |
rcv SYN | | SEND I
——————————— | | - |
#ommmmmmee + snd SYN,ACK / \  snd SYN +ommmmmmm
| [Kgaarasss onnnass EEEEENE et e R u >|
| syN | rcv SYN | SYN
| RCVD |<—————- === === | SENT
| | snd ACK |
| | === - |
Pommmmmmes + rcv ACK of SYN \ / rcv SYN,ACK o
| | | —————emm==s

| X | | snd ACK

I v v

| CLOSE S +

e | ESTAB |

| snd FIN Pommmmms +

| CLOSE | | rcv FIN

v s | I -
eSS + snd FIN / \  snd ACK e
| FIN  |<—mm—mmmmmmmmmmmmmm e >| CLOSE
| WAIT-1 |-———————mmmmmmm o | WAIT
e + rcv FIN \ o

| rcv ACK of FIN -—-—————- | CLOSE

[ snd ACK |  —m———--

) b4 ' snd FIN V
e + e + fom e
|FINWAIT-2| | CLOSING | | LAST-ACK|
Fom— + fom————— + Fom———————

| rcv ACK of FIN | rcv ACK of FIN |

| rev FIN  ————————— e | Timeout=2MSL ---—---———-——--
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| s====== X VA X v
\ snd ACK s +delete TCB e +
- - >|TIME WAIT|--==--==-======--= >| CLOSED |
o + e +

TCP Connection State Diagram

T K AT R T ) A AT A AR SR R e S

EHE 0 A T ESNEHAE IS, EIEHER% WM CLOSED RT3
KHERAGK, HEAN SYN-SENT IR, Z G EIRS 46 SYN+ACK £, #F A\ ESTAB
WA (RIEEEIRS) , KRS ACK 1, Bl = KIEF. X—Ho ARSI TE
1E5.1 T ?f&’zﬁ@%mM listen AT, WaWrng . BEFUCE] SYN £,
BEA SYN-RCVD RZ, [ARTA1% SYN+ACK f1, o, WF ACK J&, ¥\ ESTAB
WA, SFERMEEER N =B TR . X0 R ED. 27 58 il

R WA N TR AT SE B, EhZ b b2t . Fsh& kg b

FElHH A ESTAB IRZSTSZEZER:, &% FIN G0, \TLLER], FahZ& ik oAl
gL, —FiE FIN ZiE, B 7 AER) FIN (RIEEN0T R E3h 0 AER) , it
I N CLOSING IRESIF A% ACK H. W#] ACK J5, #A TIME WAIT R 57—
PR T ACK 13, A FINWAIT-2 IRZS, Hfaii®] FIN 5 4% ACK, 5 MR
T, BN TIME WAIT R4 & a8 & ix e s BN G, Mk TCB, # A CLOSED
KA BEIZIENE LR FIN fUf5, &% 7 ACK f1, #A CLOSE WAIT K7, Z
i, XU EE R ARSI, K% FIN £, #EA LAST-ACK R4S, #UE] ACK
Ji, #EA CLOSED k7.

1.3.1.2 TCP LEE=
RFC793 1, XIF TCP kg =CHiAR =~

0 1 2 3
01234567890123456789012345678901
dot—t—t—t—t—t—t—t—t—t—t—t—t—t bbbttt bttt =ttt —t—t—+—+
| Source Port | Destination Port |
S B s T T T T T B St o S Bt 1
I Sequence Number |
s e S S T T T T T e e St T S 1

| Acknowledgment Number

s e o B s T T e T Rt Tt Tt S SRS
| Data | |[UIAIPIRISIF] |
| Offset| Reserved |RICISISIYII] Window

I I IGIKIHITININ| |
e e S e e s e T o o Tt ot
| Checksum | Urgent Pointer |
dot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t bbbttt =ttt —t—t—t—t—+—+
| Options | Padding |
dot—t—t—t—t—t—t—t—t—t bttt bbbttt bbbttt —t—t—t—t—+—+
| data |
S B s T T Tt T T B S St ¥

TCP Header Format
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Note that one tick mark represents one bit position.

XK R MR T3 2 5 248, B ERAIAR IR TRy, IRE . X
BIATPEHEATEETOH Options FBOkMES: . RINIRZ TCP WY & i Hris
MR ST o

WEUE AL TCP LHbRJE, HACKZ 8 MAYREEfS. 2 reiiip il
TR JETTAT MEMTF I TG IS UA 2 TRl L

1 B —~ T, ARSI A B -

End of Option List

to— +
00000000 |
o +
Kind=0

o +
00000001 |
Fo—————— +
Kind=1

2. B AFIARFERIAISIY, KN — P G IAY R EE, Ja R I
¥dm. i

Maximum Segment Size

+-= + + + -—+
|00000010/00000100| max seg size |
+-= + ——+—= + -—+

Kind=2 Length=4

1.3.2 RFC1323 : TCP Extensions for High Performance
1.3.2.1 &

XA RFC FEHER2% [E Rl 08 Mt iR M 2% R anf$2 7+ TCP tERE. % RFC E LT
HEY TCP &I, LASKINE 465K (window scaled) FHIY [E]E (timestamp)o X B [A]
L CINDNE T‘%@uﬁ/\ HL#l: RTTM(Round Trip Time Measurement) 1 PAWS(Protect
Against Wrapped Sequences)o

f£ RFC1323 Wi, fERXREH I MERMAS T, A =1 EZIF 0T TCP PEREN
ISES

BORTIRE 76 TCP ki, 2 16 Lof— Ml TULIT K/ st
T AR/ HREIR R 210 = 64K 7470 MR RIX — [T 7 S M —1~ i 11 45
oI, FAT2AEL3. 2.2 kBT,
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ZERMRE LHESFE TCP i NEHIRE, SEEURNTKLENR. £
FINTREEAFRIKE S, 7T R RAEA— D O b R — DR BT A
e (HREESIANT WO LS, BHTHEONY K, ZEpBRmpE g, R
Sy fdi TCP $EAEME JHBIPIRES , SEMmMMIZ5M:RE . N T i puix —[r)di, 7525 A SACK
B, (HAEXA RFC 1, A8 SACK AR Y[Rl

fEiRETEEE RTO(Retransmission timeout) & TCP PERERT—MREANHI 24
f£ RFC1323 AR T —F14420 RTTM BB, FIH— #9400 Timestamps
IR XS B )R T — 22 T 5

1.3.2.2 BEO%M (Window Scale)

X4 FA T TCP & 0y B2 32 fi. Wik RFC793 & L, TCP k¥
TR R/ NRIEAUE 16 2. O TR ES RO 32 7, %8 R L 7 — MRl
PRI T IX—IRTUN S HEE SYN B, IbE, Az ims, HenR
IINHR S 52 B TE 1R T 52 Mo

I A N -
pomm o o +
| Kind=3 |Length=3 |shift.cnt]|
pomm Fmm—— Fmmm +

kind$h 3, lengthdlh 3, JEHIERAE 3 NF 7Y shift.cnt, fAEELHA T TCP
(] Options BATEI IR AL 27 CA T X BRI S g 2.

FEJE T & A48 AR, TCP Skl BRRIcE MR/, Ao 1 LSRRI R K
/NG shift.entlfH. RFC WO TIZde i iy Se B R R AL s il e, #4010 32
P ESRRAAE PR AT E, LR RRE H . #8525 H A ZER H

VERHRIT , AR5 BB (BR SYN BUb), il A R M7 R A28 K155
ERAE.

SND.WND = SEG.WND << Snd.Wind.Scale
VER ZETT WARRIRAE R AHT, R E ORMELR, ARG EEEEE .

SEG.WND = RCV.WND >> Rcv.Wind.Scale

1.3.2.3 PAWS(Protect Against Wrapped Sequence Numbers)

PAWS & TB7 1L IH B B B0 R B[R E E AL« B2k H T TCP H1HY Times-
tamps EI . ZIEIAE N -

- +-=
|Kind=8 | 10
- +

1 1 4 4

e e +

TS Value (TSval) |TS Echo Reply (TSecr) |
e +

+ — +

TSval(Timestamp Value) f4& T &i%X1% TCP BN I #HHE. 1R ACK (g E
T, TSecr(Timestamp Echo Reply) 4 icsgsdf—RUCEI IR ST TSval HIMES
PAWS HYSIEREEN :
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1. IR HFETRIIAWBE SEG & Timestamps 1601, H SEG.TSval < TS.Recent H.
1% TS.Recent & 4LH), ABANIAN YRTRIE 2 BOEA T M, FEEF
il

2. WORBGEE T DRYER, WEFE (SRR TCP ALHAHRA)

3. AR SEG.SEQ<Last. ACK .sent (FJaRIE ) ACK fuH Ry IR, B84, %
SEG HIHEIEICSE N TS.Recento

4. IR SEG s IEFLIFEIER), A4 LR HEKE .
5. HABEILT, RZBAUWEIEWHER O, EF AL TCP B

1.3.3 RFC1337 : TIME-WAIT Assassination Hazards in TCP

£ TCP JEHEH, fFAETIME_WAITIXFE— DBl %M Br 455 F 2MSL [T E], LA
1SR T Y RNERE A A BB et IXRE T AR IE TS B AR Rl ST e, A
SRR T LB HE B A 2 R A B S ™ AE T

1.3.3.1 TIME-WAIT Assassination(TWA) B %

TCP HyEHEZMIUITA (1P #uht, Jus0, HEY IP Hbhbk, Hiso) mME—ik
FEM . AR, (FAXFE—FIEDL, Y—A TCP &M, BfE, &5 um S A E
IP IS 15 A AR 55 i A A de s, BIP7 A 7RI B e — B —RERg PO e AT, dnsk
W2 HORAEAE B —EHEAR B TORRIAL, Sa AR [ X T X — R, RFC793
ST AR ORI T AT o

1. ZIRIEFATSHE4IHR SYN B, DAl p B E i,
2. ETFIW FEF 5 ] LA RO 4 [H A el B 1 B e iR B2
3. 1H LS GG R ISN(Initial Sequence Number) FJ LA G0 [H A4 3% B2 RN B 3 H2 11
BHIFY B A EES.
4. TIME-WAIT MRS SERF RS ], LETH B B8 A2 ) 261 A B DR i H 2
JETE 2 o
5. fERGITG, 16 RS0 H S I ERIN [a) v] DAE [H 9 BAE BT 16 RTIH 2o
SR, HATIME_WATTR A A ML AR AN AT SR o I8 H i B8 1 BUA A RE &
STIME_WAITIRSH RS R X — I 4 Bl /& TIME-WAIT Assassination #1142 . RFC1337
HEGH T — S

TCP A TCP B
1. ESTABLISHED ESTABLISHED
(Close)

2. FIN-WAIT-1 --> <SEQ=100><ACK=300><CTL=FIN,ACK> --> CLOSE-WAIT
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3. FIN-WAIT-2 <-- <SEQ=300><ACK=101><CTL=ACK> <-- CLOSE-WAIT

(Close)
4. TIME-WAIT <-- <SEQ=300><ACK=101><CTL=FIN,ACK> <-- LAST-ACK

5. TIME-WAIT --> <SEQ=101><ACK=301><CTL=ACK> --> CLOSED

5.1. TIME-WAIT <-- <SEQ=255><ACK=33> ... old duplicate

5.2 TIME-WAIT --> <SEQ=101><ACK=301><CTL=ACK> -=> 7777

5.3 CLOSED <-- <SEQ=301><CTL=RST> <-- 7777
(prematurely)

ALAES], TCP A LB T— Mgt ACK 3, ZJ5WMN TiX4 ACK. TCP B YX#ix
MNELHWIRN fE, & H RST i, FATCIA KA TR, IWE RST )5, TCP
A [ TIME-WAIT ARSI T o S8, HHEIABEAE] 2MSL B E .
1.3.3.2 TWA HEKEERNENBRAE

RFC1337 H1 5% 7 =Ff TWA IR KGR

1. VTR AE 28 B TH A BT RERE A IR b i 7

2. WL AT RERE A RIS E A RS AR o sl 28— HAY ACK B .

3. H L AT REME SR AE 25 I IR FIN A6 . B2 SYN-SENT RA T

T ERZ AN ACK 55, ] fESEUH I E R 1L

MR TWA [RIHY 7 3B fE L, ERAE TIME-WAIT B BEZM 5 T A B RST
BRI o FE7.2.6 AR AT LA S, Linux 1EA&R A TIXFT R ARRZ A .

1.3.4 RFC2018 : TCP Selective Acknowledgement Options
1.3.4.1 EANA

% RFC W5 AN BN TR s o i AL (AR )5 s 18I BRI,
FEOT AT VSRR TR B AR T o R, AIETT A R RS T IR AR
KRBT o
1.3.4.2 EIFE

PEFEERIAG TP TCP AEWFBL, Hrp— M2 FF SACK, Rl SACK-
Permitted, X HREEERE IR IET SYN Bad& 7 B Cafm ]l Lisckr, 7
S RAE TR O Z T 1 SR AL A B A B O B A - BOR ML IA B IA 1 B

Sack-Permitted Option 41~ Frs:
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| Kind=4 | Length=2]|
oo e +

Sack Option Format U1 F fr7R:

5
Variable

o Fmmm— +
| Kind=5 | Length |

o Fmmmm R R +

| Left Edge of 1st Block |

o Fommm o Fommm +

| Right Edge of 1st Block |

o e o o +

| |

/ ... /

| |

o o o o +

| Left Edge of nth Block |

o o o o +

| Right Edge of nth Block |

o Fomm— o o +

FEIXA RIS B4 &5k 7 ARLES A TSR B B, 4o s 78
SR ZS PR R S5, e AR R RS, [FIEDISE AR BRI S AR TCP B .

H Left Edge of Block 1 Right Edge of Block ¥4 32 i 45 1L, FA7FF
KA BB AN R LG PSS, JEE XA s — SN 1

HT TCP MBI ANEDER 2 2 A 40 717, 1M SACK HEHIA 8*nt2, T, —
yalty 2N 4 Ko TH SACK ZF T RTTM HIR [ —E i, M &
BodiilE T 10 S, O, AR UGE RS I 3 KT .

(HAS UL, XA SACK UL AR thaf &, R MR ER 1 &
BT, RESBMCE THEMBE, BRI & RS SACK JEIfA ) BN
o XA T ULy, XA R i SEE i TR Z 8 .

KT SACK WHEZHIRGA, JFHFMAMFTE. remain to doo

1.3.5 RFC2525 : Known TCP Implementation Problems

1.3.6 RFC3168 : The Addition of Explicit Congestion Notification
(ECN) to IP

% RFC 24 TCP/IP MZE5 I T — g 1 T AL B M 28 1 JE R B 7 s A2 LAMERY
TCP 1, NMHBUE RS ANEWI B R G 1A 7 8 5B AR DRI g4t
KA T INIE XA IERE R AT B AR RO A EAR, EUTREXS A it R i
PRI M. RN M8 rTREE T AR T IIZEIRES (B a7, Rik4 T
T N TR, AMIEA5IA T ESSVE A (AQM). P HEE
IR LRI, FIBAZIRELN 1 A, s B3R R, SRR 2R
KIEHF . SR, EERMULFIEUNERL, XM 4RITERE. KL, RFC3168 5]
AT ECN (RAMIEERF) HLA
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1.3.6.1 ECN

¥

fE5IN ECN MLiJE, AQM WK1 &% 1 5 SN RIR T ESh R4, 1 n] L

i IP SL#HY Congestion Experienced (CE) SRIBFISZHE ECN LAY &k & 4 1 2.
x

, BN AT LIS AL BRI AQM, 8D T ik A i e A A PERE T R
ECN £ IP &/ {8 T Frs -

e e +

| ECN FIELD |
R e +
ECT CE [Obsolete] RFC 2481 names for the ECN bits.
0 0 Not-ECT

0 1 ECT(D

1 0 ECT(0)

1 1 CE

Not-ECT FEZEEA KA ECN #lil. ECT(1) f1 ECT(0) #MEIZ N &

ECN #Lfille CE JFHT i F i 1R A 106 28 B I 452 15 IEAE 2 T I ZEARAS

1.3.6.2 TCP Ji ECN

i
ik
X

FEIR

£ TCP Wiy, FIA TCP kWA ECN #2477 Hr. X HEFE T WA
fii: ECE fl CWR. ECE AT =% FHWhmF4 /5 H ECN gE. CWR T
ekt B AE T LMEE 158 BECE A5t #9 ECN ZH 51 TCP Lk & &

0 1 2 3 4 b 6 7T 8 9 10 11 12 13 14 15

s e T B s St S
| | ICIEIUIAIPIRI|SI|FI
| Header Length | Reserved | W
| | | R

s E B e
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E

Y| I|
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+——=+

+ — —

S |8
HIT

+ — —

R|C
G| K

+ — —

+
P

XT— TCP &R, — M HAAEET ECN B FFan T

L RIEHAERENEPIRE ECT L, FWAXERZF: ECN.
AEZE AN S ECN RS sy, g as £ 7128, R Tah R, it

i, CRMEEZFHELF: ECN. E2lFRE, MEikE IP L CE i,
R T,

CBWOTWEIRE T CE MNE)E, ERIE ACK H, #E ECE frits
L REFENIEE] T —/MEE T ECE FRICH ACK 3, HEAFN& E Bt —FEr 3 g
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1.3.7 RFC6937 : Proportional Rate Reduction for TCP
1.3.8 RFC7413 : TCP Fast Open(Draft)

RFC7413 HBETERAETEREMRA, BT —Fse et Ry e =dE T o
B SYN #1 SYN-ACK H . HETIRERN =48 T, 5|\ TFO(TCP Fast
Open) HLEIAT AT & —4 RTT I E. 1% RFC B Google #2538, JF4E Linux #1 Chrome
MRS T X RER SCHF . MR, ORI Rt SR T I DIRE

1.3.8.1 =
TFO H, &A% DHT— 1585 /2 Fast Open Cookieo X1 Cookie A& H R 55 %5 4= 111,
TERNRHATHALE) TCP BN, P s RGT4EK, Za, WAHFHALIXAD Cookie
TEJGEEH) TCP B R =38 T W Boc s
153K Fast Open Cookie i HE A
1. Bk ik—"i A Fast Open 10 H. cookie 25 SYN £
2. MR55#A K —"> cookie, 1HIY SYN-ACK [l 255 i
3. B4 cookie 227, T IEEEA] TCP Fast Open i&#%.
#E57. Fast Open IR REAN T
1. B Ak — " A EHE SYN &, [FIRFE Fast Open &0 B4 I cookieo

2. MRF5uSEIE cookie FUARIME, UIARATAL, MIEIS SYN-ACK, FRREE AL M H
FEFF o

3. B A% ACK 5K, BARSG# A KH SYN-ACK £ & H 4.

1 B, SHETFEEK, FHTRSIHE TCP .

1.3.8.2 Fast Open EIET

RIS

ottt bttt —t—t—+—+
| Kind = 34 | Length |
ottt —t—t—t—t—t—t—t—t—t—t—t—t—t—t— bbbttt ==t ==t —+—+
| |
@ Cookie =
I |
+—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—+—+
Length 1 byte: range 6 to 18 (bytes); limited by
remaining space in the options field.
The number MUST be even.
Cookie 0, or 4 to 16 bytes (Length - 2)

XHRER, BIRERT Cookie 418 32 (X577 1, (HEXFHALMIMA]
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2.2 sock KREHIESEW

2.2.1 sock__common

1 /*

2 Location:

3

4 include/net/sock.h

5

6 Description:

7

8 minimal network layer representation of sockets

9 This ts the minimal network layer representation of sockets, the header
10 for struct sock and struct inet_timewait_sock.

11 Member:

12

13 * Oskc_daddr: Foreign IPvj addr

14 * Oskc_rcv_saddr: Bound local IPv4 addr

15 * @Oskc_hash: hash value used with various protocol lookup tables

16 * @skc_ul6hashes: two ul6 hash values used by UDP lookup tables

17 * @skc_dport: placeholder for inet_dport/tw_dport

18 * @skc_num: placeholder for inet_num/tw_num

19 * @skc_family: network address family
20 * @skc_state: Connection state
21 * @skc_reuse: }SO_REUSEADDR setting
22 * @skc_reuseport: /SO_REUSEPORT setting
23 * Oskc_bound_dev_if: bound device index if != 0
24 * @skc_bind_node: bind hash linkage for various protocol lookup tables
25 * @skc_portaddr_node: second hash linkage for UDP/UDP-Lite protocol
26 * @skc_prot: protocol handlers inside a network family
27 * @skc_mnet: reference to the network namespace of this socket
28 * @skc_node: main hash linkage for warious protocol lookup tables
29 * @skc_nulls_node: main hash linkage for TCP/UDP/UDP-Lite protocol
30 * @skc_tz_queue_mapping: tx queue number for this connection
31 * @skc_flags: place holder for sk_flags
32 * #SO_LINGER (1_omoff), %SO_BROADCAST, J}SO_KEEPALIVE,
33 * %S0_O0BINLINE settings, /4SO_TIMESTAMPING settings
34 * @skc_incoming_cpu: record/match cpu processing incoming packets
35 * @skc_refcnt: reference count
36 */
37 struct sock_common {
38 /* skc_daddr and skc_rcv_saddr must be grouped on a 8 bytes aligned

13
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39 * address on 64bit arches : cf INET MATCH()

40 */

41 union {

42 __addrpair skc_addrpair;

43 struct {

44 __be32 skc_daddr;

45 __be32 skc_rcv_saddr;

46 };

47 g

48 union {

49 unsigned int skc_hash;

50 __ulé6 skc_ul6hashes[2];

51 g

52 /* skc_dport & skc_num must be grouped as well */
53 union {

54 __portpair skc_portpair;

55 struct {

56 __bel6 skc_dport;

57 __ulé skc_num;

58 I8

59 };

60

61 unsigned short skc_family;

62 volatile unsigned char skc_state;

63 unsigned char skc_reuse:4;

64 unsigned char skc_reuseport:1;

65 unsigned char skc_ipv6only:1;

66 unsigned char skc_net_refcnt:1;

67 int skc_bound_dev_if;

68 union {

69 struct hlist_node skc_bind_node;

70 struct hlist_nulls_node skc_portaddr_node;

71 I8

72 struct proto *skc_prot;

73 possible_net_t skc_net;

74

75 #i1f IS_ENABLED(CONFIG_IPV6)

76 struct in6_addr skc_v6_daddr;

7 struct in6_addr skc_v6_rcv_saddr;

78 #endi f

79

80 atomic64_t skc_cookie;

81

82 /* following fields are padding to force

83 * offset(struct sock, sk_refcnt) == 128 on 64bit arches
84 * assuming IPV6 is enabled. We use this padding differently
85 * for different kind of ’sockets’

86 */

87 union {

88 unsigned long  skc_flags;

89 struct sock *skc_listener; /* request_sock */
90 struct inet_timewait_death_row *skc_tw_dr; /* inet_timewait_sock */
91 g

92 /*

93 * fields between dontcopy_begin/dontcopy_end

94 * are not copied in sock_copy()

95 */

96 /* private: */

14
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97 int skc_dontcopy_begin[0];
98 /* public: */
99 union {
100 struct hlist_node skc_node;
101 struct hlist_nulls_node skc_nulls_node;
102 b8
103 int skc_tx_queue_mapping;
104 union {
105 int skc_incoming_cpu;
106 u32 skc_rcv_wnd;
107 u32 skc_tw_rcv_nxt; /* struct tcp_timewait_sock */
108 };
109
110 atomic_t skc_refcnt;
111 /* private: */
112 int skc_dontcopy_end[0];
113 union {
114 u32 skc_rxhash;
115 u32 skc_window_clamp;
116 u32 skc_tw_snd_nxt; /* struct tcp_timewait_sock */
117 Irg
118 /% public: */
119 g
2.2.2 sock
1 /*
2 Location:
3
4 include/net/sock.h
5
6 Description:
7
8 sock R LB A B 45 B R Sk, MR Rk A, 5 EAN I IURE X,
9 CHRTEBVRNAREE, BRTRAEENEREEFRKRER. TRBIURS
10 i B AR Z M HEH 2 EHTHR, RESCEHNEREE. A, dinet_sock
11 ZME sock BRI CHEARK, MERT IPv4 MoK ik irds ol Sk i Ak,
12
13 Member:
14 * struct sock - network layer representation of sockets
15 * ©@__sk_common: shared layout with inet_timewatit_sock
16 * @sk_shutdown: SEND_SHUTDOWN #.# RCV_SHUTDOWN W35
17 * Osk_userlocks: JSO_SNDBUF and J%SO_RCVBUF settings
18 * @sk_lock:  synchronizer
19 * @sk_rcubuf: HFEMRE AN ALK FH)
20 * @sk_wq: sock wait queue and async head
21 * @sk_rz_dst: receive input route used by early demuz
22 * ©@sk_dst_cache: destination cache
23 * Osk_policy: flow policy
24 * Osk_receive_queue: tncoming packets
25 * @sk_wmem_alloc: transmit queue bytes committed
26 * O@sk_write_queue: Packet sending queue
27 * @sk_omem_alloc: "o" is "option" or "other"
28 * @sk_wmem_queued: persistent queue sSize
29 * @sk_forward_alloc: space allocated forward
30 * @sk_mapti_id: id of the last napi context to receive data for sk
31 * Osk_ll_usec: usecs to busypoll when there is no data
32 * @sk_allocation: allocation mode

15
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33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
091

¥ %X X %X X %X X X X X X X X X X ¥ X ¥ X ¥ X X ¥ X ¥ X * X X ¥ X ¥ X X X X ¥ X * X X X X ¥ X ¥ % X % X * * %

*/

struct sock {

Osk_pacing_rate: Pacing rate (if supported by transport/packet scheduler)

Osk_max_pacing_rate: Mazimum pacing rate (%4SO_MAX_PACING_RATE)

O@sk_sndbuf: size of send buffer in bytes

@sk_no_check_txz: }SO_NO_CHECK setting, set checksum in TX packets

O@sk_no_check_rz: allow zero checksum in RX packets

@sk_route_caps: route capabilities (e.g. JANETIF_F_TSO)

Osk_route_nocaps: forbidden route capabilities (e.g NETIF_F_GSO_MASK)

@sk_gso_type: GSO type (e.g. JSKB_GSO_TCPV4)

O@sk_gso_maz_stize: Mazimum GSO segment size to build

Osk_gso_maz_segs: Maximum number of GSO segments

Osk_lingertime: JSO_LINGER 1_linger setting

0@sk_backlog: always used with the per-socket spinlock held

Osk_callback_lock: used with the callbacks in the end of this struct

O@sk_error_queue: rarely used

Osk_prot_creator: sk_prot of ortginal sock creator (see ipv6_setsockopt,
IPV6_ADDRFORM for instance)

@sk_err: last error

O@sk_err_soft: errors that don’t cause failure but are the cause of a
persistent fatlure not just ’timed out’

@sk_drops: raw/udp drops counter

O@sk_ack_backlog: current listen backlog

@sk_maz_ack_backlog: listen backlog set in listen()

Osk_priority: JSO_PRIORITY setting

0@sk_cgrp_priotdz: socket group’s priority map index

Osk_type: socket type (J/SOCK_STREAM, etc)

O@sk_protocol: which protocol this socket belongs in this network family

Osk_peer_pid: &struct pid for this socket’s peer

Osk_peer_cred: };SO_PEERCRED setting

@sk_rcvlowat: J/SO_RCVLOWAT setting

Osk_rcvtimeo: JSO_RCVTIMEO setting

Osk_sndtimeo: 2,SO_SNDTIMEO setting

O@sk_txzhash: computed flow hash for use on transmit

Osk_filter: socket filtering instructions

O@sk_timer: sock cleanup timer

O@sk_stamp: time stamp of last packet received

Osk_tsflags: SO_TIMESTAMPING socket options

Osk_tskey: counter to disambiguate concurrent tstamp requests

O@sk_socket: Identd and reporting IO signals

O@sk_user_data: RPC layer private data

0@sk_frag: cached page frag

O@sk_peek_off: current peek_offset value

@sk_send_head: XK ik[A 7| K464+

Osk_security: used by security modules

@sk_mark: generic packet mark

Osk_classid: this socket’s cgroup classtid

O@sk_cgrp: this socket’s cgroup-specific proto data

Osk_write_pending: a write to stream socket waits to start

Osk_state_change: callback to indicate change in the state of the sock

O@sk_data_ready: callback to indicate there ts data to be processed

Osk_write_space: callback to indicate there is bf sending space available

Osk_error_report: callback to indicate errors (e.g. JMSG_ERRQUEUE)

O@sk_backlog_rcv: callback to process the backlog

Osk_destruct: called at sock freeing time, i.e. when all refcnt == 0

/%
* Now struct inet_timewait_sock also uses sock_common, so please just
* don’t add nothing before this first member (__sk_common) --acme

*/
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92 struct sock_common _sk_common;
93 #define sk_node __sk_common. skc_node
94 #define sk_nulls_node __8k_common.skc_nulls_node
95 #define sk_refcnt __sk_common. skc_refcnt
96 #define sk_txz_queue_mapping __sk_common.skc_tx_queue_mapping
97
98 #define sk_dontcopy_begin __sk_common.skc_dontcopy_begin
99 #define sk_dontcopy_end __sk_common. skc_dontcopy_end
100 #define sk_hash __8k_common. skc_hash
101 #define sk_portpair __sk_common.skc_portpair
102 #define sk_num __sk_common. skc_num
103 #define sk_dport __sk_common. skc_dport
104 #define sk_addrpair __sk_common. skc_addrpair
105 #define sk_daddr __sk_common. skc_daddr
106 #define sk_rcu_saddr __sk_common. skc_rcu_saddr
107 #define sk_family __sk_common. skc_family
108 #define sk_state __Sk_common.skc_state
109 #define sk_reuse __8k_common. skc_reuse
110 #define sk_reuseport __sk_common. skc_reuseport
111 #define sk_ipv6only __sk_common. skc_1ipv6only
112 #define sk_net_refcnt __sk_common.skc_net_refcnt
113 #define sk_bound_dev_1if __sk_common.skc_bound_dev_if
114 #define sk_bind_node __sk_common. skc_bind_node
115 #define sk_prot __sk_common. skc_prot
116 #define sk_net __sk_common. skc_net
117 #define sk_v6_daddr __8k_common. skc_v6_daddr
118 #define sk_v6_rcv_saddr __sk_common.skc_v6_rcu_saddr
119 #define sk_cookie __sk_common. skc_cookie
120 #define sk_incoming_cpu __sk_common. skc_incoming_cpu
121 #define sk_flags __sk_common. skc_flags
122 #define sk_rzhash __sk_common. skc_rzhash
123
124 socket_lock_t sk_lock;
125 struct sk_buff_head sk_receive_queue;
126 /*
127 * The backlog queue ts special, %t is always used with
128 * the per-socket spinlock held and requires low latency
129 * access. Therefore we special case it’s implementation.
130 * Note : Tmem_alloc is in this structure to fill a hole
131 * on 64bit arches, not because its logically part of
132 * backlog.
133 */
134 struct {
135 atomic_t rmem_alloc;
136 int len;
137 struct sk_buff *head;
138 struct sk_buff *tail;
139 } sk_backlog;
140 #define sk_rmem_alloc sk_backlog.rmem_alloc
141 int sk_forward_alloc;
142
143 __u32 sk_txhash;
144 | #ifdef CONFIG_NET RX_BUSY_POLL
145 unsigned int sk_napi_id;
146 unsigned int sk_11_usec;
147 | #endif
148 atomic_t sk_drops;
149 int sk_rcvbuf;
150

17



2.2. SOCK J&k/ZEHIE4H CHAPTER 2. R%F 2 %48 XS RKIELEH

struct sk_filter __rcu *sk_filter;

union {
struct socket_wq __rcu *sk_wq;
struct socket_wq *sk_wq_raw;
Irg

#ifdef CONFIG_XFRM
struct xfrm_policy __rcu *sk_policy[2];
#endi f
struct dst_entry *sk_rx_dst;
struct dst_entry __rcu *sk_dst_cache;
/* Note: 32bit hole on 64bit arches */

atomic_t sk_wmem_alloc;
atomic_t sk_omem_alloc;
int sk_sndbuf;

struct sk_buff_head sk_write_queue;
kmemcheck_bitfield_begin(flags);
unsigned int sk_shutdown : 2,
sk_no_check_tx : 1,
sk_no_check_rx : 1,
sk_userlocks : 4,
sk_protocol : 8,
sk_type 3 ilGg
#define SK_PROTOCOL_MAX U8_MAX
kmemcheck_bitfield_end(flags);

int sk_wmem_queued;

gfp_t sk_allocation;

u32 sk_pacing_rate; /* bytes per second */
u32 sk_max_pacing_rate;

netdev_features_t sk_route_caps;
netdev_features_t sk_route_nocaps;

int sk_gso_type;

unsigned int sk_gso_max_size;
ulé sk_gso_max_segs;

int sk_rcvlowat;

unsigned long sk_lingertime;
struct sk_buff_head sk_error_queue;
struct proto *sk_prot_creator;
rwlock_t sk_callback_lock;

int sk_err,

sk_err_soft;

u32 sk_ack_backlog;
u32 sk_max_ack_backlog;
__u32 sk_priority;
#1f IS_ENABLED(CONFIG_CGROUP_NET_PRIO)
__u32 sk_cgrp_prioidx;
#endif
struct pid *sk_peer_pid;
const struct cred *sk_peer_cred;
long sk_rcvtimeo;
long sk_sndtimeo;
struct timer_list sk_timer;
ktime_t sk_stamp;
ulé sk_tsflags;
u32 sk_tskey;
struct socket *sk_socket;
void *sk_user_data;
struct page_frag sk_frag;
struct sk_buff *sk_send_head;

18
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__s32 sk_peek_off;
int sk_write_pending;
#ifdef CONFIG_SECURITY
void *sk_security;
#endif
__u32 sk_mark;
#ifdef CONFIG_CGROUP_NET_ CLASSID
u32 sk_classid;
#endif
struct cg_proto *sk_cgrp;
void (*sk_state_change) (struct sock *sk);
void (*sk_data_ready) (struct sock *sk);
void (*sk_write_space) (struct sock #*sk);
void (*sk_error_report) (struct sock *sk);
int (*sk_backlog_rcv) (struct sock *sk,
struct sk_buff *skb);
void (*sk_destruct) (struct sock *sk);
15

2.2.3 request_sock

/*
Location:
/include/net/request_sock.h
Description:
struct request_sock — mini sock to represent a comnection request
REMATRT N8B TeP EEHEFER.
*/
struct request_sock {
struct sock_common __req_common;
#define rsk_refcnt __mreq_common.skc_refcnt
#define rsk_hash __req_common. skc_hash
#define rsk_listener __mreq_common.skc_listener
#define rsk_window_clamp __mreq_common.skc_window_clamp
#define rsk_rcu_wnd __mreq_common.skc_rcu_wnd
struct request_sock *dl_next;
ulé mss;
u8 num_retrans; /* number of retransmits */
u8 cookie_ts:1; /* syncookie: encode tcpopts in timestamp */
u8 num_timeout:7; /* number of timeouts */
u32 ts_recent;
struct timer_list rsk_timer;
const struct request_sock_ops *rsk_ops;
struct sock *sk;
u32 *saved_syn;
u32 secid;
u32 peer_secid;

I3

2.2.4 sk_buff

struct sk_buff IR ZERRAE A Z M TP S B o XSS TR T 2850
A B B ZESTEAR payload, LARAAELR#5 S SLBHSE HIME B o
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ZATRIE UG, B — R R SRS

union {
struct {
/* These two members must be first. */
struct sk_buff *next ;
struct sk_buff *prev;

union {
ktime_t tstamp;
struct skb_mstamp skb_mstamp;
I8
Irg
struct rb_node rbnode; /* used in netem and tcp stack */
18
ATLAFE R, sk_buf £ A] ABEHZUR AR S5 OB R M ZL A o H— T sk_buf 48
AR AR T, WUEAELLRM T, A, KA T union KTZI%E(A]. next 1 prev M
NG RUR FER BISTR, 1T rbnode LM AHI HILEH .
BRI EIE ) K IE A7 Funion {ktime_t tstamp;struct skb_mstamp skb_mstamp;};H,
ZJIT LA LA W RN [A] (A IS TR A 2 PR A gkt ime_get O HY A K . [A]
I, WRZIT R A BRRE AR AT TCP Wik i S — MR i I D P I (] 8o struct skb_mstampiE
5 T1local_clock Ol jiffies 47, MSEMP— P EMN) T H. 498, RIEN
B Fe B s, FEA AR &R A) LA 2% T 2 ikt ime_get O Ao AU,
fEstruct sk_buffZ5HAY ) R unionfy 7 2 EIRAREE TiX 3
TERE LSERHRES I R B — 285093 i, SO ST IR Y25 Rk

/* FHZ sk_buff WEZEFHIELE */

struct sock *sk;

/* 5 KREKE A% R E ~/

struct net_device *dev;

/x BRANEHR, ATEREEWAAHEE /

char cb[48] __aligned(8);

/% FHRT BT 5 It +/

unsigned long _skb_refdst;

/x MTAEEK */

void (*destructor) (struct sk_buff *skb);

#ifdef CONFIG_XFRM
/% ofrm MEREE x/
struct sec_path *Sp;
#endif
#if IS_ENABLED(CONFIG_BRIDGE_NETFILTER)
/* BREA bridge HAWEE */
struct nf_bridge_info *nf_bridge;
#endi f

Hrfchar cb[48] lWEATEE, SRABEMXA buffer KM E CFAA R
XA ERAE, WREEE R E, W ZM skb_clone(Oo XFRM NI
Linux £ 2.6 A5 AB— L2 7 I .

ZJa, UELT —SERK MK T B lenfEE buffer FRIEHEIREICE (& &
WHISKHR), LA A . Tiidata_lenfUEE0 A BOAERT K . mac_lenit MAC /=
SKESHCE o hdr _lenfE— I Befa HIR A AT & B KR AT -
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unsigned int len,
data_len;

__ulé mac_len,
hdr_len;

kmemcheck &N H ) —E N AN T H. kmemcheck bitfield begin Fl kmem-
check bitfield end 7] LAFH T — BN AR IGFIZ A7 o HARRS B L0

#define kmemcheck_bitfield_begin(name) \
int name##_begin[0];

#define kmemcheck_bitfield_end(name) \
int name##_end[0] ;

WL SE S, FATAMER H, XA 2 AR AR A 7 A2 A X L 3 ) A 4
HERIZE M HERI RS/ 208, X2 kmemcheck HYDIREARSS HY. QRBEATIT IR
ZIRERIE, XN ERE NS, MRS AR -

/* Following fields are _mot_ copied in __copy_skb_header()
* Note that queue_mapping ts here mostly to fill a hole.

*/

kmemcheck_bitfield_begin(flagsl);

__ul6 queue_mapping; /% JE T Z NI A& LBk R v */

__u8 cloned:1, /* = HTWRE */
nohdr:1, /* REIAT A& */
fclone:2, /% skbuff THEHFIRL */
peeked:1, /* peeked KA ZBELAMAITT, TFHRAIT +/

head_frag:1,
ERFIFHE LMW SkB EEHF */

*

xmit_more:1; /
/* one bit hole */
kmemcheck_bitfield_end(flagsl);

FEIXBOE S, WS — ROV PR AL 20 T flagsl, FIFIRA A s AT LALEA:
ARG H A flagsl_begin%ﬂflagsl_endﬂjﬂ‘/l\fg%o ﬂﬁi, %’[ﬁ%gﬁﬁﬂﬂﬁ, A LA
TILIX -5 PR T — B A S i Mk A 285 AR

R MRS, X R TR TR T, T AR
#ZH headers_startflheaders_end KAr I Sk FF IS fa FI 2 1 E HihE

/* TE __copy_skb_header() ", REMHEHA— memcpy() B[4 headers_start/end
* Z B W B 5e E— 1

*/

/* private: */

__u32 headers_start[0];

/* public: */

/* if you move pkt_type around you also must adapt those constants */
#ifdef __BIG_ENDIAN BITFIELD
#define PKT_TYPE_MAX (7 << 5)

#else

#define PKT TYPE MAX 7

#endif

#define PKT TYPE_OFFSET() offsetof(struct sk_buff, __pkt_type_offset)

__u8 __pkt_type_offset[0];
/* ZEIEE v/
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18 __u8 pkt_type:3;

19 __u8 pfmemalloc:1;

20 /% RERFARMAH (local fragmentation) */

21 __u8 ignore_df:1;

22 /* RPZ skb MEFENXR +/

23 __u8 nfctinfo:3;

24 /* netfilter MBI */

25 __u8 nf_trace:1;

26 /x WMzh CE) %YKW checksum */

27 __u8 ip_summed:2;

28 /* RFZ socket BIAFIIH N X RRAERE »/

29 __u8 ooo_okay:1;

30 /x RPBHEFH hash £—PNHEAW 4 TANBIERGONSF */
31 __u8 14_hash:1;

32 /x RPBFHEFE hash RBEILRERITH I RE »/

33 __u8 sw_hash:1;

34 /% KW wifi_acked RHWIEKET */

35 __u8 wifi_acked_valid:1;

36 /x RPAMEEE wifi ERHAAT »/

37 __u8 wifi_acked:1;

38

39 /% ER NIC ¥R B 4 NFTEAUKRM Fes x4 =/

40 __u8 no_fcs:1;

41 /* Indicates the inner headers are valid in the skbuff. */

42 __u8 encapsulation:1;

43 __u8 encap_hdr_csum:1;

44 __u8 csum_valid:1;

45 __u8 csum_complete_sw:1;

46 __u8 csum_level:2;

a7 __u8 csum_bad:1;

48

49 #ifdef CONFIG_IPV6_NDISC_NODETYPE

50 __u8 ndisc_nodetype:2; /* MM ER CREHEE) »/
51 #endif

52 /* FRUIZ skbuff ZEW ipus FH */

53 __u8 ipvs_property:1;

54 __u8 inner_protocol_type:1;

55 __u8 remcsum_offload:1;

56 /* 3 or 5 bit hole */

57

58 #ifdef CONFIG_NET_SCHED

59 __ulé6 tc_index; /* traffic control index */
60 | #ifdef CONFIG_NET_CLS_ACT

61 __ul6 tc_verd; /* traffic control wverdict */
62 #endif

63 #endi f

64

65 union {

66 __wsum csum; /* RIA */

67 struct {

68 /% K skb->head BB N BT ERBRGHEBEMLENRYE +/
69 __ulé csum_start;

70 /% )\ csum_start FAEE|FHRED M ENHSE «/
71 __ul6 csum_offset;

72 };

73 };

74 __u32 priority; /* BWFIMMHEER »/

75 int skb_iif; /* E|EHRENTFET »/

76 __u32 hash; /* @B AHE */
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77 __bel6 vlan_proto; /* wlan HEEMN */
78 __ulé vlan_tci; /* vlan tag #FHIEE =/
79 | #if defined(CONFIG_NET_RX_BUSY_POLL) || defined(CONFIG_XPS)
80 union {
81 unsigned int napi_id; /* RYZ skb KIEW NAPT HZEMEWH id »/
82 unsigned int sender_cpu;
83 };
84 #endif
85 union {
86 #ifdef CONFIG_NETWORK_SECMARK
87 __u32 secmark; /* ZAMRI0 */
88 #endi f
89 #ifdef CONFIG_NET_SWITCHDEV
90 __u32 offload_fwd_mark; /* fwding offload mark */
91 #endif
92 };
93
94 union {
95 __u32 mark; /+* 3 W ERITIEM */
96 __u32 reserved_tailroom;
97 };
98
99 union {
100 __belb inner_protocol; /* il (HEAFH)  »/
101 __u8 inner_ipproto;
102 13
103
104 /x BEROABERE LD »/
105 __uls6 inner_transport_header;
106 /x CHFHAIPFLZ LI +/
107 __uls6 inner_network_header;
108 /x BERE NI E LI «/
109 __uls6 inner_mac_header;
110
111 /x Wz (B) L HBaWNER +/
112 __belb6 protocol;
113 /x R ERE +/
114 __ulé transport_header;
115 /x WL +/
116 __ul6 network_header;
117 /x BARHEIEE L +/
118 __ul6 mac_header;
119
120 /* private: */
121 __u32 headers_end[0];

e 4L AR B

HH | neadfilend FEME 5L Y P A7 FA S 0 o EL A

ZKILfE . Tdataftail NESCEREEATEIAMZ LA E

~No o wWwN =

/* These elements must be at the end, see alloc_skb() for details. */

sk_buff_data_t
sk_buff_data_t
unsigned char

unsigned int
atomic_t

tail;
end;
*head,
*data;
truesize;
users;

users/&5| 4L, TR N FI. truesize SR B E LA /N,
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2.2.5 msghdr

1 /* Location: include/linuxz/socket.h */

2 struct msghdr {

3 void *msg_name; /* 181 socket HHLEMRE TG4 */

4 int msg_namelen; /* socket HiALLEMEREG AN */

5 struct iov_iter msg_iter; /x HAE x/

6 void smsg_control;  /* HENEIE #/

7 __kernel_size_t msg_controllen; /* B HAEZ K K/ */

8 unsigned int msg_flags; /* W BB BB B AT +/

9 struct kiocb *msg_iocb; /* 181 doch WIEE (ATRFIFER) »/
10 };

2.3 inet BEXHBELEN

2.3.1 ip_options

1 /*

2 Location:

3

4 Description:

5 @faddr - Saved first hop address

6 @nexthop - Saved nexthop address in LSRR and SSRR
7 @is_strictroute - Strict source route

8 @srr_is_hit - Packet destination addr was our one
9 @is_changed - IP checksum more not valid

10 @rr_needaddr - Need to record addr of outgoing dev
11 Ots_needtime - Need to record timestamp

12 0ts_needaddr - Need to record addr of outgoing dev
13 */

14 struct ip_options {

15 __be32 faddr;

16 /% T8 +/

17 __be32 nexthop;

18 /% R IP B EITEHFHH +/

19 unsigned char optlen;
20 /*
21 RN R BEHETE 1P EHTHEYE,
22 B By 5 — N AR TP E Y — Ny
23 */
24 unsigned char  srr;
25 unsigned char rr;
26 unsigned char ts;
27 unsigned char is_strictroute:1,
28 srr_is_hit:1,
29 is_changed:1,
30 rr_needaddr:1,
31 ts_needtime:1,
32 ts_needaddr:1;
33 unsigned char router_alert;
34 unsigned char cipso;
35 unsigned char __pad2;
36 unsigned char __datal[0];
37 ¥;
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2.3.2

inet_request_sock

ZEEMIAL T /include/net/inet_sock.h .
XA EER Y DI RENE ?

struct inet_request_sock {

struct request_sock req;

#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

ir_loc_addr
ir_rmt_addr
i7r_num
ir_rmt_port
ir_v6_rmt_addr
ir_v6_loc_addr
ir_1iif
ir_cookze
ireq_net
ireq_state
ireq_family

req._
req._
req._
req._

req._
req._
req._
req._
req._

_req_common.skc_rcvu_saddr
skc_daddr

.skc_num

_req_common.
_req_common
_req_common.
__req_common.skc_v6_daddr

skc_dport
req.
req.__req_common.skc_v6_rcv_saddr
_req_common. skc_bound_dev_1f
_req_common.skc_cookie
_req_common.skc_net
_req_common.skc_state

_req_common.skc_family

kmemcheck_bitfield_begin(flags);

ulé snd_wscale : 4,
rcv_wscale : 4,
tstamp_ok 1,
sack_ok 1,
wscale_ok 1,
ecn_ok 1,
acked 1,
ig
kmemcheck_bitfield_end(flags);
u32 ir_mark;
union {
struct ip_options_rcu  *opt;
struct sk_buff *pktopts;
Irg
};
2.3.3 1inet_connection_sock_af_ops

LI T /include/net/inet_connect_sock.h ', HJGHY af 78 address of
function RJeR%iHitl, ops 7~ operations, RP#/E.
EEELE T —H 5B EA RS FE I 42 &I B O R Z Hsetsockopt 1

N

struct inet_connection_sock_af_ops {
(*queue_xmit) (struct sock *sk, struct sk_buff *skb, struct flowi *fl);
(*send_check) (struct sock *sk, struct sk_buff *skb);
(*rebuild_header) (struct sock *sk);
(*sk_rx_dst_set) (struct sock *sk, const struct sk_buff *skb);
(*conn_request) (struct sock *sk, struct sk_buff *skb);
struct sock *(*syn_recv_sock) (const struct sock *sk, struct sk_buff *skb,
struct request_sock *req,
struct dst_entry *dst,
struct request_sock *req_unhash,

int
void
int
void
int

ulé
ulé

bool *own_req);
net_header_len;
net_frag_header_len;
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14 ulé sockaddr_len;

15 int (*setsockopt) (struct sock *sk, int level, int optname,
16 char __user *optval, unsigned int optlen);

17 int (*getsockopt) (struct sock #*sk, int level, int optname,
18 char __user *optval, int __user *optlen);

19 | #ifdef CONFIG_COMPAT

20 int (*compat_setsockopt) (struct sock *sk,

21 int level, int optname,

22 char __user *optval, unsigned int optlen);

23 int (*compat_getsockopt) (struct sock *sk,

24 int level, int optname,

25 char __user *optval, int __user *optlen);

26 #endi f

27 void (*addr2sockaddr) (struct sock *sk, struct sockaddr *);
28 int (*¥bind_conflict) (const struct sock *sk,

29 const struct inet_bind_bucket *tb, bool relax);
30 void (*mtu_reduced) (struct sock *sk);

31 18

2.3.4 1inet_connect_sock

LN T /include/net/inet_connect_sock.h T, B /& A [ A& H 42 il B
Fone HAfinet_sockWZEAN b, MM T AXKIER:, ik, EELEHA,

1 /** 4net_connection_sock - INET connection oriented sock

2

3 * Q@icsk_accept_queue: FIFO of established children

4 * @icsk_bind_hash: Bind mnode

5 * @icsk_timeout: Timeout

6 * @icsk_retransmit_timer: Resend (no ack)

7 * @icsk_rto: Retransmit timeout

8 * Q@icsk_pmtu_cookie Last pmtu seen by socket

9 * @icsk_ca_ops Pluggable congestion control hook

10 * Q@icsk_af_ops Operations which are AF_INET{4,6} specific
11 * @icsk_ca_state: PEEZEF R A

12 * @icsk_retransmits: Number of unrecovered [RTO] timeouts
13 * @icsk_pending: Scheduled timer event

14 * @icsk_backoff: Backoff

15 * Q@icsk_syn_retries: Number of allowed SYN (or equivalent) retries
16 * Q@icsk_probes_out: unanswered 0 window probes

17 * @icsk_ext_hdr_len: Network protocol overhead (IP/IPu6 options)
18 * @icsk_ack: Delayed ACK control data

19 * @icsk_mtup; MTU probing control data

20 */

21 struct inet_connection_sock {

22 /* inet_sock has to be the first member! */

23 struct inet_sock icsk_inet;

24 struct request_sock_queue icsk_accept_queue;

25 struct inet_bind_bucket *icsk_bind_hash;

26 unsigned long icsk_timeout;

27 struct timer_list icsk_retransmit_timer;

28 struct timer_list icsk_delack_timer;

29 __u32 icsk_rto;

30 __u32 icsk_pmtu_cookie;

31 const struct tcp_congestion_ops *icsk_ca_ops;

32 const struct inet_connection_sock_af_ops *icsk_af_ops;

33 unsigned int (*icsk_sync_mss) (struct sock *sk, u32 pmtu);
34 __u8 icsk_ca_state:6,
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35 icsk_ca_setsockopt:1,

36 icsk_ca_dst_locked:1;

37 __u8 icsk_retransmits;

38 __u8 icsk_pending;

39 __u8 icsk_backoff;

40 __u8 icsk_syn_retries;

41 __u8 icsk_probes_out;

42 __ulé6 icsk_ext_hdr_len;

43 struct {

44 __u8 pending; /¥ ACK is pending */

45 __u8 quick; /* Scheduled number of quick acks */

46 __u8 pingpong; /* The session is interactive */

47 __u8 blocked; /* Delayed ACK was blocked by socket lock */
48 __u32 ato; /* Predicted tick of soft clock */

49 unsigned long timeout; /* Currently scheduled timeout */
50 __u32 lrcvtime; /* timestamp of last received data packet */
51 __ulé last_seg_size; /* Size of last incoming segment */
52 __ulé rcv_mss; /* MSS used for delayed ACK decisions */
53 } icsk_ack;

54 struct {

55 int enabled;

56

57 /* Range of MIUs to search */

58 int search_high;

59 int search_low;

60

61 /* Information on the current probe. */

62 int probe_size;

63

64 u32 probe_timestamp;

65 } icsk_mtup;

66 u32 icsk_user_timeout;

67

68 u64 icsk_ca_priv[64 / sizeof(u64)]; /» I E&H|IE LA ZE »/
69 | #define ICSK_CA_PRIV_SIZE (8 * sizeof (u64))

70 I8

2.3.5 1inet_timewait_sock

FEEABISERER A RIRESRT, EAAREEBAIERERI T o Linux o 1 IRAE
HEAEIF LT IAAFIERE, BT RXA RIS,

1 /* include/net/inet_timewait_sock.h

2 *

3 * INEMENFAEIERA T HRE RREILT o A R

4 */

5 struct inet_timewait_sock {

6 /x WAWER T sock_common AR,

7 * Now struct sock also uses sock_common, so please just

8 * don’t add nothing before this first member (__tw_common) --acme
9 */

10

11 struct sock_common __tw_common;

12 /x BILEE XN sock_common T LEMBR —A tw FLWH L, »/
13 #define tw_family __tw_common.skc_family

14 #define tw_state __tw_common.skc_state

15 #define tw_reuse __tw_common.skc_reuse

16 #define tw_ipvbonly __tw_common. skc_tipv6only
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17 #define tw_bound_dev_if __tw_common.skc_bound_dev_if
18 #define tw_node __tw_common.skc_nulls_node
19 #define tw_bind_node __tw_common.skc_bind_node

20 #define tw_refcnt __tw_common.skc_refcnt

21 #define tw_hash __tw_common. skc_hash

22 #define tw_prot __tw_common. skc_prot

23 #define tw_net __tw_common.skc_net

24 #define tw_daddr __tw_common. skc_daddr

25 #define tw_v6_daddr __tw_common.skc_v6_daddr

26 #define tw_rcu_saddr __tw_common. skc_rcv_saddr

27 #define tw_v6_rcv_saddr __tw_common.skc_v6_rcv_saddr
28 #define tw_dport __tw_common. skc_dport

29 #define tw_num __tw_common. skc_num

30 #define tw_cookie __tw_common.skc_cookie

31 #define tw_dr __tw_common.skc_tw_dr

32

33 /x FEEHETE] %/

34 int tw_timeout;

35 /* TRA, ATR%A FIN_WAIT2 F0 TIMEWAIT */

36 volatile unsigned char tw_substate;

37 /x BEGEHK */

38 unsigned char tw_rcv_wscale;

39

40 /* THWE QAT inet_sock FHI K AANE, */

41 __bel6 tw_sport;

42 kmemcheck_bitfield_begin(flags);

43 /* And these are ours. */

44 unsigned int tw_kill 3 g

45 tw_transparent : 1,

46 tw_flowlabel : 20,

47 tw_pad s Dy /* 2 bits hole */
48 tw_tos : 8;

49 kmemcheck_bitfield_end(flags);

50 /* BEITE S +/

51 struct timer_list tw_timer;

52 struct inet_bind_bucket *tw_tb;

53 g

2.3.6 sockaddr & sockaddr_in

g s W N =

~No o w N =

sockaddrﬁﬁ ﬂ:fﬁgﬁi—/l\ﬂﬁiﬂi o

/* include/linux/socket.h */
struct sockaddr {

sa_family_t sa_family; /* M BT R B Uk, AF_zaza

char sa_datal[14]; /% FEH T E R +/
g

Al LA Hsockaddre— MA@ A T . 7 LASCRHME R

/* include/uapi/linuz/in.h
* ZEMER THE A Internet (IP) EHEF WM
*/

struct sockaddr_in {

HIRI L =ML AR 20
HARZIFRATHIE O, S IP M4k, NHEE IP ML T, XS5 E Lo

__kernel_sa_family_t sin_family; /% KB sockaddr XN, EE IP W% x/
__bel6 sin_port; VR Ak */
struct in_addr sin_addr; /* Internet Hiit */
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W 45 R %A X s I LM

/* AL, N T sockaddr in 7 E|F sockaddr —FEK */
__pad[__SOCK_SIZE__ - sizeof(short int) -
sizeof (unsigned short int) - sizeof (struct in_addr)];

unsigned char

I3

sockaddr i JH 75 ¥ AL o BT 5 B SR A TR A 7 R 2 B S5 AR TR,

Tk TR XU A Msockaddr _inZAMEFEALAYJF A o

2.3.7 ip__options

/**% struct ip_options — IP Options

@ts_needtime -
@ts_needaddr -

* ¥ X X X X ¥ *x *x

*/

struct ip_options
__be32
__be32
unsigned
unsigned
unsigned
unsigned
unsigned

unsigned
unsigned
unsigned
unsigned

I8

struct ip_options_rcu {

Ofaddr - PRAF M — Bkt
Onexthop - PRTF7 LSRR #0 SSRR 9 T —Bkiit
@is_strictroute - JE R IR B
Osrr_is_hit - 4 BAFHAE G F
@is_changed - IP RILFIF A%
orr_needaddr - T EILF W Ok A Hat

FELRA AR
FEILR M 04 A

{

char
char
char
char
char

char
char
char
char

faddr;

nexthop;

optlen;

SIT;

rr;

ts;

is_strictroute:1,
1,
1

>
>

T

router_alert;
cipso;
__pad2;
__datal[0];

struct rcu_head rcu;
struct ip_options opt;

I8

2.4 IEHEBXHIELSEN

2.4.1 dst_entry

ZLENISLT /include/net/dst .hH o
B ZAE R TP BRI A B PR H AT (dst_entry), H AL S T AHERHY
AN FENAE AR NN E R —Fh “Beg” o EaSPMIC KR B 18 2247 5 2R

LERG, DRAPT S AT B R R B EE FA K
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CHAPTER 2. R%F 2 %48 X450 R H)

JRIUFRSR A G R AT SRR A A S /4t s 4T LA T rh st 27 19 5L
P EL BT IR SR B AL LSS o

==
H O ©O©W 00 ~NO O WDN =

ag oo oo s b bADDSDEBDDDIDEDRDOOWWWWWWWWWNDNDNDNDNDNDNDNDDNMNDNDNDNONMDNDNRERERFRRERFRRRRK
GO WNNEHFHFOOWOWOWNOO P WNHFHFOOWONOOUPRWNEFEOOWODONOOUPR WNREOOODONOOPRWN

/* Each dst_entry has reference count and sits in some parent list(s).

* When it s remove
* After this it ent
* 45 zero, it can b

d from parent list, it is "freed" (dst_free).
ers dead state (dst->obsolete > 0) and if its refent
e destroyed immediately, otherwise it is added

* to gc list and garbage collector periodically checks the refcnt.

*/

struct dst_entry {
struct rcu_head
struct dst_entry
struct net_devic
struct dst_ops
unsigned long
unsigned long
struct dst_entry
struct dst_entry

#ifdef CONFIG_XFRM
struct xfrm_stat

rcu_head;
*child;
e *dev;

*0ops ;

_metrics;
expires;

*path;

*from;

e *xfrm;

#else
void *__padl;
#endif
int (*input) (struct sk_buff *);
int (*output) (struct net *net, struct sock *sk, struct sk_buff *skb);

unsigned short flags;
#define DST_HOST 020001
#define DST_NOXFRM 0x0002
#define DST_NOPOLICY 0z0004
#define DST_ NOHASH 0x0008
#define DST_NOCACHE 020010
#define DST_NOCOUNT 020020
#define DST_FAKE RTABLE 00040
#define DST_XFRM_TUNNEL 020080
#define DST_XFRM_QUEUE 020100
#define DST_METADATA 020200

unsigned short
short

/* A non-zero va
* of the route
* dst layer to
* destroyed.

*

* Negative valu

* force invocat
*/

short

pending_confirm;
error;
lue of dst->obsolete forces by-hand validation

entry. Positive values are set by the generic
indicate that the entry has been forcefully

es are used by the implementation layer code to
ion of the dst_ops->check() method.

obsolete;

#define DST OBSOLETE_NONE 0
#define DST OBSOLETE_DEAD 2
#define DST OBSOLETE_FORCE CHK -1
#define DST OBSOLETE_KILL -2

unsigned short
unsigned short

header_len; /* more space at head rTequired */
trailer_len; /* space to reserve at tail */

#ifdef CONFIG_IP_ROUTE_CLASSID
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__u32 tclassid;
#else
__u32 __pad2;
#endif

#ifdef CONFIG_64BIT
struct lwtunnel_state *lwtstate;
/*
* Align __refcnt to a 64 bytes alignment
* (L1_CACHE_SIZE would be too much)
*/
long __pad_to_align_refcnt[1];
#endif
/*
* __refcent wants to be on a different cache line from
* input/output/ops or performance tanks badly

*/
atomic_t __refcnt; /* client references */
int __use;
unsigned long lastuse;

#ifndef CONFIG_64BIT
struct lwtunnel_state *1lwtstate;

#endif
union {
struct dst_entry *next;
struct rtable __rcu *rt_next;
struct rt6_info *rt6_next;
struct dn_route __rcu *dn_next;
g
g

2.4.2 rtable

TR

Mdst_entry"H X AG A RIHK G R,

Z 45 R T /include/net /route .hio

XA ipvd B G AHOCEE R PR AP T2 R AP B DLBE 250, Mlstruct £lowiZk

Ak BHEY ipy W ips N —BkMOCHIHE. B RIS, MR T, BAREED,
PRA T — P iC K Hdst entry’T:l , ﬁﬁﬂzﬁﬁﬂﬂif%dst_entry'i rtable AL,

struct rtable {
/% T EFHETF ML THNNER +/

struct dst_entry dst;

int rt_genid;

/x R HERIUN — WAFEFARE +/
unsigned int rt_flags;
__ulé6 rt_type;

__u8 rt_is_input;

__u8 rt_uses_gateway;
int rt_iif;

/% Info on neighbour */
__be32 rt_gateway;

/* Miscellaneous cached information */

31
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u32 rt_pmtu;

u32 rt_table_id;

struct list_head rt_uncached;

struct uncached_list *rt_uncached_list;

I3

2.4.3 flowi
PHAREINLT /include/net/£low. b, B i A FAH KA LRSS 14 .

struct flowi {
union {
struct flowi_common __fl1_ common;

struct flowid ip4;
struct flowi6 ip6;
struct flowidn dn;

}oug
#define flowi_oif
#define flowi_tif
#define flowi_mark

U.__fl_common. flowic_oif
U
U
#define flowi_tos U.__fl_common. flowic_tos
U
U
U

.__fl_common. flowic_i%f
.__fl_common. flowic_mark
#define flowi_scope u.__fl_common. flowic_scope
#define flowi_proto
#define flowi_flags
#define flowi_secid w.__fl_common. flowic_secid

.__fl_common. flowic_proto
.__fl_common. flowic_flags

#define flowi_tun_key w.__fl_common. flowic_tun_key
} __attribute__((__aligned__(BITS_PER_LONG/S)));

2.5 TCP BHEXHIELEN
2.5.1 tcphdr

AR T /include /uapi/linux/tep.h H1o X251 1E/E TCP 1 #BAE M2 i)
EEITR

struct tcphdr {

__bel6 source;

__bel6 dest;

__be32 seq;

__be32 ack_seq;
#if defined(__LITTLE_ENDIAN_BITFIELD)
ulé resl:4,

#elif defined(__BIG_ENDIAN_BITFIELD)
__ule6 doff:4,
4’
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20 cur:1,

21 ece:1,

22 urg:1,

23 ack:1,

24 psh:1,

25 rst:1,

26 syn:1,

27 fin:1;

28 #else

29 #error "Adjust your <asm/byteorder.h> defines"
30 #endif

31 __bel6 window;

32 __sumil6 check;

33 __bel6 urg_ptr;

34 I8

2.5.2 tcp_options_received

==
H O O 00 ~NO Ol WDN =

W W W W WWWWWMNDNDNDNNDNDDNDNNDNREFERFERFBRFRRF- =2 =
O ~NOOCOT A, WNEFEF OOWWNOOPA WNEFOOOWNOOOPR~AWNDN

struct tcp_options_received {
/* PAWS/RTTM data

long

u32

u32

u32

ulé

u8

*/

ts_recent_stamp;

ts_recent;

rcv_tsval;

rcv_tsecr;
saw_tstamp : 1,

tstamp_ok : 1,
dsack : 1,
wscale_ok : 1,
sack_ok : 4,
snd_wscale : 4,
rcv_wscale : 4;
num_sacks;

ZEEMIALT /include/1inux/tep. b, HEEELA TCOP L i B .

/* Time we stored ts_recent (for aging)
BN B B P B A (B B X B 2| ts_recent B EEJH
FI TN ts_recent AN | WRENZEHZEFELE
%ﬁTﬂﬁ24i%ﬁE,M%ﬁ ts_recent TR,

*/

/* Time stamp to echo nezxt
T—MMERZEY TP BRFWHERERME, Y—INeHRE
R ACK FHINTF T BEIA N, ZBCE o i B R A
ts_recent ¥, T T—AMFREN TCP Broh B H B AE 2 &

SKB # TCP #HH|HE R R when HENH, when FEALA H N
KRB AL AL E jiffies WK 32 fL,

*/

/* Time stamp wvalue
PRI R — KRB B A3ty TOP BBy B 6] B 2 A o R R AL

*/

/* Time stamp echo reply
Rl — KRR B X ToP oy i ] B 28 50 o oy e ] K
E PN A,

*/

/* Saw TIMESTAMP on last packet
R — kWK BN TP BETHFE TCPp BHAEKLER,
0 A Ko

*/

/* TIMESTAMP seen on SYN packet
R TeP HEBEREE R 3 B A LT,

*/

/* D-SACK %s scheduled

/* Wscale seen on SYN packet
REBUTRELHT Y AET, AHAE s &F,
*/
/% SACK seen on SYN packet
FIEREX 7 Rt sack B4
*/

1 MA,

*/

/* Window scaling received from sender */
/* Window scaling to send to receiver */
/* Number of SACK blocks */
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39
40
41

I3

ul6é user_mss; /* mss requested by user in toctl */
ul6 mss_clamp; /% Mazimal mss, negotiated at connection setup */

2.5.3 tcp_sacktag_state

© 00 ~NO 1 WN =

el e el e
SO WD = O

/%

Location

*/

net/ipv4/tep_input.c

struct tcp_sacktag_state {

I3

int reord;

int fack_count;

/* Timestamps for earliest and latest never-retransmitted segment
* that was SACKed. RTO needs the earliest RTT to stay conservative,
* but congestion control should still get an accurate delay signal.
*/

struct skb_mstamp first_sackt;

struct skb_mstamp last_sackt;

int flag;

2.5.4 tcp_sock

— =
H O O 00 ~NO O WDN -

NN RNNRNRNNNRNR B H e e
NOOBEWONR,OWOOWNOOGD™~WN

ARSI T /include/linux/tcp. h o
ZHAREEET TCP P AT HIE: | EFffinet_connection_sock&5 4 FEAl i
TESMEOY. FEEHEES L TCP ML AEME

struct tcp_sock {

*/

*

*/

/* inet_connection_sock has to be the first member of tcp_sock */
struct inet_connection_sock inet_conn;

ul6 tcp_header_len; /* H &KW TCP Kt T+ */

ul6 gso_segs; /* Maz number of segs per GSO packet */

Header prediction flags
0x5?210 << 16 + snd_wnd in net byte order
B FMATIR,

__be32 pred_flags;

RFC793 variables by their proper names. This means you can
read the code and the spec side by side (and laugh ...)
See RFC793 and RFC1122. The RFC writes these in capitals.

u64 bytes_received; /* RFC4898 tcpEStatsAppHCThruOctetsReceived
* sum(delta(rcu_nzt)), or how many bytes
* were acked.

*/
u32 segs_in; /* RFC4898 tcpEStatsPerfSegsIn
* total number of segments in.
*/
u32 rcv_nxt; /* T—NFERNFHE */

u32 copied_seq; /* Head of yet unread data
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28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85

14 R BL I B 4 B Sk
*/
u32 rcv_wup; /* rcu_nzt on last window update sent

REMAE E— 00 EHAEHE, KRk S
BREL—AFOEFLE, BERRBE—AFHH
5%,

*/

u32 snd_nxt; /x T— B REW T 5 */
u32 segs_out; /* RFC4898 tcpEStatsPerfSegsOut
* The total number of segments sent.
*/
u64 bytes_acked; /* RFC4898 tcpEStatsAppHCThruOctetsAcked
* sum(delta(snd_una)), or how many bytes
* were acked.
*/
struct u64_stats_sync syncp; /* protects 64bit wvars (cf tcp_get_info()) */

u32 snd_una; /% fF ACK WE—NFTHWF5 */

u32 snd_sml; /* Last byte of the most recently transmitted small packet */

u32 rcv_tstamp; /* timestamp of last received ACK (for keepalives) */

u32 lsndtime; /* timestamp of last sent data packet (for restart window) */

u32 last_oow_ack_time; /* timestamp of last out-of-window ACK */
u32 tsoffset; /* timestamp offset */

struct list_head tsq_node; /* anchor in tsq_tasklet.head list */
unsigned long tsq_flags;

/* Data for direct copy to user */
struct {
struct sk_buff_head prequeue;
struct task_struct *task;

struct msghdr *msg;
int memory;
int len;
} ucopy;
u32 snd_wll; /* Sequence for window update */

u32 snd_wnd; /x REFEDO  x/
u32 max_window; /* Mazimal window ever seen from peer  */
u32 mss_cache; /* Cached effective mss, not including SACKS */

u32 window_clamp; /* Mazimal window to advertise
W EH O R A
*/
u32 rcv_ssthresh; /* Current window clamp */

/* Information of the most recently (s)acked skb */

struct tcp_rack {
struct skb_mstamp mstamp; /* (Re)sent time of the skb */
u8 advanced; /* mstamp advanced since last lost marking */

u8 reord; /* reordering detected */
} rack;
ul6é advmss; /* Advertised MSS
At gk By Mss IR, AR MAKEEXT,
*/

u8 unused;

35
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86

87

88

89

90

91

92

93

94

95

96

97

98

99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144

u8 nonagle : 4,/* Disable Nagle algorithm? */
thin_lto : 1,/* Use linear timeouts for thin streams */
thin_dupack : 1,/* Fast retransmit on first dupack */
repair g8 g
frto : 1;/* F-RTO (RFC5682) activated in CA_Loss */

u8 repair_queue;

u8 do_early_retrans:1,/* Enable RFC5827 early-retransmit */
syn_data:1, /* SYN includes data */
syn_fastopen:1, /* SYN includes Fast Open option */
syn_fastopen_exp:1,/* SYN includes Fast Open exp. option */
syn_data_acked:1,/* data in SYN is acked by SYN-ACK */
save_syn:1, /* Save headers of SYN packet */
is_cwnd_limited:1;/* forward progress limited by snd_cwnd? */

u32 tlp_high_seq; /* snd_nzt at the time of TLP retransmit. */

/* RTT measurement */

/*

*

*/

/*

*

*/

u32 srtt_us; /* smoothed round trip time << 3 in usecs */
u32 mdev_us; /* medium deviation */
u32 mdev_max_us; /* mazimal mdev for the last rtt period */
u32 rttvar_us; /* smoothed mdev_mazx */
u32 rtt_seq; /* sequence number to update rttvar */
struct rtt_meas {
u32 rtt, ts; /% RTT in usec and sampling time in jiffies. */

} rtt_min[3];

u32 packets_out; /* Packets which are "in flight"
R#ETT Rix R RAKRGEHAN TCP By %k H
packets_out=SND.NXT-SND.UNA

*/
u32 retrans_out; /* Retransmitted packets out
B EARGEHAN TCP By H
*/

u32 max_packets_out; /* mazr packets_out in last window */
u32 max_packets_seq; /* right edge of maz_packets_out flight */

ul6é urg_data; /* Saved octet of OOB data and control flags */

u8 ecn_flags; /* ECN status bits. */

u8 keepalive_probes; /* num of allowed keep alive probes */
u32 reordering; /% Packet reordering metric. */
u32 snd_up; /* Urgent pointer */

Options received (usually on last packet, some only on SYN packets).

struct tcp_options_received rx_opt;

Slow start and congestion control (see also Nagle, and Karn & Partridge)

u32 snd_ssthresh; /% Slow start size threshold */
u32 snd_cwnd; /* Sending congestion window
KA ER 0
*/
u32 snd_cwnd_cnt; /* Linear increase counter
BEAEROREREST OE| B ooy EBREW R Aok B
WMRZFENE, WHHACLEZAETHEFD, HBBW
HETEHEWRE Ack B, FEREEFDZE, SEKE
—/N ACK, ACK BRAfE snd_cwnd_cnt I 1o
*/
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145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203

u32 snd_cwnd_clamp; /* Do not allow snd_cwnd to grow above this */
u32 snd_cwnd_used;
u32 snd_cwnd_stamp; /* LRI — KR EH O 8y i
AWEHE, BE Ack FRHAT
WEFOWARR, TAFRENE, HTHLEETER
B IRFI T RAEFT O, HRERHREES,
WRALEHLBRAET D,
*/
u32 prior_cwnd; /% Congestion window at start of Recovery.
TN Recovery MAHWIHEST O
*/
u32 prr_delivered; /* Number of newly delivered packets to
* receiver in Recovery.

EREN Ble B HAL AN K E

*/
u32 prr_out; /% Total number of pkts sent during Recovery.
EREAMB—HREZHOHEE
*/
u32 rcv_wnd; /* Current receiver window */

u32 write_seq; /* Tatl(+1) of data held in tcp send buffer
EARANRZERF R E—NFTFZ.
*/
u32 notsent_lowat; /* TCP_NOTSENT LOWAT */
u32 pushed_seq; /* Last pushed seq, required to talk to windows */
u32 lost_out; /* Lost packets
&R B
*/
u32 sacked_out; /* SACK’d packets
B sack B, it SACK Wy TCP #IARIR B B My BLEy &,
TR sack B, FRRERREIME R NS R A, A A B B AR IA R HYE B HOR B
*/
u32 fackets_out; /* FACK’d packets
IBX SND.UNA & (SAck HTUH B AT EBCr K B By Bk R T T B Z B B, FACK
A sAck BwIKITHEREW LT LBk
lost_out=fackets_out-sacked_out
left_out=fackets_out

*/

/% from STCP, retrans queue hinting */
struct sk_buff* lost_skb_hint;
struct sk_buff *retransmit_skb_hint;

/* 000 segments go in this list. Note that socket lock must be held,
* as we do not use sk_buff_ head lock.
*/

struct sk_buff_head out_of_order_queue;

/* SACKs data, these 2 need to be together (see tcp_options_write) */
struct tcp_sack_block duplicate_sack[1]; /* D-SACK block */
struct tcp_sack_block selective_acks[4]; /* The SACKS themselves*/

struct tcp_sack_block recv_sack_cache[4];
struct sk_buff *xhighest_sack; /* skb just after the highest
* skb with SACKed bit set

* (validity guaranteed only if
* sacked_out > 0)
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204 */
205
206 int lost_cnt_hint;
207 u32 retransmit_high; /% L-bits may be on up to this seqno */
208
209 u32 prior_ssthresh; /* ssthresh saved at recovery start */
210 u32 high_seq; /* snd_nzt at onset of congestion
211 T MENRET N EREHFTFH
212 */
213
214 u32 retrans_stamp; /* Timestamp of the last retransmit,
215 * also used in SYN-SENT to remember stamp of
216 * the first SYN.
217 */
218 u32 undo_marker; /* snd_una upon a new recovery episode.
219 ER F-RTO Eik#tiT K2 A, SN Recovery HATE FE,
220 HH#N Loss IR EFI M, EFK LM snp.uvd, FBEERE .
221 AR E ST UHATHEEFRE N A EZ—, —RETR
222 WERHRERFNFEES Loss REF2FE.
223 */
224 int undo_retrans; /* number of undoable retransmissions.
225 ARBAEER AT HATRHW ER I, EHN FTRO HiE =&
226 WERS Loss W, HE, HELHITHR, ERIZEETUHATHE
227 BB R —
228 */
229 u32 total_retrans; /* Total retransmits for entire connection */
230
231 u32 urg_seq; /* Seq of received urgent pointer */
232 unsigned int keepalive_time; /* time before keep alive takes place */
233 unsigned int keepalive_intvl; /* time interval between keep alive probes */
234
235 int linger2;
236
237 /* Receiver side RTT estimation */
238 struct {
239 u32 rtt;
240 u32 seq;
241 u32 time;
242 } rcv_rtt_est;
243
244 /* Receiver queue space */
245 struct {
246 int space;
247 u32 seq;
248 u32 time;
249 } rcvq_space;
250
251 /* TCP-specific MIU probe information. */
252 struct {
253 u32 probe_seq_start;
254 u32 probe_seq_end;
255 } mtu_probe;
256 u32 mtu_info; /* We received an ICMP_FRAG_NEEDED / ICMPV6_PKT_ TOOBIG
257 * while socket was owned by user.
258 */
259
260 #ifdef CONFIG_TCP_MD5SIG
261 /* TCP AF-Specific parts; only used by MD5 Signature support so far */
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const struct tcp_sock_af_ops *af_specific;

/* TCP MD5 Signature Option information */
struct tcp_mdSsig_info __rcu *mdbsig_info;
#endif

/* 5 TCP Fast Open ¥ *WEE */

struct tcp_fastopen_request *fastopen_req;

/* fastopen_rsk points to request_sock that resulted in this big
* socket. Used to retransmit SYNACKs etc.
*/

struct request_sock *fastopen_rsk;

u32 *saved_syn;

I3

2.5.5 tcp_fastopen_cookie

X H ) len A1 val 23X M F1.3.8. 2/ A I A% U H HY len FT cookieo UIZR len
0, MAREFTFEERK—T Cookies

/* Location: include/linuz/tcp.h
*
* TCP Fast Open Cooktie as stored im memory
*/

struct tcp_fastopen_cookie {

s8 len;
u8 val [TCP_FASTOPEN_COOKIE_MAX] ;
bool exp; /* In RFC699/ experimental option format */

g

2.5.6 tcp_fastopen_request
AR A T AE fast open IR H & IEEAEITIE K

struct tcp_fastopen_request {
/* Fast Open cookie. */

struct tcp_fastopen_cookie cookie;

struct msghdr xdata; /* & fast open KA TEKENBIE »/
size_t size;

int copied; /* queued in tcp_connect() */

I3

2.5.7 tcp_request_sock

struct tcp_request_sock {

struct inet_request_sock req;

const struct tcp_request_sock_ops *af_specific;

struct skb_mstamp snt_synack; /* first SYNACK sent time */
bool tfo_listener;

u32 txhash;

u32 rcv_isn;

u32 snt_isn;

u32 last_oow_ack_time; /* last SYNACK */

u32 rcv_nxt; /* the ack # by SYNACK. For

* FastOpen it’s the seq#
* after data-in-SYN.
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*/
I8

2.5.8 tcp_skb_cb

162249 FM 1 Hrideb. ZE5HE TCP 21 SKB X FAAE B filH, xfHix 4
FAE AR BAE M SR B B E — AR A SR B B R B BT T AR T, AT E
F| TCP ZEM AN ]l X M 22 X (Control Buffer) HJo

2.5.8.1 TCP_SKB_CB

1 TCP )2, FIZZEV7 45 E B sk_buf £ WS HIZE v X AL it (EJREERY T/, Al
PIFEIRZ R BRI E M B 5. 125008 L

#define TCP_SKB CB(__skb) ((struct tcp_skb_cb *)&((__skb)->cb[0]))

ATLAE R, 1% 775505 24 co U F8 £ s il 55 M it cp_skb_cb Z5HRIFE 5. st
AV, TCP AT X R, AT tep_skb_cb BIE LT HIK
2.5.8.2 tcp_skb_cb &k

tcp_skb_cbZE AR THEED TCP Ar RS GG L mBE ROxrE A r D . 1245
FAYACH) R ST

struct tcp_skb_cb {

__u32 seq; /* R T 5 */
__u32 end_seq; /* SEQ + FIN + SYN + datalen */
union {

/* Note : tcp_tw_isn is used in input path only

* (isn chosen by tcp_timewait_state_process())
*
* tcp_gso_segs/size are used in write queue only,
* cf tep_skb_pcount ()/tep_skb_mss ()
*/
__u32 tcp_tw_isn;
struct {
ulé tcp_gso_segs;
ulé tcp_gso_size;
s
};
__u8 tcp_flags; /% TCP LA FL »/
_u8 sacked; /* SACK/FACK FrE 1L . */

R, BT RN

#define TCPCB_SACKED_ACKED 001 /* SKB WHNT */
#define TCPCB_SACKED_RETRANS 0202 /* SKB HET */
#define TCPCB_LOST 0z04  /* SKB EE% */
#define TCPCB_TAGBITS 0z07  /* W fb */
#define TCPCB_REPAIRED 010 /* SKB W42 T (no skb_mstamp) */
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6 | #define TCPCB_EVER_RETRANS 0280  /* SKB Y LM EELTT */
7 | #define TCPCB_RETRANS (TCPCB_SACKED_RETRANS| TCPCB_EVER_RETRANS/ \
8 TCPCB_REPAIRED)

ROk YRS E L TCP MK AINL o

1 __u8 ip_dsfield; /* IPuj tos or IPv6 dsfield */
2 /* 1 byte hole */

3 __u32 ack_seq; /* ACK W75 */
4 union {

5 struct inet_skb_parm h4;

6 #i1f IS_ENABLED(CONFIG_IPV6)

7 struct inet6_skb_parm h6;

8 #endi f

9 } header; /* For incoming frames */

10 I8

2.5.8.3 tcp_out_options

tcp_out_options H T{AMUL % TCP tif, TCP fufr& ik,

1 /* Location: net/ipuv4/tcp_output.c */

2 #define OPTION_SACK_ADVERTISE (1 << 0)

3 #define OPTION_TS (1 << 1)

4 #define OPTION_MD5 (1 << 2)

5 #define OPTION_WSCALE (1 << 3)

6 | #define OPTION FAST_ OPEN_COOKIE (1 << 8)

7

8 struct tcp_out_options {

9 ul6 options; /* OPTION * WL, */

10 ul6 mss; /x RN o, NMFRKXAZLER */

11 u8 ws; /* BURK, 0 FKAKAZET »/

12 u8 num_sack_blocks; /* number of SACK blocks to include */
13 u8 hash_size; /* bytes in hash_location */

14 __u8 *hash_location; /* temporary pointer, overloaded */

15 __u32 tsval, tsecr; /* need to include OPTION_TS */

16 struct tcp_fastopen_cookie *fastopen_cookie; /* Fast open cookie */
17 I8

41



CHAPTER 3

TCP #iH

Contents

3.1 BIBEZEEO ... ... 41
3.1.1 tecp_sendmsg . . . ... ... 41
3.1.2 tcp_sendmsg_fastopen . . . . ... ... ... ... ... .. 46
313 TCPPush #/F. .. ... ... . 46
3.1.31 forced_ push . .. ... ... ... ... .. ... 46

3.1.32 tecp_mark_push . ... ... .. ... ... 47

3133 tep_push . . ... ... Lo 47

3.1.34 tcp_push_one . ... ... ... ... .. ... 48

3.1.3.5 __tcp_push_pending frames ... .. ... .. ... 48

32 MHEIIPE . ... ... 48
3.2.1 tep_write_xmit . ... ..o 48
3.2.2 tep_transmit_skb . . ... ..o oL 51
3.2.3  tep_select__window(struct sk_buff *skb) . . ... ... L 54

3.1 HEELZEEA
3.1.1 tcp_sendmsg
] TCP A% Y A T2 A tcp_sendmsg PRALH SLELAT -
/* Location: net/ipud/tcp.c
Parameter:
sk &4 il BT

*
*
* msg BEWW R P EWHEL
* size Fi P B e ity BodE b K

*/

int tcp_sendmsg(struct sock *sk, struct msghdr *msg, size_t size)
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struct tcp_sock *tp = tcp_sk(sk);

struct sk_buff *skb;

int flags, err, copied = 0;

int mss_now = O, size_goal, copied_syn = 0;
bool sg;

long timeo;

/% TEEFEFZ I */
lock_sock(sk);

flags = msg->msg_flags;
if (flags & MSG_FASTOPEN) {
err = tcp_sendmsg_fastopen(sk, msg, &copied_syn, size);
if (err == -EINPROGRESS && copied_syn > 0)
goto out;
else if (err)
goto out_err;

}

MR A A RIARERAL, HIWHE A S T HR#EITJE (Fast Open). X Fast Open [
Wi, M 1.3.80 WHRHFH T Fast Open, M1 tcp_sendmsg_fasopentRZUHE T4
KALFE

timeo = sock_sndtimeo(sk, flags & MSG_DONTWAIT);

/x ERFEETR. BT TP REMEREN, WRARXFRIFEENE, ELE
* REEMATEN, Fd, XEH—MHOASER, WRELAT Fast Open W3 H IE,
* AV DL ZRBEFEWITE P BN,
*/
if (((1 << sk->sk_state) & ~(TCPF_ESTABLISHED | TCPF_CLOSE_WAIT)) &&
'tcp_passive_fastopen(sk)) {
err = sk_stream_wait_connect(sk, &timeo);
if (err '= 0)
goto do_error;

}

/% TCP repair & Linuz3.5 FINWFAT, U4 LN BN R N WE LN ETH.
* CHBETIHZE, ¥ TeP ZEEHXE N AWHRA.
*/
if (unlikely(tp->repair)) {
if (tp->repair_queue == TCP_RECV_QUEUE) {
copied = tcp_send_rcvq(sk, msg, size);
goto out_nopush;

err = -EINVAL;
if (tp->repair_queue == TCP_NO_QUEUE)
goto out_err;
/* ’common’ sending to sendq */
/* This should be in poll */

sk_clear_bit (SOCKWQ_ASYNC_NOSPACE, sk);

/% KB MSS K/N. size_goal AHIEIM Bk M L&k & P R iF R AKE,
* WA TFIFD R M, size_goal & MSS By K/N, BN, & MSS HyEEH.

43



3.1. HEAEEHED CHAPTER 3. TCP %t
35 */

36 mss_now = tcp_send_mss(sk, &size_goal, flags);

37

38 /* Ok commence sending.

39 * copied 5= T4 MM P BRI A ) H KW F A4

40 */

41 copied = 0;

42

43 err = -EPIPE;

44 if (sk->sk_err || (sk->sk_shutdown & SEND_SHUTDOWN))

45 goto out_err;

46

47 sg = !!(sk->sk_route_caps & NETIF_F_SG);

48

49 /*x TWER, ¥MRAFPRELXENWATELHREY £, »/

50 while (msg_data_left(msg)) {

51 /% copy RERRKFENA FHFERT LG NBEE. */

52 int copy = 0;

53 int max = size_goal;

54

55 /*x HAANEE Sk, FHH B SkB FIAWREFNEEE, »/
56 skb = tcp_write_queue_tail(sk);

57 if (tcp_send_head(sk)) {

58 if (skb->ip_summed == CHECKSUM_NONE)

59 max = mSS_now;

60 copy = max - skb->len;

61 }

62

63 /x WMRBEFHETRGOERET, WL2REHFIE— SKB, */
64 if (copy <= 0) {

65 new_segment:

66 /* Allocate new segment. If the interface is SG,
67 * allocate skb fitting to single page.

68 */

69 if (!sk_stream_memory_free(sk))

70 goto wait_for_sndbuf;

71

72 skb = sk_stream_alloc_skb(sk,

73 select_size(sk, sg),
74 sk->sk_allocation,
75 skb_queue_empty (&sk->sk_write_queue)) ;
76 if (!skb)

77 goto wait_for_memory;

78

79 /*

80 * Check whether we can use HW checksum.

81 */

82 if (sk->sk_route_caps & NETIF_F_ALL_CSUM)

83 skb->ip_summed = CHECKSUM_PARTIAL;

84

85 /* Y38y SkB WK EINE, FHEFE copy B maz WEH. =/
86 skb_entail (sk, skb);

87 copy = size_goal;

88 max = size_goal;

89

90 /* All packets are restored as if they have
91 * already been sent. skb_mstamp isn’t set to
92 * quotid wrong rtt estimation.

93 */
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if (tp->repair)
TCP_SKB_CB(skb)->sacked |= TCPCB_REPAIRED;

/* Try to append data to the end of skb. */
if (copy > msg_data_left(msg))
copy = msg_data_left(msg);

/* THNIOE TR ELA = ETUREIE »/
if (skb_availroom(skb) > 0) {
/* f£ SKB KA H — W=, EHITH copy W, UERAZZHE, =/
copy = min_t(int, copy, skb_availroom(skb));
err = skb_add_data_nocache(sk, skb, &msg->msg_iter, copy);
if (err)
goto do_fault;
} else {
bool merge = true;
int i = skb_shinfo(skb)->nr_frags;
struct page_frag *pfrag = sk_page_frag(sk);

if (!sk_page_frag refill(sk, pfrag))
goto wait_for_memory;

/% FIBT RS ERE — N F .
if (!skb_can_coalesce(skb, i, pfrag->page,
pfrag->offset)) {
if (i == sysctl_max_skb_frags || !sg) {
/x REREAR, WLAREFIW— SKB. */
tcp_mark_push(tp, skb);
goto new_segment;
¥

merge = false;

copy = min_t(int, copy, pfrag->size - pfrag->offset);

if (!sk_wmem_schedule(sk, copy))
goto wait_for_memory;

/* KR P BEREH B SKB ¥ */
err = skb_copy_to_page_nocache(sk, &msg->msg_iter, skb,
pfrag->page,
pfrag->offset,
copy) ;
if (err)
goto do_error;

/* BH SKB, */
if (merge) {
skb_frag_size_add(&skb_shinfo(skb)->frags[i - 1], copy);
} else {
skb_fill_page_desc(skb, i, pfrag->page,
pfrag->offset, copy);
get_page(pfrag->page) ;
}
pfrag->offset += copy;
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if (!copied)
TCP_SKB_CB(skb) ->tcp_flags &= ~TCPHDR_PSH;

/* BH TCP WF5 =/
tp—>write_seq += copy;
TCP_SKB_CB(skb)->end_seq += copy;
tcp_skb_pcount_set(skb, 0);

copied += copy;

if (!msg_data_left(msg)) {
tcp_tx_timestamp(sk, skb);
goto out;

if (skb->len < max || (flags & MSG_00B) || unlikely(tp->repair))
continue;

/* REZEE RGO L RE, *»/
if (forced_push(tp)) {
/x WMRFESLH ALK, WREAMEBHERT] ENBEHLEN £ +/
tcp_mark_push(tp, skb);
__tcp_push_pending_frames(sk, mss_now, TCP_NAGLE_PUSH) ;
} else if (skb == tcp_send_head(sk))
tcp_push_one(sk, mss_now);
continue;

set_bit (SOCK_NOSPACE, &sk->sk_socket->flags);
/x BELMERAN T ZERE, HEFRNFRE, */

/x WMREEBRT —EWHEET, BLRHEFELELEE, =/
if (copied)
tcp_push(sk, flags & ~MSG_MORE, mss_now,
TCP_NAGLE_PUSH, size_goal);

err = sk_stream_wait_memory(sk, &timeo);
if (err !'= 0)
goto do_error;

mss_now = tcp_send_mss(sk, &size_goal, flags);

}

25, e RSN AR FEE 7 o (L L) IE IR 40X B out T out_nopushffi
B

/x WREAETHBRBRFEEFRE, HEEHENT HHE, Br2REzHkELHE »/
if (copied)
tcp_push(sk, flags, mss_now, tp->nonagle, size_goal);

/x ¥ sk Bk, HFRECEZXUNHEER. +/
release_sock(sk) ;
return copied + copied_syn;

/x BENHR/RFERERE, SHANEI DX, WRYWH SKkB =H LM,
* Mo, ¥iZ SkB NREAFIF =k, HBEKIZ SKB.

*/

if (!skb->len) {
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tcp_unlink_write_queue(skb, sk);

/* It is the one place in all of TCP, ezcept connection
* reset, where we can be unlinking the send_head.
*/

tcp_check_send_head(sk, skb);

sk_wmem_free_skb(sk, skb);

/x IWREEHINT H4E, o, aFELH. +/
if (copied + copied_syn)
goto out;

/x KEGHEEBED, B, */

err = sk_stream_error(sk, flags, err);

/* make sure we wake any epoll edge trigger waiter */

if (unlikely(skb_queue_len(&sk->sk_write_queue) == 0 && err == -EAGAIN))
sk->sk_write_space(sk);

release_sock(sk);

return err;

3.1.2 tcp_sendmsg_fastopen

WHRIFH T Fast Open, M&EX B —tcp_fastopen_requestZitaff, 04

FHFIH B R/ INEUE %6 1 1“7 B o

static int tcp_sendmsg_fastopen(struct sock *sk, struct msghdr *msg,

int *copied, size_t size)

struct tcp_sock *tp = tcp_sk(sk);
int err, flags;

/* WREBATE LS, REHRE +/
if (!(sysctl_tcp_fastopen & TFO_CLIENT_ENABLE))
return -EOPNOTSUPP;
[ MREEHERAWBEET, REERME +/
if (tp->fastopen_req)
return -EALREADY; /* Another Fast Open %s in progress */

/x AR FEGEER P RAER WA LS8 BT B/
tp->fastopen_req = kzalloc(sizeof (struct tcp_fastopen_request),
sk->sk_allocation);
if (unlikely(!tp->fastopen_req))
return -ENOBUFS;
tp->fastopen_req->data = msg;
tp—>fastopen_req->size = size;

flags = (msg->msg_flags & MSG_DONTWAIT) 7 O_NONBLOCK : O;

/% BT fast open B, HFEAKE, FEN, XEHHELRATTEN
* BHETEE, IFEERTUEEER TN IBYHRAZLEXT,
*/

err = __inet_stream_connect (sk->sk_socket, msg->msg_name,

msg->msg_namelen, flags);

*copied = tp->fastopen_req->copied;

tcp_free_fastopen_req(tp);

return err;
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FEIERREGE AR, B Fast Open W>RIFESTHMK, €18 T Fast Open 17

3.1.3 TCP Push &{E

TCP HHURML T PUSH MhEE, HERIN T iZbrE0L, TCP Ea R 5 & %
H2eo DMEZ B TAEmRFINESGS. AEHRTNZE TCP L8t , ArAaEfASE
{748 5€ PUSH. TCP WJSLILSARYRIE I H1TH8 ¢ PUSH o

3.1.3.1 forced_push

BESRHATHY TCP LM AR S HATHRE PUSH frdifs, IARFEAEA 20T,
BIFAL SR E PUSH FRiiiWE? forced_pushif%TZs i 7 A/ E PUSH Friifify
—ME L

static inline bool forced_push(const struct tcp_sock *tp)

{
/% B =R PUSH R W R FEF LR F S
* HERBTF W — 8, 2BITH PUSH
*/
return after(tp->write_seq, tp->pushed_seq + (tp->max_window >> 1));
3

MIXE R, £F Linux 1, WERGAFRYEER I 1 & AN —ELLE, Bapl

3.1.3.2 tcp_mark_push

tcp_mark_pushRAUH THRIC— 1 EdE 2/ PUSH iz,

static inline void tcp_mark_push(struct tcp_sock *tp, struct sk_buff *skb)

{
TCP_SKB_CB(skb)->tcp_flags |= TCPHDR_PSH;
tp—>pushed_seq = tp->write_seq;

3.1.3.3 tcp_push

tcp_push BRI T AR TS H R

static void tcp_push(struct sock *sk, int flags, int mss_now,
int nonagle, int size_goal)
{
struct tcp_sock *tp = tcp_sk(sk);
struct sk_buff *skb;

/x WREZERTURENLT, HERE, *»/
if (!tcp_send_head(sk))
return;

/x BN BB HIEE, WmREHEE SN HRIE R BR#H

* HRT forced_push W&, A4, M ZEAIEL PUSH
*/

skb = tcp_write_queue_tail(sk);
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if (!(flags & MSG_MORE) || forced_push(tp))
tcp_mark_push(tp, skb);

tcp_mark_urg(tp, flags);
if (tcp_should_autocork(sk, skb, size_goal)) {

/% avoid atomic op +f TSQ_THROTTLED bit %s already set */
if (!'test_bit(TSQ_THROTTLED, &tp->tsq_flags)) {
NET_INC_STATS(sock_net(sk), LINUX_MIB_TCPAUTOCORKING);
set_bit (TSQ_THROTTLED, &tp->tsq_flags);
}
/* It is possible TX completion already happened
* before we set TS{_THROTTLED.
*/
if (atomic_read(&sk->sk_wmem_alloc) > skb->truesize)
return;

if (flags & MSG_MORE)
nonagle = TCP_NAGLE_CORK;

/x WHBEALEHEZ +/

__tcp_push_pending_frames(sk, mss_now, nonagle);

3.1.3.4 +tcp_push_one
R T R ORBAA B R BB Ak HE 2

void tcp_push_one(struct sock *sk, unsigned int mss_now)

{

struct sk_buff *skb = tcp_send_head(sk);

BUG_ON('!skb || skb->len < mss_now);

tcp_write_xmit(sk, mss_now, TCP_NAGLE_PUSH, 1, sk->sk_allocation);
}

3.1.3.5 __tcp_push_pending_frames

/x BEFERFIFHELHLE, »/
void __tcp_push_pending frames(struct sock *sk, unsigned int cur_mss,
int nonagle)

{
/x MRMHEFECEAXAT, W2EHRE, »/
if (unlikely(sk->sk_state == TCP_CLOSE))
return;
/x WRpWBREH £, */
if (tcp_write_xmit(sk, cur_mss, nonagle, O,
sk_gfp_atomic(sk, GFP_ATOMIC)))
tcp_check_probe_timer(sk);
}
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3.2 MR IP =F

3.2.1 tcp_write_xmit
1E_ B AR Z A, #ER A T tep_write_xmitRIT AL IEYIRE.

/* Location: net/ipuv4/tcp_output.c
*

* Parameter:

* sk: BEF

* mss_nouw: YATH B MSS AN

* nonagle: = &J8f Nagle Hik,

* push_one: % push_one KT 0 B, &&K#E A
*/

static bool tcp_write_xmit(struct sock *sk, unsigned int mss_now, int nonagle,
int push_one, gfp_t gfp)
{
struct tcp_sock *tp = tcp_sk(sk);
struct sk_buff #*skb;
unsigned int tso_segs, sent_pkts;
int cwnd_quota;
int result;
bool is_cwnd_limited = false;
u32 max_segs;

/* ZRERTRUTRZNEHHE, WHEtA 0 +/
sent_pkts = 0;

if (!push_one) {
/x AT MU HA %/
result = tcp_mtu_probe(sk);
if (!result) {
return false;
} else if (result > 0) {
sent_pkts = 1;

}

/% R AW S »/

max_segs = tcp_tso_autosize(sk, mss_now);

/* TWIEHR REN T, HATKE »/

while ((skb = tcp_send_head(sk))) {
unsigned int limit;

/* KB TSO BB */
tso_segs = tcp_init_tso_segs(skb, mss_now);
BUG_ON(!tso_segs);

if (unlikely(tp->repair) && tp->repair_queue == TCP_SEND_QUEUE) {
/* "skb_mstamp" is used as a start point for the retransmit timer */
skb_mstamp_get (&skb->skb_mstamp) ;
goto repair; /* Skip network transmission */

}

/% KA cwnD IR R AN */
cwnd_quota = tcp_cwnd_test(tp, skb);
if (!cwnd_quota) {

if (push_one == 2)
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53 /x BHIKE - NMEHTECEN, */

54 cwnd_quota = 1;

55 else

56 /x WRFOKNY o WEEREETERE, */
57 break;

58 }

59

60 /x MRUMBF RAEREFHIN, WEEKE »/

61 if (unlikely(!tcp_snd_wnd_test(tp, skb, mss_now)))

62 break;

63

64 if (tso_segs == 1) {

65 /* WRLE 1S0 48, WANEEE R Nagle Hikt, */
66 if (unlikely(!tcp_nagle_test(tp, skb, mss_now,

67 (tcp_skb_is_last(sk, skb) 7
68 nonagle : TCP_NAGLE_PUSH))))
69 break;

70 } else {

71 /x WRFE TS0 8, WRhEZEFELRKE, »/
72 if (!push_one &&

73 tcp_tso_should_defer(sk, skb, &is_cwnd_limited,
74 max_segs))

75 break;

76 }

7

78 /* RTEF B TRHATHELE, »/

79 limit = mss_now;

80 if (tso_segs > 1 && !'tcp_urg_mode(tp))

81 limit = tcp_mss_split_point(sk, skb, mss_now,

82 min_t (unsigned int,

83 cwnd_quota,

84 max_segs),

85 nonagle) ;

86

87 /x WRKEFEMIAT pBRE], ALMA tso_fragment HATHE, */
88 if (skb->len > limit &&

89 unlikely(tso_fragment(sk, skb, limit, mss_now, gfp)))
90 break;

JE A Linux3.6 5] ABHHLE « fE2 B Linux SZELH W5 TCP B8 QRK, 84,
AT RE FEAK SIS H ¢ A& I B ) A H T AN ZZAF I KN, RSB EL. N T
PIZAE, Linux 5|7 TCP /NAFIHLH

1 /% TCP Small Queues :

2 * EHIHNE| gdisc/devices FHHM K E.

3 * ZAH R T U TR -

4 * - BHFH RTT 5T Ack FE

5 * - BhakR

6 * - BHEE

7 * Alas, some drivers / subsystems require a fair amount
8 * of queued bytes to ensure line rate.

9 * One exzample is wift aggregation (802.11 AMPDU)

10 */

11 limit = max(2 * skb->truesize, sk->sk_pacing_rate >> 10);
12 limit = min_t(u32, limit, sysctl_tcp_limit_output_bytes);
13

14 if (atomic_read(&sk->sk_wmem_alloc) > limit) {

15 set_bit (TSQ_THROTTLED, &tp->tsq_flags);
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/* It 4is possible TX completion already happened
* before we set TS{_THROTTLED, so we must
* test again the condition.
*/
smp_mb__after_atomic();
if (atomic_read(&sk->sk_wmem_alloc) > limit)
break;

}

/% R tep_transmit_skb WHIEIERZFEH Xk *»/
if (unlikely(tcp_transmit_skb(sk, skb, 1, gfp)))
break;

repair:
/* Advance the send_head. This one is sent out.
* This call will increment packets_out.
*/

tcp_event_new_data_sent(sk, skb);

/x WMREZFEWEANT Mss, WEHKRE—NMNLHTFES */
tcp_minshall_update(tp, mss_now, skb);
sent_pkts += tcp_skb_pcount (skb) ;

if (push_one)
break;

}

/x WMRKET B, MLAREFTMRNGET. »/
if (likely(sent_pkts)) {
if (tcp_in_cwnd_reduction(sk))
tp->prr_out += sent_pkts;

/* Send one loss probe per tatl loss episode. */
if (push_one != 2)
tcp_schedule_loss_probe(sk) ;
is_cwnd_limited |= (tcp_packets_in_flight(tp) >= tp->snd_cwnd);
tcp_cwnd_validate(sk, is_cwnd_limited);
return false;
}
return !tp->packets_out && tcp_send_head(sk);

3.2.2 tcp__transmit__skb

HIEH R B A tep_transmit_skb ™ 58 Y o 1% PR B £ B TAE 28 TCP
IR, IHERAES IP 2. HTEIERR RS ACK JEA BRI, IrbARREELE
FABI KA AR B — 1y SKB HY45 177 o

/* Location: net/ipuv4/tcp_output.c

* Parameter:

* sk: BET

* skb: ERFEWE

* clone_st: i [& 2 &
* gpf_mask: WHAHEF A
*/

static int tcp_transmit_skb(struct sock *sk, struct sk_buff *skb, int clone_it,
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gfp_t gfp_mask)

const struct inet_connection_sock *icsk = inet_csk(sk);
struct inet_sock *inet;

struct tcp_sock *tp;

struct tcp_skb_cb *tcb;

struct tcp_out_options opts;

unsigned int tcp_options_size, tcp_header_size;

struct tcp_mdbsig_key *md5;

struct tcphdr *th;

int err;
BUG_ON(!skb || !tcp_skb_pcount(skb));

if (clone_it) {
skb_mstamp_get (&skb->skb_mstamp) ;

/x XRWE SkB R R R4 SKB Wi IE, 4R
* REEELTEG— R
*/
if (unlikely(skb_cloned(skb)))
skb = pskb_copy(skb, gfp_mask);
else
skb = skb_clone(skb, gfp_mask);
if (unlikely(!skb))
return -ENOBUFS;
}

IR IERIFIAHE TCP HILET. E5EHWNZ TCP G221 SYN . AURE,
W Htcp_syn_optionstEEAHMN AL, I, WM tcp_established_options kil
MR ATIEI . VR, X BRI A R BARAETUS K/, AR R4 TCP &
HIEIT A

inet = inet_sk(sk);

tp = tcp_sk(sk);

tcb = TCP_SKB_CB(skb) ;

memset (&opts, 0, sizeof (opts));

if (unlikely(tcb->tcp_flags & TCPHDR_SYN))
tcp_options_size = tcp_syn_options(sk, skb, &opts, &md5);
else
tcp_options_size = tcp_established_options(sk, skb, &opts,
&md5) ;

MREET AN, AT LAE— SR TCP LI A/Ne 25, WHMREEAE skb 3k
HBA TCP LA H 2 [A] o

tcp_header_size = tcp_options_size + sizeof (struct tcphdr);

/* if no packet is in qdisc/device queue, then allow XPS to select
* another queue. We can be called from tcp_tsq_handler()
which holds one reference to sk_wmem_alloc.

*
*
* TODO: Ideally, in-flight pure ACK packets should not matter here.
* One way to get this would be to set skb->truesize = 2 on them.
*/
skb->000_okay = sk_wmem_alloc_get(sk) < SKB_TRUESIZE(1);
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skb_push(skb, tcp_header_size);
skb_reset_transport_header (skb) ;

skb_orphan (skb) ;

skb->sk = sk;

skb->destructor = skb_is_tcp_pure_ack(skb) 7 sock_wfree : tcp_wfree;
skb_set_hash_from_sk(skb, sk);

atomic_add(skb->truesize, &sk->sk_wmem_alloc);

NG, BUEAZ] T HIEME TCP LI SR A 1o

/* Build TCP header and checksum it. */
th = tcp_hdr(skb);

th->source = inet->inet_sport;

th->dest = inet->inet_dport;

th->seq = htonl(tcb->seq);

th->ack_seq = htonl(tp->rcv_nxt);

*(((__bel6 *)th) + 6) = htons(((tcp_header_size >> 2) << 12) |

tcb->tcp_flags) ;

if (unlikely(tcb->tcp_flags & TCPHDR_SYN)) {
/* RFC1323: The window in SYN & SYN/ACK segments
* 15 mever scaled.

*/
th->window = htons(min(tp->rcv_wnd, 65535U));
} else {
th->window = htons(tcp_select_window(sk));
}
th->check = 0;
th->urg_ptr = 0;

/* The urg_mode check ts necessary during a below snd_una win probe */
if (unlikely(tcp_urg_mode(tp) && before(tcb->seq, tp->snd_up))) {
if (before(tp->snd_up, tcb->seq + 0x10000)) {
th->urg_ptr = htons(tp->snd_up - tcb->seq);
th->urg = 1;
} else if (after(tcb->seq + OxFFFF, tp->snd_nxt)) {
th->urg_ptr = htons(0xFFFF);
th->urg = 1;

/* EEREHE, ARABIEHE TP HTEN */
tcp_options_write((__be32 *)(th + 1), tp, &opts);
skb_shinfo(skb) ->gso_type = sk->sk_gso_type;
if (likely((tcb->tcp_flags & TCPHDR_SYN) == 0))
tcp_ecn_send(sk, skb, tcp_header_size);

#ifdef CONFIG_TCP_MD5SIG
/* Calculate the MD5 hash, as we have all we need now */
if (md5) {
sk_nocaps_add(sk, NETIF_F_GSO_MASK);
tp->af_specific->calc_md5_hash(opts.hash_location,
md5, sk, skb);

#endif
T, DA T EG AR TP R ATHIT T .
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icsk->icsk_af_ops->send_check(sk, skb);

/x fEEAKRE TCP Ff, XELWATHEENE L, +/
if (likely(tcb->tcp_flags & TCPHDR_ACK))
tcp_event_ack_sent(sk, tcp_skb_pcount(skb));

if (skb->len != tcp_header_size)
tcp_event_data_sent(tp, sk);

if (after(tcb->end_seq, tp->snd_nxt) || tcb->seq == tcb->end_seq)
TCP_ADD_STATS (sock_net (sk), TCP_MIB_OUTSEGS,
tcp_skb_pcount (skb) ) ;

tp->segs_out += tcp_skb_pcount (skb);

/* 0K, its time to fill skb_shinfo(skb)->gso_{segs/size} */
skb_shinfo(skb)->gso_segs = tcp_skb_pcount (skb);
skb_shinfo (skb) ->gso_size = tcp_skb_mss(skb);

/% Our usage of tstamp should remain private */
skb->tstamp.tv64 = O;

/* Cleanup our debris for IP stacks */
memset (skb->cb, 0, max(sizeof(struct inet_skb_parm),
sizeof (struct inet6_skb_parm)));

/x BEXE, ROEEMWNE 1P ZHRERF +/

err = icsk->icsk_af_ops->queue_xmit(sk, skb, &inet->cork.fl);

if (likely(err <= 0))
return err;

/x WMRRET FL R EFRAFACEEF), WLAHNBFAREFHRS. +/

tcp_enter_cwr(sk) ;

return net_xmit_eval(err);

3.2.3 tcp_select_ window(struct sk__buff *skb)

XA R B AR FR RS — AN B 0 K/ NEAFHF 3 Frecp_socke 1R A 45 SRAR HiE
RFC1323 (3£M.1.3.2) 37 74505

static ul6 tcp_select_window(struct sock *sk)
{
struct tcp_sock *tp = tcp_sk(sk);
u32 old_win = tp->rcv_wnd;
u32 cur_win = tcp_receive_window(tp);
u32 new_win = __tcp_select_window(sk);
/% old_win RFW T E AN,
* cur_win HETAIEWCEH B KN,
* new_win EHEEFHKRNE O AN,
*/

/% UIFHEOWANNT YRTE O ANE, TEEERE D AN,
* & TEEE W& B —MATH,
*/

if (new_win < cur_win) {
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3

/% Danger Will Robinson!

* Don’t update rcv_wup/rcv_wnd here or else
* we will not be able to advertise a zero
* window in time. --DaveM
*
* Relax Will Robinson.
*/
if (new_win == 0)

NET_INC_STATS(sock_net(sk),
LINUX_MIB_TCPWANTZEROWINDOWADV) ;
/ BITEH XN HFHFONTEMFOR, ¥HFORENKT cur_win
* By 1<<tp->rz_opt.rcv_wscale B R,
*/
new_win = ALIGN(cur_win, 1 << tp->rx_opt.rcv_wscale);
}
/x BLUAHBEREDRENFNETORD, »/
tp—>rcv_wnd = new_win;
tp->rcv_wup = tp->rcv_nxt;

/% FIWT YR O R, */

if (!tp->rx_opt.rcv_wscale && sysctl_tcp_workaround_signed_windows)
new_win = min(new_win, MAX_TCP_WINDOW) ;

else
new_win = min(new_win, (65535U << tp->rx_opt.rcv_wscale));

/* RFC1323 % E O KA. REZFUREH, ZEILEE new win £

* BOWAEEAMN, FrolREEFEREESHTURE 16 ER PR E D AN,
* INEEL,

*/

new_win >>= tp->rx_opt.rcv_wscale;

/* If we advertise zero window, disable fast path. */
if (new_win == 0) {

tp->pred_flags = O;

if (old_win)

NET_INC_STATS(sock_net(sk),
LINUX_MIB_TCPTOZEROWINDOWADV) ;

} else if (old_win == 0) {

NET_INC_STATS(sock_net(sk), LINUX_MIB_TCPFROMZEROWINDOWADYV) ;
}

return new_win;

X, BT __tep_select_window (sk) KT EHTHYE I K/N. ZR%L

SIEINE RN, AR P RS

1

2

T4
-

Py

FARBEN A (RFCT93)

I~ socket FIrRESE A A A2 A7 BRI HY o

RFC 1122 Hijt:

"the suggested [SWS] avoidance algorithm for the receiver is to keep RECV.NEXT
+ RCV.WIN fixed until: RCV.BUFF - RCV.USER - RCV.WINDOW >=
min(1/2 RCV.BUFF, MSS)"

o6



3.2. Hrdiz IP & CHAPTER 3. TCP %

HEAE A T HOT RIBIR T 1 256 0E 1 0 52 IR FF recv.next+rev.win
R4 B #]:RCV.BUFF - RCV.USER - RCV.WINDOW >= min(1/2 RCV.BUFF,
MSS)

WAiE, ERIER A K/ NZ HkZED— MSS AL 7T, TUIAREEEK
[GISEEPYE I PNANE

SR, ML Linux TR, BAlER R X D EIE S IR LT (header predic-
tion), EASLTN&BUEth->window /N o AT, fRFFth->windowlil E AL ST
FEWOT BT B IR TS QL ERBIE R . AEIXFPR R, — R B RS ER
T F A AR R AT — D7 28K, WUR AR T SE T TR T 1 2R G IE R T s
AR LHA 22 HI B A]

Linux ) TCP #5BEEA12% 1T BSD WIS 5. BSD AEX 7 T ML & A2,
R A WA AN T R RS ERY £, HASRZS/NT mss 1Y 5, AR A0 A EN
0o 0], FURBRAIHIPH % 0 45/, B THIRE R T KT RN IYERE (the largest
representable value)o BSD 5P AN G0 HEA _LHGZ MSS ARG AL
HARZAEM T ot AR/ N R EEAZ . R, Linux SRTSEEIE F o0 MSS B,
DAGRAFHLL AT N o

u32 __tcp_select_window(struct sock *sk)
{
struct inet_connection_sock *icsk = inet_csk(sk);
struct tcp_sock *tp = tcp_sk(sk);
int mss = icsk—->icsk_ack.rcv_mss;
int free_space = tcp_space(sk);
int allowed_space = tcp_full_space(sk);
int full_space = min_t(int, tp->window_clamp, allowed_space);
int window;

/* R mss I T BIEWRE AN, LI mss REEALATFHRETERN, */
if (mss > full_space)
mss = full_space;

if (free_space < (full_space >> 1)) {
/% BREBENT R EEE—FEH, */

icsk->icsk_ack.quick = 0;

if (tcp_under_memory_pressure(sk))
tp->rcv_ssthresh = min(tp->rcv_ssthresh,
4U * tp->advmss);

/% free_space MM RAFWE O AN, Hik, FELRE
x EOTRNYM,
*/

free_space = round_down(free_space, 1 << tp->rx_opt.rcv_wscale);

[ WRERBENT mss WA, BFRTRAALFZEWE 1/16, 4,
* RE o0 wH, HN, tcp_clamp_wzndow() oK FERKZFE tcp_rmem[Z]o
* FHRANNFELETHARRATHEFT. FTRANFO, BHAHEN mnss B
* RKAUEE o BHABAKRT (Tia RED.,
*/
if (free_space < (allowed_space >> 4) || free_space < mss)
return O;
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36
37
38
39
40
41
42
43
44
45
46
47
48
49

if (free_space > tp->rcv_ssthresh)
free_space = tp->rcv_ssthresh;

/* XERLB—AGUMER, BREWRIFET EO%4K, BARBRENTF mss T
* FTURBRFFE DR T 2 WA,

tp->rcv_wnd;
if (tp->rx_opt.rcv_wscale) {
free_space;

/* Advertise enough space so that it won’t get scaled away.
* Import case: prevent zero window announcement %f

* 1<<rcv_wscale > mss.
*/
if (((window >> tp->rx_opt.rcv_wscale) << tp->rx_opt.rcv_wscale) != window)
window = (((window >> tp->rx_opt.rcv_wscale) + 1)
<< tp->rx_opt.rcv_wscale);
} else {
/x WMRNEFEAV, BLAREEFDREN mss WERFHK,
* HHWR free_space > YHIH B K/Mm b2 A iFa & HH—F,
* Mo, BREHEDKRDEER free_space
*/
if (window <= free_space - mss || window > free_space)
window = (free_space / mss) * mss;
else if (mss == full_space &&
free_space > window + (full_space >> 1))
window = free_space;
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RIPER X EEGE MR EE R 2 Jn, BT & IRk, S8R R AR SR R A T
ACER, AR BRI B AR BB . 99K, XS, AR 2 FCS
o6 o A B B I C 2R 37 T o

MAEARSCHI AT, FRATFEOGTERE TCP ERYSEIE, SmIR( 12554 INET
Socket [z o

TCP etz hl e 2 A =K T RIS, FRILBAFY, prequeue PAFIFNE &R
o

5 tep_low latency(Z WARZLER S HHIE) I, TCP 14 fil e i v
WOFALEE TCP B, A5 HAd A\ ZIHEAMAS S P HERE B BA S AR B TCP
BUREHZIH P 2T, 2R

A A tep_low_latency iX/ MBI, WIATLASE &) tep WU &Rt M
MNiREE . TCP &t dl e bW s TCP BLsNE!] prequeue PAFIH SR 7 BI4L
H prequeue PAFIHTHIEL . WIER P BERE IR AR SEHREL YR, W] LAE B HIEUm 2 H P s
A ZEAEIX R, NSRS AT, S8 e MR R [l FEZ RGN, APlait
H prequeue PAFIHHTEL, (H A2 BERRAEHAT reev ZERGEWM AT, AFEH A
A I EIE 2 P 2 [T 247 X

MR R PR R A E (G S 1 i B s LB e i, it & A H tcp__low_ latency,
HRRWGARALTER] TCP BB e &g, — B P i imis i, mias il
WHLEE AT, K TCP BB Je i i+ A3

4.2 BHEREFABRS AN TEB
4.2.1 BIKmLAE

4.2.1.1 +tcp_vé4_rcv

BN BT R R AR E AT ROR BORE -, 2 TP JERIREIRCC, Bek 2 Rl — 1
SR IP BEiZ e, S AERERAEIREL, L e R,

/%
Location:
net/ipvd/tep_ipu4.c
Function:
TCP HR KT,
Parameter:
skb: A IP EEEIE RN KER.
*/
int tcp_vé4_rcv(struct sk_buff *skb)
{

const struct iphdr *iph;
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© 00 ~NO 1B WN =

e el i
w N = O

© 0 ~NO 1 WN =

const struct tcphdr *th;

struct sock *sk;

int ret;

struct net *net = dev_net(skb->dev);

/* MR ZREANE R EEEF +/

if (skb->pkt_type != PACKET_HOST)
goto discard_it;

/* Count it even if it’s bad */

TCP_INC_STATS_BH(net, TCP_MIB_INSEGS);

/*
wR TP BEAWMAETHIRT, NEZARELHE IP BEFUAR,
HETRE, BXPhBEwERET, £l, FEFEELFFIRX
ZH 2 skB MAMEFHEERY, WRRERE, MNEF LR

*/

if (!pskb_may_pull(skb, sizeof (struct tcphdr)))
goto discard_it;

KT pskb_may pull ELIHHZ, 152 8.1.6.

/* REMRBFOCH KE +/
th = tcp_hdr(skb);
/%

WE TCP WEMKENTAHEREN TeP WEIHKE, WHH TeP KERY,

RitHEXEREE, £7.
*/
if (th->doff < sizeof(struct tcphdr) / 4)
goto bad_packet;
/*
BMEA ToP EHKERTER, WARE, WEF
*/
if (!pskb_may_pull(skb, th->doff * 4))
goto discard_it;

KT pskb_may_ pull EZIHNZ, 1EZ08.1.6.

/* An exzplanation is required here, I think.
* Packet length and doff are walidated by header prediction,
* provided case of th—>doff==0 is eliminated.
* So, we defer the checks. */

/*

BiE TCP EEFHARRA, WRBAAIR, WHARXEHF, RiTHEXE

*/
if (skb_checksum_init(skb, IPPROTO_TCP, inet_compute_pseudo))
goto csum_error;

Sy

ROk, MRS TCP HHHAYE EORIKE TCP #HlkpiIE, K4 TCP EEH

HABE M AP, N T ET IR ERUTR]) TCP HHRB B, FEIRHX L
NPT eI AE TCP AL A TRl

O ~NO O WN =

th = tcp_hdr(skb);
iph = ip_hdr(skb);

/* This 4s tricky : We move IPCB at its correct location into TCP_SKB_CB()

* barrier() makes sure compiler wont play fool Waliasing games.
*/
memmove (&TCP_SKB_CB (skb)->header.h4, IPCB(skb),
sizeof (struct inet_skb_parm));

/x B LGRERFREBRM +/
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barrier();

TCP_SKB_CB(skb)->seq = ntohl(th->seq); //HLF1b/T75

TCP_SKB_CB(skb)->end_seq = (TCP_SKB_CB(skb)->seq + th->syn + th->fin +
skb->len - th->doff * 4);//

TCP_SKB_CB(skb)->ack_seq = ntohl(th->ack_seq);// | — MLt 74 8 )75

TCP_SKB_CB(skb)->tcp_flags = tcp_flag_byte(th);

TCP_SKB_CB(skb)->tcp_tw_isn = 0;

TCP_SKB_CB(skb)->ip_dsfield = ipv4_get_dsfield(iph);

TCP_SKB_CB(skb)->sacked = 0;

B ORI __inet_lookupfE ehash B bhash U 5E HAR H Huhb Rl 0 R & A%
Frsdildee WIRAE ehash H#E], WX RCEAED | =B FIFH A 7i&ER:, ATLL
BHTIE R AE(S . WERAE bhash H#H], NERREEYECAEYE uH, T
KA WERAEPI DS AR A HORE B I T B B s PR oA A g, Bkt
Flno_tcp_socket ALALHE,

sk = __inet_lookup_skb(&tcp_hashinfo, skb, th->source, th->dest);
if (!sk)
goto no_tcp_socket;

T ORARLEALHE

//TIME_WAIT K7, FEAEBERESE

if (sk->sk_state == TCP_TIME_WAIT)
goto do_time_wait;

//NEW_SYN_RECV I &, 727

if (sk->sk_state == TCP_NEW_SYN RECV) {
struct request_sock *req = inet_reqsk(sk);
struct sock *nsk;

sk = req->rsk_listener;

if (unlikely(tcp_v4_inbound_md5_hash(sk, skb))) {
reqsk_put(req);
goto discard_it;

}

if (unlikely(sk->sk_state != TCP_LISTEN)) {
inet_csk_reqsk_queue_drop_and_put(sk, req);
goto lookup;

}

sock_hold(sk) ;

nsk = tcp_check_req(sk, skb, req, false);

if (!nsk) {
reqsk_put (req) ;
goto discard_and_relse;

}

if (nsk == sk) {
reqsk_put(req);

} else if (tcp_child_process(sk, nsk, skb)) {
tcp_v4_send_reset(nsk, skb);
goto discard_and_relse;

} else {
sock_put (sk);
return 0O;

}
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}

/xttl INTHEWTRNE ttlix/

if (unlikely(iph->ttl < inet_sk(sk)->min_ttl)) {
NET_INC_STATS_BH(net, LINUX_MIB_TCPMINTTLDROP);
goto discard_and_relse;

ARBALTE

//ER IPsec HAFJE, WRERKIK, AT,

if (!xfrm4_policy_check(sk, XFRM_POLICY_IN, skb))
goto discard_and_relse;

//md5 A%

if (tcp_v4_inbound_md5_hash(sk, skb))
goto discard_and_relse;

nf_reset(skb);

/7R

if (sk_filter(sk, skb))
goto discard_and_relse;

/%
WE SKB W dev N NULL, X ZEHEANAEC LR THEHE, WK dev
EATEEAENL

*/

skb->dev = NULL;

/*LISTEN K& #/

if (sk->sk_state == TCP_LISTEN) {
ret = tcp_v4_do_rcv(sk, skb);
goto put_and_return;

sk_incoming_cpu_update(sk) ;
/*
TR TeP BZ AT, TEMHESA A, B Pt sk
HE BN 1 #7718
*/
bh_lock_sock_nested(sk);
tcp_sk(sk)->segs_in += max_t(ul6, 1, skb_shinfo(skb)->gso_segs);
ret = 0;
/* FERR MR A T ] R R B+
if (!sock_owned_by_user(sk)) {
/#prequeue F[EEL */
if (!tcp_prequeue(sk, skb))
ret = tcp_v4_do_rcv(sk, skb);
} else if (unlikely(sk_add_backlog(sk, skb,
sk->sk_rcvbuf + sk->sk_sndbuf))) {
/% BB EERTI R */
bh_unlock_sock(sk);
NET_INC_STATS_BH(net, LINUX_MIB_TCPBACKLOGDROP) ;
goto discard_and_relse;
}
//fE
bh_unlock_sock(sk) ;

s BRGIRITH, SiTEh o MEHE, EA sk\_free B tEHEHIH »/
sock_put (sk);
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return ret;
/*

IR R A A MR R B M, Rk, MEWER, SxmAE RST #X.
*/

/% BR IPsec #iEME, WREFR KM, FHATHIAE. »/
if (!xfrm4_policy_check(NULL, XFRM_POLICY_IN, skb))
goto discard_it;

if (tcp_checksum_complete(skb)) {
TCP_INC_STATS_BH(net, TCP_MIB_CSUMERRORS);

TCP_INC_STATS_BH(net, TCP_MIB_INERRS);
} else {
tcp_v4_send_reset (NULL, skb);

/%
*/

/* Discard frame. */
kfree_skb(skb) ;
return O;

sock_put(sk) ;
goto discard_it;
/% W TIME WAIT KA */

if (!xfrm4_policy_check(NULL, XFRM_POLICY_IN, skb)) {
/*inet_timewait_sock YA Bl Hit%k */
inet_twsk_put (inet_twsk(sk));
goto discard_it;

¥

if (tcp_checksum_complete(skb)) {
inet_twsk_put (inet_twsk(sk));
goto csum_error;

}
%%mmjmhpuE%%W§,%§m&mu

/ /AR 8 IR 8 BEAT AR by 4L 38
switch (tcp_timewait_state_process(inet_twsk(sk), skb, th)) {
case TCP_TW_SYN: {
struct sock *sk2 = inet_lookup_listener(dev_net(skb->dev),
&tcp_hashinfo,
iph->saddr, th->source,
iph->daddr, th->dest,
inet_iif(skb));
if (sk2) {
inet_twsk_deschedule_put(inet_twsk(sk));
sk = sk2;
goto process;
¥
/* Fall through to ACK */
}
case TCP_TW_ACK:
tcp_v4_timewait_ack(sk, skb);
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}

break;
case TCP_TW_RST:

goto no_tcp_socket;
case TCP_TW_SUCCESS:

>

goto discard_it;

4.2.1.2 tcp_prequeue

==
_H O OW o0 ~NO O WN -

2D D DD DD P WWWWWWWWWWNNNNDNNMDNMNMNMNMNNMNNONMNNONNDRERRRRRRR
~NO O, WNNEHEH OO NOOPA, WNEFEFOOWOWLWOMNOOU P WNEOOOLONOOO P WNDN

/*

Location:

net/ipu4/tep_ipv4.c

Function:

Packet is added to VJ-style prequeue for processing in process
context (HE LT X), if a reader task is waiting. Apparently, this exciting
idea (VJ’s mail "Re: query about TCP header on tcp-ip" of 07 Sep 93)
failed somewhere. Latency? Burstiness? Well, at least now we will

see, why it failed. 8)8)

Parameter:

*/

bool tcp_prequeue(struct sock *sk, struct sk_buff *skb)

{

sk: fEintsdls
skb: ZHERX

struct tcp_sock *tp = tcp_sk(sk);

J/WRFFE T tep_low latency B Al P ik A mHdE, HERE

BFEAKEFKT tep KHEKE, HE prequeve AT N =,

if (sysctl_tcp_low_latency || !tp->ucopy.task)
return false;

/*

*/

if (skb->len <= tcp_hdrlen(skb) &&

skb_queue_len(&tp->ucopy.prequeue) == 0)

return false;

/* Before escaping RCU protected region, we need to take care of skb

*

*

*

* an optimistic check.
*/
if (likely(sk->sk_rx_dst))
skb_dst_drop(skb) ;
else
skb_dst_force_safe(skb);
/*

Instead of doing full sk_rz_dst validity here,

dst. Prequeue ts only enabled for established sockets.
For such sockets, we might need the skb dst only to set sk->sk_rz_dst

let’s perform

KRB B IE prequeve AFIH, FHEH prequeue WA FIHFHEH A 7.

*/

__skb_queue_tail (&tp->ucopy.prequeue, skb);

tp->ucopy.memory += skb->truesize;
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/*
IR prequeve HHMW N HFHEIHEWRERF LR, N
SLZAIE prequeue FAF| EHEL,

*/

if (tp->ucopy.memory > sk->sk_rcvbuf) {
struct sk_buff *skbil;

BUG_ON(sock_owned_by_user(sk)) ;

while ((skbl = __skb_dequeue(&tp->ucopy.prequeue)) != NULL) {
sk_backlog_rcv(sk, skbl);
NET_INC_STATS_BH(sock_net(sk),
LINUX_MIB_TCPPREQUEUEDROPPED) ;

tp->ucopy.memory = O;
} else if (skb_queue_len(&tp->ucopy.prequeue) == 1) { /B K B 1
wake_up_interruptible_sync_poll(sk_sleep(sk),
POLLIN | POLLRDNORM | POLLRDBAND);
//RTEERE ack, WAMEH B 50 ERA AT A,
if (!inet_csk_ack_scheduled(sk))
inet_csk_reset_xmit_timer(sk, ICSK_TIME_DACK,
(3 * tcp_rto_min(sk)) / 4,
TCP_RTO_MAX) ;
}

return true;

4.2.2 BTRE T8

4.2.2.1 +tcp_recvmsg

— =
H O OW o0 ~NO Ol WN

NN NNNR R R B2
P WONEFE O OOOWNO O WN

FA— B EXHZ R AT T o

/*
Location:
net/ipv4/tep.c
Function:
* This routine coptes from a sock struct into the user buffer.
*
* Technical note: in 2.3 we work on _locked_ socket, so that
* tricks with *seq access order and skb->users are not required.
* Probably, code can be easily improved even more.
Parameter:
sk: Rk,
msg:
len:
nonblock: &7 M2
flags: B EKEWITE.
addrlen:
*/

int tcp_recvmsg(struct sock *sk, struct msghdr *msg, size_t len, int nonblock,
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25 int flags, int *addr_len)

26 {

27 struct tcp_sock *tp = tcp_sk(sk);

28 int copied = 0;

29 u32 peek_seq;

30 u32 *seq;

31 unsigned long used;

32 int err;

33 int target; /* Read at least this many bytes */

34 long timeo;

35 struct task_struct *user_recv = NULL;

36 struct sk_buff *skb, *last;

37 u32 urg_hole = 0;

38 /AR AER T BERREEHEFHRRNFINER, TBREEITHT R,
39 if (unlikely(flags & MSG_ERRQUEUE))

40 return inet_recv_error(sk, msg, len, addr_len);

41 /TR, , 2220

42 if (sk_can_busy_loop(sk) && skb_queue_empty(&sk->sk_receive_queue) &&
43 (sk->sk_state == TCP_ESTABLISHED))

44 sk_busy_loop(sk, nonblock);

ERFE LSRR IO, BT ORI T IR AR T .

1 /*
2

3

4 */
5

6

7 err
8 /*
9
10
11 */
12
13
14 /*
15
16 */
17
18

19
20
21 */
22
23
HREEALTE

1

2

3

4

5

6

7

8

9

10

AR P HBRTERBE L, ST EREHT Y, XEBEHA T AERNIET,

BIERE, NSRS TR & EE 2 WA FoRH i 4 R

lock_sock(sk);
/ /e R A, Transport endpoint is nmot connected

= -ENOTCONN;

R R AT LISTEN KA, RN KRB EH
W R R PR ke, R aERE,

if (sk->sk_state == TCP_LISTEN)

goto out;

IRECIE 2 SR EUHY A B AR, SR EAT R B, NEMEEY o

timeo = sock_rcvtimeo(sk, nonblock);

/* Urgent data needs to be handled spectially.

R R EEEOY AR, W FERE S recu_urg FHATAIE,

if (flags & MSG_00B)

goto recv_urg;

/IBBRT
if (unlikely(tp->repair)) {
// Operation not permitted

err = -EPERM;
/IR R REERIENE, REERE R out LI
if (!(flags & MSG_PEEK))
goto out;
//2222
if (tp->repair_queue == TCP_SEND_QUEUE)
goto recv_sndq;
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//Invalid argument

err = -EINVAL

if (tp->repair_queue == TCP_NO_QUEUE)
goto out;

/* ’common’ recv queue MSG_PEEK-ing */
3

TR EARE S AR N B E 2 - S AR, 2 B0Hr =4 Al
AR E, DEBFS. WREBICEE, W& EH copied_seq, (HEMIRAZ AL
PEMIFA R MR G X ER T, IBAARERHT copied_seqo AL, HdmEHI2H
SREERET, KRS 2 AR/ HIE R Z 5T copied_seq, i LAIX HLAHR
PR A B ARICE BOFhRIC Y bk, 10 ThT Y A2 A R Bt 5 AN S D 2
WIEEF

B AT R R AR R S E T MSG_WAITALL SR8 E A 7 2%
WOHCHCHE . R T MSG. WAITALL bk, JUREHUSCHR KR AR P R4 A
FIZ4L lens

JBBET PR E)?)
if (unlikely(tp->repair)) {
// Operation not permitted
err = -EPERM;
/R R REFERIENE, REERE R out LI
if (!(flags & MSG_PEEK))
goto out;
//?22%2
if (tp->repair_queue == TCP_SEND_QUEUE)
goto recv_sndg;
//Invalid argument
err = -EINVAL

if (tp->repair_queue == TCP_NO_QUEUE)
goto out;

/* ’common’ recv queue MSG_PEEK-ing */
}

R TEARE S . EIEdE NI E 2 - SRR, ST
EEHINIE, DINBF 5. WRBIEEE, NSTEH copied seq, HA2R H AR HEL
P IHAE N RGN XA EHIE, IAREEHE T copied seqo K, HRE M H
BB, O RIE 2 A B B R AR & S 58T copied _seq, FTLAIX ELIAR
PR A SRR BB TR bR e M i, T 5 TR 1 2 R E Rl e 4 /R S DA eI
W

g — AT AR R BRI 2 A E T MSG_ WAITALL KA E A M A 35 g
WA . R E T MSG_ WAITALL braks, TSz 2 oA P 8 B A
HIZ%L lens

seq = &tp->copied_seq;

if (flags & MSG_PEEK) {
peek_seq = tp->copied_seq;
seq = &peek_seq;

}
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~

target = sock_rcvlowat(sk, flags & MSG_WAITALL, len);

ETORMIT urg data A1 urgseq AN AT R A SR M. WERAE A b
B, WIZIEARIEF BRI G0, WRA P RAE SR, MRZ kAR
A5

1 do {

2 u32 offset;

3

4 /* Are we at urgent data? Stop if we have read anything or have SIGURG pending. */
5 if (tp->urg_data && tp->urg_seq == *seq) {

6 if (copied)

7 break;

8 if (signal_pending(current)) {

9 copied = timeo 7 sock_intr_errno(timeo) : -EAGAIN;

10 break;

11 }

12 }

TR E SRR AFIX

1 /* Next get a buffer. */

2 /RBUT — AN BB 1 B,

3 last = skb_peek_tail (&sk->sk_receive_queue) ;

4 skb_queue_walk(&sk->sk_receive_queue, skb) {

5 last = skb;

6 /* Now that we have two receive queues this

7 * shouldn’t happen.

8 IR B A F o B BT 5 R BOR, UL R BUE B T —AME R B,
9 KA R R A prequeve BEAIT], LR EXMBIFMIZL &,
10 */

11 if (WARN(before(*seq, TCP_SKB_CB(skb)->seq),

12 "recvmsg bug: copied %X seq %X rcvnxt %X f1 %X\n",

13 xseq, TCP_SKB_CB(skb)->seq, tp->rcv_nxt,

14 flags))

15 break;

16 /*

17 B, RMNEERRT FT—MNERBNEER, HTHZBTFHERKENRBLE,
18 BN, it A 18 06 AAE B B KR T B A

19 */
20 offset = *seq - TCP_SKB_CB(skb)->seq;
21 /*
22 HT sww RFERT —ANFE, BRImRFE sy ink, WFERE
23 . WTWY offset ARFTER, Hik, T2 I ALK K.
24 */
25 if (TCP_SKB_CB(skb)->tcp_flags & TCPHDR_SYN)
26 offset——;
27 /*
28 RAYEBEZBENBEREREN, TRAFREBT A%, Bk, #ETX
29 %%ﬂfwMJhMbﬁgﬁﬁﬂ#%o
30 */
31 if (offset < skb->len)
32 goto found_ok_skb;
33 /*
34 IR BERE B FIN /78, MBkEE| found fin_ ok ALALFE,
35 */
36 if (TCP_SKB_CB(skb)->tcp_flags & TCPHDR_FIN)
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goto found_fin_ok;
WARN(! (flags & MSG_PEEK),
"recvmsg bug 2: copied %X seq %X rcvnxt %X f1 %X\n",
*seq, TCP_SKB_CB(skb)->seq, tp->rcv_nxt, flags);
}

SURFESEGE ARG, A REAE R s ASIA 2 BTG 00 T XA BRI J5 4 FA S R Y
TCP Bto AMIZ AL

T2 RO P BERE XL s SR T R BUE, # TCP B EIR &I, H
i, — B P R R fa f il Rl 32 S BRI AL B A BA S o AL B 45 A S ELERAE re-
lease_sock S, LABfORAEAT A A g 40 A A 72 AU DR e 7 R AL B IS 45 A S o

/* Well, if we have backlog, try to process it now yet. */

if (copied >= target && !sk->sk_backlog.tail)
break;

MR BAF H AT DA U B B 415258, AR prequeue BRJEAAPASI 2T, FATR
BRI E RS R I . R RGN, SR ARX R, R
HI 24 ORI S A 5 28 BA S AR AR, AR A MA T2 ab 2 .

if (copied) {

/*
Rl S C
1. HH#RKE
2.7CP T CLOSE W&
3. shutdown KA
4. WEIEE
5. REEEHIE

*/

if (sk->sk_err ||
sk->sk_state == TCP_CLOSE | |
(sk->sk_shutdown & RCV_SHUTDOWN) ||
Itimeo ||
signal_pending(current))
break;

} else {

/% R TCP SR T KLLE 2/

if (sock_flag(sk, SOCK_DONE))
break;

/% WMRAHER, REHERD */

if (sk->sk_err) {
copied = sock_error(sk);
break;

/x R shutdown, RE x/
if (sk->sk_shutdown & RCV_SHUTDOWN)

break;
/*
R TCP WKAN CLOSE, WEHEOFHEALRS, NHREWT®
ERR—MARELEENEED, Hik, REAENKEIRD,
*/

if (sk->sk_state == TCP_CLOSE) {
if (!sock_flag(sk, SOCK_DONE)) {
/* This occurs when user tries to read
* from never connected socket.
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36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54

—= =
H O O 00 ~NO O WDN =

W W W W WWWWMNDNDNDNDNDDNDNDNMNMNNNMNNRERFRERFRRFERFFH B -2
~NOoO O WNHFHEF OOWONOODO P WNRFEOOOONOOORWDN

*/
copied = -ENOTCONN;
break;
¥
break;
}
/*
K| HAE, HAAFMERER, WERE%ED Try again
*/

if (!timeo) {
copied = -EAGAIN;
break;
}
/x R E SR E| S, HREAENHERD */
if (signal_pending(current)) {
copied = sock_intr_errno(timeo);
break;

/R R A AT B K E
tcp_cleanup_rbuf (sk, copied);
/%
EXRERABERENELT, H2EARBRNES
FTENE prepare A7,
*/
if (!sysctl_tcp_low_latency && tp->ucopy.task == user_recv) {
/* Install new reader
R K EE — KA IE prepare AP B TE, N FEXE IFEEHE
HEAFRM,. EFMAGE R, XYM AEIENERE, ESTABLISHED
RAWERALERT REKEFELHEA P =,
*/
if (luser_recv && !(flags & (MSG_TRUNC | MSG_PEEK))) {
user_recv = current;
tp->ucopy.task = user_recv;
tp->ucopy.msg = msg;
}
//EF LR AR W R P EFE KN,
tp—>ucopy.len = len;
//HATRE RS BAE,
WARN_ON(tp->copied_seq != tp->rcv_nxt &&
! (flags & (MSG_PEEK | MSG_TRUNC)));

*

Ugly... If prequeue ts not empty, we have to
process it before releasing socket, otherwise
order will be broken at second iteration.
More elegant solution is required!!!

Look: we have the following (pseudo)queues:
packets in flight

backlog
prequeue

N WD =~

receive_queue

Each queue can be processed only if the next ones
are empty. At this point we have empty receive_queue.

* ¥ X ¥ %X X ¥ X ¥ X * * *x
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38 * But prequeue _can_ be not empty after 2nd iteration,
39 * when we jumped to start of loop because backlog

40 * processing added something to receive_queue.

41 * We cannot release_sock(), because backlog contains
42 * packets arrived _after_ prequeued ones.

43 *

44 * Shortly, algorithm is clear --- to process all

45 * the queues in order. We could make it more directly,
46 * requeueing packets from backlog to prequeue, <if

47 * 175 not empty. It is more elegant, but eats cycles,
48 * unfortunately.

49 */

50 /*

51 R prequeue RFIFH R, MEk## 3| do\_orequeue FELAIHE prequeue FAF,
52 */

53 if (!skb_queue_empty(&tp->ucopy.prequeue))

54 goto do_prequeue;

55

56 /* __ Set realtime policy in scheduler __ */

57 }

ARZEALTR IR BGEEE , WAH release sock SRARSUEM A HIEL ) T8 HIAL
MG, SEETE A lock sock BB L imEHH. fEPH ] releasesock FYRff%,
LA T RES HIARHR .

T SRESE v A, L PHE SR, W A\ R AR S5 AR RO X R 0L T, tep_v4_do_rev
Ab3E TCP BH AT RE S A B B 1 2 FH - 25 (Ao

1 if (copied >= target) {

2 /* Do not sleep, just process backlog. */

3 release_sock(sk);

4 lock_sock(sk);

5 } else {

6 sk_wait_data(sk, &timeo, last);

7 }

1 if (user_recv) {

2 int chunk;

3

4 /* __ Restore normal policy in scheduler __ */

5 /*

6 EHHAAPREKEUNRCZAHEA P REHHEEKE

7 */

8 chunk = len - tp->ucopy.len;

9 if (chunk !'= 0) {

10 NET_ADD_STATS_USER (sock_net (sk), LINUX_MIB_TCPDIRECTCOPYFROMBACKLOG, chunk);
11 len -= chunk;

12 copied += chunk;

13 }

14 /*

15 WRBERE BRI T EECELBEF A PHERE,
16 B prequeue FIF N =, WFEMSMNIE prequeve K7, I
17 EHFAWA P ZENKERMEEEGE P 2 HHEKE.
18 */

19 if (tp->rcv_nxt == tp->copied_seq &&
20 !skb_queue_empty (&tp->ucopy.prequeue)) {
21 do_prequeue:
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22 tcp_prequeue_process (sk) ;

23

24 chunk = len - tp->ucopy.len;

25 if (chunk != 0) {

26 NET_ADD_STATS_USER (sock_net (sk), LINUX_MIB_TCPDIRECTCOPYFROMPREQUEUE, chunk);
27 len -= chunk;

28 copied += chunk;

29 }

30 }

31 }

AEFRSE prequeue PAFIIG , WA BHT copied seq, H H B A HWE , N T ZE BT peek  seqo
SRIGURBEAREU T — > BT A 3L

1 if ((flags & MSG_PEEK) &&
2 (peek_seq - copied - urg_hole != tp->copied_seq)) {
3 net_dbg_ratelimited("TCP(%s:%d): Application bug, race in MSG_PEEK\n",
4 current->comm,
5 task_pid_nr(current));
6 peek_seq = tp->copied_seq;
7 }
8 continue;
1 found_ok_skb:
2 /* Ok so how much can we use? */
3 /*
4 REZ T RN HEKE, EMEHLEST
5 B d TCP 75 REIRRBERBEEAZE T W RS,
6 */
7 used = skb->len - offset;
38 if (len < used)
9 used = len;
10
11 /* Do we have urgent data here?
12 W RAZ B G A AN AR, NRBE SN Z B W R
13 o R A B AL BT S B Y, U R A AR A R
14 il ]
15 RSB RS A 0, Nt E A FEN B EZW I EE,
16 H bR AP RNE EH SR, B 5 8 o Bl Bl
17 WX WY, WFERAERBMEYHERN —BE5HK, WE
18 BERHEENFE. EFHENRE S, RE, WRTELEZLITH
19 Bz JEN o, WIHARAHIETE, BRIAREHEIEES skip_copy &
20 PAELR
21 RIS BERB LA 0, NFERERKEINER KEH 213545
22 BN 1k,
23 */
24 if (tp->urg_data) {
25 u32 urg_offset = tp->urg_seq - *seq;
26 if (urg_offset < used) {
27 if (lurg_offset) {
28 if (!sock_flag(sk, SOCK_URGINLINE)) {
29 ++xseq;
30 urg_hole++;
31 offset++;
32 used——;
33 if (!used)
34 goto skip_copy;
35 }

73



4.2. AJkw EEA L 8 mE T AR

36
37
38
39

© 0 ~NO 1B WN =

N NNNNNREFE R B R 3R
W NN O OOWWNO O WDN - O

==
H O O©W 00 ~NO O WDN =

N DD DNDNDNNNNNFERFRRFR P2~ 2 2 =
~NOoO O, WNDEHE O WOWOWWNO O, WN

}

} else
used = urg_offset;

BT ORAL S U F 15 L o

if

/*

*/

(! (flags & MSG_TRUNC)) {
/*
W JFl skb_copy_datagram_msg F¥EAE A H 2 H P2
It BARYE R B By R A BT R S WA T HiR,
*/
err = skb_copy_datagram_msg(skb, offset, msg, used);
if (err) {
/* Ezception. Bailout! */
if (!copied)
copied = -EFAULT;
break;

REREFHERN—L5H, WEEREEHFT. LM
BEWKE, MANTUERNAEF REZFAD, WREZRA,
NE XA, SREEERRRBEF T,

*seq += used;

copied += used;

len —= used;
/*tcp_rcu_space_adjust HEAEY TCP HBWEFH RN */
tcp_rcv_space_adjust(sk);

skip_copy:
/%

*/

if

*/
if

S
*

if

*/
if

WREE TR T MW AN AR, WEFSIREFSFE,

REEBTURSE, T AERE B, 38X DI 3 B RAT Pk

BELZREBEET .

(tp—>urg_data && after(tp->copied_seq, tp->urg_seq)) {
tp->urg_data = 0;
tcp_fast_path_check(sk);

WRZ B BRI A EAE), MRS ZE, WARH

BB R F] o Bk

(used + offset < skb->len)
continue;

WREINERFAE FIN AFF, Wk E found\_fin\_ok AL LE */

(TCP_SKB_CB(skb)->tcp_flags & TCPHDR_FIN)
goto found_fin_ok;

WREE BT ZENLHHE, EXREEKE, T AR ZEAERLT +

HER, ARERELHEEENE,

(! (flags & MSG_PEEK))
sk_eat_skb(sk, skb);

continue;

/%
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28 BT FIv R E—ANFT, BERAHMEREFTFEENE,
29 WREEEZZEN LW EEF L EEEKE, WK ZEMNA
30 BRAFI MR, RAERTURET, TRAEEEHET.
31 */
32 found_fin_ok:
33 /* Process the FIN. */
34 ++*seq;
35 if (!(flags & MSG_PEEK))
36 sk_eat_skb(sk, skb);
37 break;
38 } while (len > 0);
1 if (user_recv) {
2 //prequeve 7|3 =
3 if (!skb_queue_empty(&tp->ucopy.prequeue)) {
4 int chunk;
5
6 tp->ucopy.len = copied > O 7 len : O;
7 //8E prequeue A7,
8 tcp_prequeue_process(sk) ;
9 /*
10 WRALE prequeve WFIH BT XA —HoKERFZA P ZH, NEFEREHKE
11 R P =R B &K/ E R BN T,
12 */
13 if (copied > 0 &% (chunk = len - tp->ucopy.len) != 0) {
14 NET_ADD_STATS_USER (sock_net (sk), LINUX_MIB_TCPDIRECTCOPYFROMPREQUEUE, chunk);
15 len -= chunk;
16 copied += chunk;
17 }
18 }
19 /*
20 KETEE ucopy.task 1 ucopy.len, R P YR A FEHEE, EXHFLLE prequeve A FIH,
21 FoaRuEatz i zE, BEhREERERA tep_low latency WIEWT, F P ¥ E 31
22 M, THNSEHEEERH AP =,
23 */
24 tp->ucopy.task = NULL;
25 tp->ucopy.len = 0;
26 }
27 \end
28
29 AERKERBEE, FERRRMNEZESHSELH L AACKE, HFREHIA R T K AACKE, FREZ A F R E
30 B EBZ RN &
31 \begin{minted} [linenos]{c}
32 /* According to UNIX98, msg_name/msg_namelen are tignored
33 * on connected socket. I was just happy when found this 8) --ANK
34 */
35
36 /* Clean up data we have read: This will do ACK frames. */
37 tcp_cleanup_rbuf (sk, copied);
38
39 release_sock(sk);
40 return copied;

ROk, BHT—LE A LA .
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W ~NO 1A WN =

el e e e el el
O 00 ~NO OB WDNH+H OO

/%

WMREFEFNIEFES 1 HiE, Rk EN, BUERERAERESRZD,
*/
out:

release_sock(sk);

return err;

/*

R R S HIE, WHEA tep_recu_urg B,
*/
recv_urg:

err = tcp_recv_urg(sk, msg, len, flags);
goto out;
/%
72 X—FRTHLHR?
*/
recv_sndq:
err = tcp_peek_sndq(sk, msg, len);
goto out;
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LinuxPRI#% 4% B4 R A2 E]

sock_read

BSD
Socket 2

i
i
i
i
i
i
tep_recvmsg '
i
i
i

tep_va_do_rov

& RMEprequeueBAFl

INET
Socket 2

tep_vé4_rev cklog

v
A&
sk_backlog

FRGUAR, @it
A

& B P TR
ip_rovizii

FIEg &0
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1 /*

2 Location:

3

4 net/ipv4/tep_ipv4.c

5

6 Function:

7

8 EAE H oA — M EEE,

9

10 Parameters:

11

12 sk: IS P

13 waddr: W MIEA, EA TR I IF BORAE B o 3 i

14 addr_len : B HIKE

15 */

16 int tcp_v4_connect(struct sock *sk, struct sockaddr *uaddr, int addr_len)
17 {

18 /*

19 sockaddr_in HAEA THA —A Internet (IP) EFHF it
20 */
21 struct sockaddr_in *usin = (struct sockaddr_in *)uaddr;
22 struct inet_sock *inet = inet_sk(sk);
23 struct tcp_sock *tp = tcp_sk(sk);
24 /*
25 W 45X £ B Km0,

26 bel6 means 16 bits stored with big-endian

27 be32, the same.

28 */

29 __bel6 orig_sport, orig_dport;

30 __be32 daddr, nexthop;

31 struct flowid *£f14;

32 struct rtable *rt;

33 int err;

34 struct ip_options_rcu *inet_opt;

35

36 /x R E A KEREAR +/

37 if (addr_len < sizeof(struct sockaddr_in))

38 return -EINVAL; //Invalid argument %1ZFLJ 22
39

40 /x BB PURZEER +/

41 if (usin->sin_family != AF_INET) //IPVj Hihb3

42 return -EAFNOSUPPORT; //Address family not supported by protocol
43

44 /* ¥ T— Bkt Ao B 6303k F e BN A P e AW IP Hhik #/

45 nexthop = daddr = usin->sin_addr.s_addr;

46 inet_opt = rcu_dereference_protected(inet->inet_opt,

47 sock_owned_by_user(sk));
48 /x WREHEFF A E, W Tk % BN 1P ETHFH faddr-first hop address+/
49 if (inet_opt && inet_opt->opt.srr) {

50 if (!daddr)

51 return -EINVAL;

52 nexthop = inet_opt->opt.faddr;

53 }

BT rcu_dereference protected PREL{H A T RCU 8, RCU #HEARN 2 119.6.1.
TR B R — TR R Y B SR o — MRS FR A R H B kR AT o A Y

AR PR AT E T, IR 2 RSO, Al DURSER kR e &
BRA A 55 55
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A ik — AN R g B i % TR

//Network is unreachable

IPSTATS_MIB_OUTNOROUTES) ;

//Network is unreachable

R¥me, MWXAERINWEZHFER +/

1 orig_sport = inet->inet_sport;

2 orig_dport = usin->sin_port;

3 f14 = &inet->cork.fl.u.ip4; S/ N T dipus B

4 /* FBEFWHEHEZER, wREEERSE, N/

5 L/I\’iﬁiﬁﬂHTWﬂ%ﬁ TREREHE SyN B, T E At E 4 é’]ﬁfrﬁik%%ﬁifﬁ
6 W] DA B — AN By AR e 1R L

7 */

8 rt = ip_route_connect(f14, nexthop, inet->inet_saddr,

9 RT_CONN_FLAGS(sk), sk->sk_bound_dev_if,
10 IPPROTO_TCP,

11 orig_sport, orig_dport, sk);

12 * FIBT A RER R »/

13 if (IS_ERR(rt)) {

14 err = PTR_ERR(rt);

15 if (err == -ENETUNREACH)

16 IP_INC_STATS(sock_net(sk),

17 return err;

18 }

XF %0 IS ERR. PTR_ERR WM EARN4, 52 109.2.1.2.

1 /*TCP TR E R R AN AB XL BN EHEFI »/

2 if (rt->rt_flags & (RTCF_MULTICAST | RTCF_BROADCAST)) {
3 ip_rt_put(zrt);

4 return -ENETUNREACH;

5 }

6

7 /x R IP WIH A REE XA E

8 if (!'inet_opt || !inet_opt->opt.srr)

9 daddr = fl4->daddr;

10

11 /% MBI E R A, WKENEZFTFHFEHL ~/

12 if (!inet->inet_saddr)

13 inet->inet_saddr = fl4->saddr;

14 sk_rcv_saddr_set(sk, inet->inet_saddr);

15

16 /*

17 Rz EmEdrn s E R HERAY, NEELRS

18 rT_opt: tcp_options_received

19 */
20 if (tp->rx_opt.ts_recent_stamp && inet->inet_daddr != daddr) {
21 /* Reset inherited state */
22 /x T—AMEREW ToPp BRF W ERERE »/
23 tp->rx_opt.ts_recent = 0;

24 /* AR E B B B BB =/

25 tp->rx_opt.ts_recent_stamp = 0;

26 /*What does it means repair*/

27 if (likely(!tp->repair))

28 tp—>write_seq = 0;

29 }

30

31 /*

32 TERERT tw recycle:time wait recycle BFHIT, ik Ia
33 VR kb E W TIME WAIT %% .

34 */

35 if (tcp_death_row.sysctl_tw_recycle &&

36 Itp->rx_opt.ts_recent_stamp && fl4->daddr == daddr)
37 tcp_fetch_timewait_stamp(sk, &rt->dst);

38
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39 /x HEEMEHR +/

40 inet->inet_dport = usin->sin_port;

41 sk_daddr_set(sk, daddr);

42

43 inet_csk(sk)->icsk_ext_hdr_len = 0;

44 if (inet_opt)

45 inet_csk(sk)->icsk_ext_hdr_len = inet_opt->opt.optlen;

46

47 /% WE MSS K/ »/

48 tp—>rx_opt.mss_clamp = TCP_MSS_DEFAULT;

49

50 /* Socket identity ts still unknown (sport may be zero).

51 * However we set state to SYN-SENT and not releasing socket

52 * lock select source port, enter ourselves into the hash tables and
53 * complete initialization after this.

54 */

55 /* ¥ TCP WPRAWEN SYN_SENT */

56 tcp_set_state(sk, TCP_SYN_SENT);

57 err = inet_hash_connect(&tcp_death_row, sk);

58 if (err)

59 goto failure;

60

61 sk_set_txhash(sk);

62

63 /*

64 WRFEmOHE ERm O K AERE, WHFEEHEREH,

65 FRAFHHEEEFETES sk FRFNIEHEZFT,

66 */

67 rt = ip_route_newports(fl4, rt, orig_sport, orig_dport,

68 inet->inet_sport, inet->inet_dport, sk);

69 if (IS_ERR(rt)) {

70 err = PTR_ERR(rt);

71 rt = NULL;

72 goto failure;

73 }

74 /x MEMHIRXENEET +/

75 sk->sk_gso_type = SKB_GSO_TCPV4;

76 sk_setup_caps(sk, &rt->dst);

77

78 /*

79 WREAREFS, WitEwEFS

80 F5 57t 55w 0 58X A

81 */

82 if (!tp->write_seq && likely(!tp->repair))

83 tp->write_seq = secure_tcp_sequence_number (inet->inet_saddr,
84 inet->inet_daddr,
85 inet->inet_sport,
86 usin->sin_port);
87

88 /*

89 TH 1P BHE id BHWE

90 2REE jiffies IRIERERAE A URT AN THE KL EK

91 */

92 inet->inet_id = tp->write_seq ~ jiffies;

93

94 /% W tep_connect M KE SYN B x/

95 err = tcp_connect(sk);

96

97 rt = NULL;
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if (err)
goto failure;

return 0;

BEEK, tep_va_connect B EM M R ALHY H AY AL, BLENF 1A IR,
A A o JRAEIX i RE P BRI, BRI S5 IR AL BEACAD -

/* PR AR EN TCP_CLOSE, B, HRE4ERME,
*/

tcp_set_state(sk, TCP_CLOSE);

ip_rt_put(rt);

sk->sk_route_caps = 0;

inet->inet_dport = O;

return err;

5.1.2.3 tcp_connect

LM tcp_va_connect & T— RANMHIWT, )5 H IEME SYN AL 4 MAE
thp_connectqjo %?Efé, AR HTIX A BREL

/%

Location:

net/ipv4/tep_output.c
Function:

ZE AT KL s A,
Parameter:

sk: ferE sk,

*/
int tcp_connect(struct sock *sk)
{
struct tcp_sock *tp = tcp_sk(sk);
struct sk_buff xbuff;
int err;

/% WM tep HHE +/

tcp_connect_init (sk);

KT tep connect init HELAJANL, EEU8.5.1.1.

if (unlikely(tp->repair)) { //what does it mean repair?
/* R repair LWE 1, WALLER TCP £ +/
tcp_finish_connect(sk, NULL);
return 0O;

}

/% BR—A sk_buff */
buff = sk_stream_alloc_skb(sk, 0, sk->sk_allocation, true);
if (unlikely(!buff))
return -ENOBUFS; //No buffer space available
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/% VI skb, FFHE write_seq WMH */
tcp_init_nondata_skb(buff, tp->write_seq++, TCPHDR_SYN);

KT tep init nondata skb BEZHINE, 1EZ2M.8.5.1.2.

/x REHFER »

tp—>retrans_stamp = tcp_time_stamp;

/% WU HH sk_buff BB KEAF|IHF */
tcp_connect_queue_skb(sk, buff);

/*
ECN (Ezplicit Congestion Notification,)
X FF B A E R
*/
tcp_ecn_send_syn(sk, buff); //what does this function do?
/%

Kt SYN &, XERWNAEET Fast Open WFN, BEHE
T DA B S B AR ] B R ROEE
*/
err = tp->fastopen_req ? tcp_send_syn_data(sk, buff) :
tcp_transmit_skb(sk, buff, 1, sk->sk_allocation);
if (err == -ECONNREFUSED) /*Connection refused*/
return err;

/* We change tp->snd_nzt after the tcp_transmit_skb() call

* 4in order to make this packet get counted in tcplOutSegs.

*/
tp->snd_nxt = tp->write_seq; //send next T—MEREFHHTFF
/*pushed_seq means Last pushed seq, required to talk to windows???x/
tp—>pushed_seq = tp->write_seq;
TCP_INC_STATS(sock_net(sk), TCP_MIB_ACTIVEOPENS);

/* WM ELE R
inet_csk_reset_xmit_timer(sk, ICSK_TIME_RETRANS,

inet_csk(sk)->icsk_rto, TCP_RTO_MAX);
return 0O;

5.1.3 FXIEF: EIW SYN+ACK €
5.1.3.1 EXEAXFRE
5.1.3.2 tcp_rcv_state_process

tcp_rcv_state_processSLHL T TCP ARSI AZ A — 45850 ZeRELAT LAAL
HiFk ESTABLISHED fil TIME_ WAIT ARSI BT R EGE R o IX B FRAOE
DESNEFG TR . 7851220, FRATOATER A FH, B AE SYN G5,
SRS E N TCP_SYN_SENTIRAS . K, FRATIUAEX B A M IZoRAs T B .

/%

Location:
net/ipv4/tep_input.c

Function:
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10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43

top_parse_options

tcp_ecn_tcv_symack

tep_imit_wl

top_ack

icp_rcv_synsent_state_process tep_mtup_init

tcp_sync_mss

tcp_initialize _rev_mss

tep_finish_connect

— T 3E3RFRIA SR tep_send_ack

tcp_urg

__kfree_skb

tcp_data_snd_check

% 5.2: Client:Receive SYN+ACK

Thts function implements the receiving procedure of RFC 793 for
all states except ESTABLISHED and TIME_WAIT.

It’s called from both tcp_v4_rcv and tcp_v6_rcv and should be
address independent.

Paramater:

sk: ferEd k.
skb: Z&AFH.
*/
int tcp_rcv_state_process(struct sock *sk, struct sk_buff *skb)
{
struct tcp_sock *tp = tcp_sk(sk);
struct inet_connection_sock *icsk = inet_csk(sk);
const struct tcphdr *th = tcp_hdr(skb);
struct request_sock *req;
int queued = O;
bool acceptable;

/* FRREWEI TP BAFA TCP B EI BRI T 72 whyx/
tp->rx_opt.saw_tstamp = O;

switch (sk->sk_state) {
case TCP_CLOSE:
/* CLOSE KAWL R +/

case TCP_LISTEN:
/* LISTEN RAWALERD */

case TCP_SYN_SENT:
/x LBEWE W HIFE »/
queued = tcp_rcv_synsent_state_process(sk, skb, th);
if (queued >= 0)
return queued;

/x RBRRBFFEABMNZEAEEFERE +/
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tcp_urg(sk, skb, th);
/* BIRER */
__kfree_skb(skb);
tcp_data_snd_check(sk) ;
return 0O;

}

/x LBEAMFINRD +/
}

KT tep_urg HITEHNE, 1HZ08.11.3.1.

5.1.3.3 tcp_rcv_synsent_state_process

BRI ARG Etcp_rcev_synsent_state_processH, idan 4t i LA, %

BRECE LTI T4 SYN  SENT MRAS PRI HI 1 L o

/%

Location:
net/ipv4/tep_input.c
Function:
A3 syn BLRFHRA,
Parameter:

sk: TR HrE G5
skb: &F
th:tep HOCH K

*/

static int tcp_rcv_synsent_state_process(struct sock *sk, struct sk_buff *skb,

const struct tcphdr *th)
{
struct inet_connection_sock *icsk = inet_csk(sk);
struct tcp_sock *tp = tcp_sk(sk);
struct tcp_fastopen_cookie foc = { .len = -1 };
int saved_clamp = tp->rx_opt.mss_clamp;

/x BT TP WM, HRFELHER A »/
tcp_parse_options(skb, &tp->rx_opt, 0, &foc);
/*
rcy_tsecr BRFRIT—KIEWE| X 3H 1 TCP BLHy B [H]
BT WS B R B B &, ee?

tsoffset means timestamp offset
*/
if (tp->rx_opt.saw_tstamp && tp->rx_opt.rcv_tsecr)
tp->rx_opt.rcv_tsecr -= tp->tsoffset;

KT tep_parse_options I ZHINE, 152 018.6.1.2.

BEORATER D, WA TCP WSl FARIER SEIUAR M AT N o TERE P BT RFCT93

AEHEIA TCP WML H REC JESCH SR,
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1 if (th->ack) {

2 /* rfc793:

3 * "If the state is SYN-SENT then

4 * first check the ACK bit

5 * If the ACK bit is set

6 * If SEG.ACK =< ISS, or SEG.ACK > SND.NXT, send
7 * a reset (unless the RST bit ts set, if so drop
8 * the segment and return)”

9 *x ISS REMMEKETH (Initial Send Sequence number)

10 snd_una ERMEHEF, RE-ADREHAAEYTFE

11 */

12 if (!after(TCP_SKB_CB(skb)->ack_seq, tp->snd_una) ||

13 after (TCP_SKB_CB(skb)->ack_seq, tp->snd_nxt))

14 goto reset_and_undo;

15 /% S RAE T BL MG BEJE] ) %/

16 if (tp->rx_opt.saw_tstamp && tp->rx_opt.rcv_tsecr &&

17 Ibetween(tp->rx_opt.rcv_tsecr, tp->retrans_stamp,

18 tcp_time_stamp)) {

19 NET_INC_STATS_BH(sock_net(sk), LINUX_MIB_PAWSACTIVEREJECTED);
20 goto reset_and_undo;
21 }

LHE—BURYE RFC EHBT ACK WIMEA SRR RS 5T — 5 Mm, Wk
AE, MkE— P EE.

1 /* W, Ack EAWEZT

2

3 * "If the RST bit is set

4 * If the ACK was acceptable then signal the user "error:
5 * connection reset"”, drop the segment, enter CLOSED state,
6 * delete TCB, and return."

7 */

8

9 if (th->rst) {

10 tcp_reset(sk) ;

11 goto discard;

12 }

BEROR, FIW TUREI B ELRY RST £, W8 T RST, WEFiZ04, HEA CLOSED
/* rfc793:

"fifth, <f neither of the SYN or RST bits is set then
drop the segment and return.”

*

See note below!
--ANK (990513)

if (!th->syn)
goto discard_and_undo;

© 00 ~NO 1B W N -

25, Wi RFC A, SRR EIRE SYN iz, hi%ai%E RST 2, ABAstEs
HEFH, BIEOLHM T RST 627, B, X HEFM—TF SYN fi.
BSR4 AN E] ESTABLISHED RAS T o
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/* rfc793:
&3 "If the SYN bit is on ...
* are acceptable then ...

* (our SYN has been ACKed), change the connection
* state to ESTABLISHED..."
*/

tcp_ecn_rcv_synack(tp, th);

/* TS FOH RN EH +/
tcp_init_wl(tp, TCP_SKB_CB(skb)->seq);
/* K03 AcK*/

tcp_ack(sk, skb, FLAG_SLOWPATH);

/* Ok.. it’s good. Set up sequence numbers and
* move to established.
*/

tp->rcv_nxt

TCP_SKB_CB(skb)->seq + 1;
TCP_SKB_CB(skb)->seq + 1;

tp->rcv_wup

YT SYN #1 SYN/ACK BO@ B TR KA. 5T RFC1323 i FIECRM R YA,
BAME 132937 TIHEAIRIE . £ FRTINIRE 78 N 4R 2L, (5480 E
e

/* RFC1323: The window in SYN & SYN/ACK segments is
* never scaled.
*/
tp->snd_wnd = ntohs(th->window) ; //network to host short int

/* wscale ok MEBERFREEXHFHFIY AHTF
window_clamp VE 3% 0 & AH
*/
if (!tp->rx_opt.wscale_ok) {
tp->rx_opt.snd_wscale = tp->rx_opt.rcv_wscale = O;
tp->window_clamp = min(tp->window_clamp, 65535U);
}

WRPERT R BGETL, BOEMRTEBS TCP KiK.

if (tp->rx_opt.saw_tstamp) {
tp->rx_opt.tstamp_ok= 1;
tp->tcp_header_len =
sizeof (struct tcphdr) + TCPOLEN_TSTAMP_ALIGNED;
/* BELBIKE +/
tp->advmss -= TCPOLEN_TSTAMP_ALIGNED;
tcp_store_ts_recent (tp);
} else {
tp->tcp_header_len = sizeof (struct tcphdr);
}

ZE SRR REIT IS FACK Hlfil. FACK /ZfE SACK HIH L& KA. SACK HTHE
Wb AR MR 2k TR EL . T/ SACK J, Al LAE& % L EAE T, 1Y
HEENEIE 2R, 2dt—3 SEMAEIT, FASK ADRMEE (G i ZE 1 6 .
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if (tcp_is_sack(tp) && sysctl_tcp_fack) //sysctl: system control
tcp_enable_fack(tp);

BFMIIAIE MTU. MSS F2H0F58) TCP & #5d .

tcp_mtup_init(sk);
tcp_sync_mss(sk, icsk->icsk_pmtu_cookie);
tcp_initialize_rcv_mss(sk);

/* Remember, tcp_poll() does not lock socket!
* Change state from SYN-SENT only after copied_seq
* 15 initialized. */

tp->copied_seq = tp->rcv_nxt;

smp_mb () ;
tcp_finish_connect(sk, skb);

WG, JTHIRALHE SRR Il Fast Open i HEUTROLT, SYN b A%dE. X5

WH tcp_rcv_fastopen_synackPRAALEE SYN B AR -

if ((tp—>syn_fastopen || tp->syn_data) &&
tcp_rcv_fastopen_synack(sk, skb, &foc))
return -1;

/% BIEFERHANERF AR 222 Confused*/
if (sk->sk_write_pending ||
icsk->icsk_accept_queue.rskq_defer_accept ||
icsk->icsk_ack.pingpong) {
/% Save one ACK. Data will be ready after
* several ticks, if write_pending is set.
*
* It may be deleted, but with this feature tcpdumps
* look so _wonderfully_ clever, that I was not able
* to stand against the temptation 8) ——ANK
*/
inet_csk_schedule_ack(sk);
icsk->icsk_ack.lrcvtime = tcp_time_stamp;
tcp_enter_quickack_mode(sk) ;
inet_csk_reset_xmit_timer(sk, ICSK_TIME_DACK,
TCP_DELACK_MAX, TCP_RTO_MAX);

__kfree_skb(skb);
return O;
} else {
/% B8 ACK & */
tcp_send_ack(sk);
}

return -1;

e JE AL S S R A
* INBRXBREEPFREE ACK +/
if (th->rst) {

/* rfc793:
* "If the RST bit ts set
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6 *

7 * Otherwise (no ACK) drop the segment and return.”

8 * R ET RST &, N EBEZEFIHERE,

9 */

10

11 goto discard_and_undo;

12 }

13

14 /* PAWS & x/

15 if (tp->rx_opt.ts_recent_stamp && tp->rx_opt.saw_tstamp &&

16 tcp_paws_reject (&tp->rx_opt, 0))

17 goto discard_and_undo;

18

19 /% A SYN ik Ack W3 x/

20 if (th->syn) {

21 /* We see SYN without ACK. It is attempt of

22 * simultaneous connect with crossed SYNs.

23 * Particularly, it can be connect to self.

24 */

25 tcp_set_state(sk, TCP_SYN_RECV);

26

27 /* THWAEFHE/LF—#H »/

28 if (tp->rx_opt.saw_tstamp) {

29 tp->rx_opt.tstamp_ok = 1;

30 tcp_store_ts_recent(tp);

31 tp->tcp_header_len =

32 sizeof (struct tcphdr) + TCPOLEN_TSTAMP_ALIGNED;
33 } else {

34 tp->tcp_header_len = sizeof(struct tcphdr);

35 }

36

37 tp->rcv_nxt = TCP_SKB_CB(skb)->seq + 1;

38 tp->copied_seq = tp->rcv_nxt;

39 tp->rcv_wup = TCP_SKB_CB(skb)->seq + 1;

40

41 /* RFC1323: The window in SYN & SYN/ACK segments is

42 * never scaled.

43 */

44 tp->snd_wnd = ntohs(th->window) ;

45 tp->snd_wll = TCP_SKB_CB(skb)->seq;

46 tp->max_window = tp->snd_wnd;

47

48 tcp_ecn_rcv_syn(tp, th);

49

50 tcp_mtup_init(sk);

51 tcp_sync_mss(sk, icsk->icsk_pmtu_cookie);

52 tcp_initialize_rcv_mss(sk);

53

54 tcp_send_synack(sk) ;

55 #if 0

56 /* Note, we could accept data and URG from this segment.

57 * There are no obstacles to make this (except that we must
58 * either change tcp_recumsg() to prevent it from returning data
59 * before 3WHS completes per RFC793, or employ TCP Fast Open).
60 *

61 * However, if we ignore data in ACKless segments sometimes,
62 * we have mo rTeasons to accept it sometimes.

63 * Also, seems the code doing it in step6 of tcp_rcu_state_process
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64 * 15 not flawless. So, discard packet for sanity.
65 * Uncomment this return to process the data.
66 */

67 return -1;

68 #else

69 goto discard;

70 #endi f

71 }

72 /* "fifth, if neither of the SYN or RST bits is set then
73 * drop the segment and return.”

74 */

75

76 discard_and_undo:

77 tcp_clear_options(&tp->rx_opt);

78 tp->rx_opt.mss_clamp = saved_clamp;

79 goto discard;

80

81 reset_and_undo:

82 tcp_clear_options(&tp->rx_opt);

83 tp->rx_opt.mss_clamp = saved_clamp;

84 return 1;

85 }

5.1.3.4 tcp_ack

1 /*

2 Location:

3

4 net/ipv4/tep_input.c

5

6 Function:

7

8 Thts routine deals with incoming acks, but mot outgoing ones.
9

10 Parameter:

11

12 sk: fRRrEH %k,

13 skb: BHRK,

14 flag:

15 */

16 static int tcp_ack(struct sock *sk, const struct sk_buff *skb, int flag)
17 {

18 struct inet_connection_sock *icsk = inet_csk(sk);

19 struct tcp_sock *tp = tcp_sk(sk);
20 struct tcp_sacktag_state sack_state;
21 u32 prior_snd_una = tp->snd_una;
22 u32 ack_seq = TCP_SKB_CB(skb)->seq;//itth /75
23 u32 ack = TCP_SKB_CB(skb)->ack_seq;//#A 5
24 bool is_dupack = false;
25 u32 prior_fackets;

26 int prior_packets = tp->packets_out;

27 const int prior_unsacked = tp->packets_out - tp->sacked_out;
28 int acked = 0; /* Number of packets newly acked */

29 /*2%/

30 sack_state.first_sackt.v64 = 0;

31

32 /* We very likely will need to access write queue head. */
33 prefetchw(sk->sk_write_queue.next) ;
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34

35 /* If the ack is older than previous acks

36 * then we can probably ignore <it.

37 */

38 if (before(ack, prior_snd_una)) {

39 /* RFC 5961 5.2 [Blind Data Injection Attack].[Mitigation] */

40 if (before(ack, prior_snd_una - tp->max_window)) {

41 tcp_send_challenge_ack(sk, skb);

42 return -1;

43 }

44 goto old_ack;

45 }

46

47 /* If the ack includes data we haven’t sent yet, discard

48 * this segment (RFC793 Section 3.9).

49 */

50 if (after(ack, tp->snd_nxt))

51 goto invalid_ack;

52

53 if (icsk->icsk_pending == ICSK_TIME_EARLY_RETRANS ||

54 icsk->icsk_pending == ICSK_TIME_LOSS_PROBE)

55 tcp_rearm_rto(sk); /» EEMEEHL E&E »/

56 /% WHABEKET snd_una LE #/

57 if (after(ack, prior_snd_una)) {

58 flag |= FLAG_SND_UNA_ADVANCED;

59 icsk->icsk_retransmits = 0;

60 }

61

62 prior_fackets = tp->fackets_out;

63

64 /* ts_recent update must be made after we are sure that the packet

65 * 45 in window.

66 */

67 if (flag & FLAG_UPDATE_TS_RECENT)

68 tcp_replace_ts_recent (tp, TCP_SKB_CB(skb)->seq);/* it if[AE +/
KT tep replace ts recent HEZIINZ, 1EZL8.8.2.

1 /x WRPATH R REBAZF BHRIAT KT LN snd_unar/

2 if (!(flag & FLAG_SLOWPATH) && after(ack, prior_snd_una)) {

3 /* Window s constant, pure forward advance.

4 * No more checks are required.

5 * Note, we use the fact that SND.UNA>=SND.WLZ2.

6 */

7 /* BHEOWEATR, tp->snd_wll = seq;*/

8 tcp_update_wl(tp, ack_seq);

9 /* BH sndunax/

10 tcp_snd_una_update(tp, ack);

11 /% FRCHATT B +/

12 flag |= FLAG_WIN_UPDATE;

13 /+ BEof BEH R EARRZERBEE +/

14 tcp_in_ack_event (sk, CA_ACK_WIN_UPDATE) ;

15

16 NET_INC_STATS_BH(sock_net(sk), LINUX_MIB_TCPHPACKS);

KT tep_snd_una_update HLZHNE, 1HZN18.9.2.1.
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} else {
/x BEBEAZ x/
u32 ack_ev_flags = CA_ACK_SLOWPATH;
/x FIWF ACK REZFBBEEHWNW */
if (ack_seq != TCP_SKB_CB(skb)->end_seq)
flag |= FLAG_DATA;
else
NET_INC_STATS_BH(sock_net(sk), LINUX_MIB_TCPPUREACKS) ;
/x BERARED »/
flag |= tcp_ack_update_window(sk, skb, ack, ack_seq);

KT tep_ack update window HLZHIANL, 1E278.10.2.2.

/* T SACK %W, WIRERET +/
if (TCP_SKB_CB(skb)->sacked)
flag |= tcp_sacktag_write_queue(sk, skb, prior_snd_una,
&sack_state) ;
/x RMEEFHE ECE K »/
if (tcp_ecn_rcv_ecn_echo(tp, tcp_hdr(skb))) {
flag |= FLAG_ECE;
ack_ev_flags |= CA_ACK_ECE;

if (flag & FLAG_WIN_UPDATE)
ack_ev_flags |= CA_ACK_WIN_UPDATE;

tcp_in_ack_event (sk, ack_ev_flags);

/* We passed data and got it acked, rTemove any soft error
* log. Something worked. ..
*/
sk->sk_err_soft = 0;
icsk->icsk_probes_out = 0;
/x LEREE +/
tp->rcv_tstamp = tcp_time_stamp;
/x RIEEHRRENE, BRAMNBkE +/
if (!prior_packets)
goto no_queue;

/* See i1f we can take anything off of the retransmit queue. */

acked = tp->packets_out;

flag |= tcp_clean_rtx_queue(sk, prior_fackets, prior_snd_una,
&sack_state);

/x RERIANENEE +/

acked -= tp->packets_out;

/*
tep_ack_is_dubious Fl T H W ACk =72 5H
1.ACK RAREEW
RAIZHH SACk %TF#HA ECE
3.%$E1@a1§
REA—THEHSEE 1.
*/

if (tcp_ack_is_dubious(sk, flag)) {
is_dupack = !(flag & (FLAG_SND_UNA_ADVANCED | FLAG_NOT_DUP));
tcp_fastretrans_alert(sk, acked, prior_unsacked,
is_dupack, flag);

KT tep_ack is dubious YR Z 1Y WA TEZ28.9.1.2. KT tcp_fastretrans_ alert
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HIEEZNE, 152 008.10.1.2.

if (tp->tlp_high_seq)
tcp_process_tlp_ack(sk, ack, flag);

/* Advance cwnd if state allows */
if (tcp_may_raise_cwnd(sk, flag))
tcp_cong_avoid(sk, ack, acked);

/*
R ACK FOAE B EE I BAE. syv B A REBEREIHN sdck HREE
BRI Ack RERE, WA N IZ 1 Hrds F ko fn i B B & 7 IUR A 2.
*/
if ((flag & FLAG_FORWARD_PROGRESS) || !(flag & FLAG_NOT_DUP)) {
struct dst_entry *dst = __sk_dst_get(sk);
if (dst)
dst_confirm(dst);
}

if (icsk->icsk_pending == ICSK_TIME_RETRANS)
tcp_schedule_loss_probe(sk) ;

tcp_update_pacing_rate(sk) ;

return 1;

BTk, BHMEPESA ERER, IAES T T .

/* If data was DSACKed, see if we can undo a cwnd reduction. */
if (flag & FLAG_DSACKING_ACK)
tcp_fastretrans_alert(sk, acked, prior_unsacked,
is_dupack, flag);
/* If this ack opens up a zero window, clear backoff. It was
* being used to time the probes, and is probably far higher than
* 17t needs to be for normal retransmission.
*/
if (tcp_send_head(sk))
tcp_ack_probe(sk) ;

if (tp->tlp_high_seq)
tcp_process_tlp_ack(sk, ack, flag);
return 1;

SOCK_DEBUG(sk, "Ack %u after ju:%u\n", ack, tp->snd_una, tp->snd_nxt);
return -1;

/* If data was SACKed, tag it and see if we should send more data.
* If data was DSACKed, see if we can undo a cwnd reduction.
*/
if (TCP_SKB_CB(skb)->sacked) {
flag |= tcp_sacktag_write_queue(sk, skb, prior_snd_una,
&sack_state);
tcp_fastretrans_alert(sk, acked, prior_unsacked,
is_dupack, flag);

SOCK_DEBUG(sk, "Ack %u before %u:%u\n", ack, tp->snd_una, tp->snd_nxt);
return O;
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5.1.4 B=XEF: £iX ACK €&

5.1.4.1 EXFAXR

tcp_ca_event

alloc_skb

skb_reserve

tep_init_nondata_skb

skb_set_tcp_pure_ack

skb_mstamp_get

tcp_transmit_skb

& 5.3: Client:Send ACK

5.1.4.2 tcp_send_ ack

LB = AR TF

O ~NO O W=

/*

Location

net/ipv4/tep_output.c

Function:

5. 1.3 AT AL i B e, FRATAE 2 & IE A Ttcp_send_ack() K A% ACK 1, M

This routine sends an ack and also updates the window.

ZHEBUR T K3 Ack, FFEFE OH AN

Parameter:

*/

sk: fEintsdl %

void tcp_send_ack(struct sock *sk)

{

struct sk_buff xbuff;
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}

/x MRUMWEEFEEWKXAT, WLHEBERE, »/
if (sk->sk_state == TCP_CLOSE)
return;
/x PFIERBER */
tcp_ca_event (sk, CA_EVENT_NON_DELAYED_ACK) ;

/% We are not putting this on the write queue, so
* tep_transmit_skb() will set the ownership to this

* sock.
* A AR AT R ]
*/

buff = alloc_skb(MAX_TCP_HEADER, sk_gfp_atomic(sk, GFP_ATOMIC));
if ('buff) {
inet_csk_schedule_ack(sk);
inet_csk(sk)->icsk_ack.ato = TCP_ATO_MIN;
inet_csk_reset_xmit_timer(sk, ICSK_TIME_DACK,
TCP_DELACK_MAX, TCP_RTO_MAX);
return;

}

/* Wit Ack B x/
skb_reserve (buff, MAX_TCP_HEADER) ;
tcp_init_nondata_skb(buff, tcp_acceptable_seq(sk), TCPHDR_ACK) ;

/* We do not want pure acks influencing TCP Small Queues or fq/pacing
* too much.
* SKB_TRUESIZE(maxz(1 .. 66, MAX_TCP_HEADER)) +s unfortunately ~784
* e also avoid tcp_wfree() overhead (cache line miss accessing
* tp->tsq_flags) by using regular sock_wfree()
*/
skb_set_tcp_pure_ack(buff) ;

/x INAmEL R BRI K ACK B x/
skb_mstamp_get (&buff->skb_mstamp) ;
tcp_transmit_skb(sk, buff, 0, sk_gfp_atomic(sk, GFP_ATOMIC));

KT tep_init nondata skb HLZAIAAIES I8.5.1.2.

5.2 TCP #ahfTH-REE

5.2.1 EAKRIE

tep MM BFTIF, AL AUTSEHEAT listen WH o TXTT—& TAL, BURBEEAE

HRF5 AR,

CRAE ABHEIEAT listen P HTE? AXERTE], EEFIENTTE TCP &

B S gy AR e s i TAT listen W o 280 listen HZ JG, RGN HRHSE
Bl T PRI ERET, TSR R G AEIE LR, AL T A

FE R P G55 R SYN B, ZR)E RIS SYN+ACK B, fieaH#il ACK &,
SRR T AT TR
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tcp_check_sum_complete

tep_v4_cookie_check

-— tep_syn_flood_action
1eqsk_alloc

" tep_clear_options
_— tcp_parse_options

tcp_openreq_init

tcp_peer_is_proven
tep_rev_state_process tep_va_conn_tequest tep_conn_request | ———

tcp_ecn_create_request
‘icp_openreq_init_rwin
tep_teqsk_record_syn
tep_try_fastopen

send_synack inet_csk_reqsk_queue_add

inet_csk_reqsk_queue_hash_add send_synack

K 5.4: Server:Receive SYN

5.2.2 HF—XIEF:. #F SYN K&
5.2.2.1 EXFAXR
5.2.2.2 tcp_v4_do_rcv

FEATE —IBETF BRI, TCP AIRAET LISTEN JIRZS. (i szl b B iy
BB Htcep_v4_do_rcvRALTE,

1 /*

2 Location:

3

4 net/ipvd/tep_ipv4.c

5

6 Function:

7

8 The socket must have it’s spinlock held when we get

9 here, unless it 4s a TCP_LISTEN socket.

10

11 We have a potential double-lock case here, so even when
12 doing backlog processing we use the BH locking scheme.
13 Thtis ts because we cannot sleep with the original spinlock
14 held.

15

16 Parameter:

17

18 sk: ik

19 skb: RRrEFIRE K
20 */
21 int tcp_v4_do_rcv(struct sock #*sk, struct sk_buff *skb)
22 {
23 struct sock *rsk;
24
25 /x BHERRG +/
26 /% BT HhEHEmARTLaHREM, HBEETERMER »/
27 if (tcp_checksum_complete (skb))
28 goto csum_err;

KF tep checksum  complete L NZE, iHE8.4.1.
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if (sk->sk_state == TCP_LISTEN) {
/* HATH R cookie oA */
struct sock *nsk = tcp_v4_cookie_check(sk, skb);

if (!'nsk)
goto discard;
if (msk !'= sk) {
sock_rps_save_rxhash(nsk, skb);
sk_mark_napi_id(nsk, skb);
if (tcp_child_process(sk, nsk, skb)) {
rsk = nsk;
goto reset;
}
return O;

}
} else
sock_rps_save_rxhash(sk, skb);

BRI RN EE L, 1E Linux 1 TCP SZ3H, tcp_rcv_state_process MT7iR
PRERRI B4 TCP BPIRASHL. AR SYN B, HAMIL | BER 2 th &3 451 R 4L
QEFE

/x RBEWEW syv B, RE 1, kR rAHEER +/
if (tcp_rcv_state_process(sk, skb)) {

rsk = sk;

goto reset;
}

return O;

tcp_v4_send_reset(rsk, skb);

kfree_skb(skb);
/* Be careful here. If this function gets more complicated and
* gcc suffers from register pressure on the z86, sk (in \Jebz)
* might be destroyed here. This current version compiles correctly,
* but you have been warned.
*/

return O;

TCP_INC_STATS_BH(sock_net(sk), TCP_MIB_CSUMERRORS) ;
TCP_INC_STATS_BH(sock_net(sk), TCP_MIB_INERRS);
goto discard;

5.2.2.3 tcp_vé4_cookie_check

TCP 1] SYN Cookie HLil/&4 TBIE SYN Flood XM= A M. HEAEAEIE]
TCP SYN f)&, 4 SYN GifEEIHHE—" cookie (HIFN SYN+ACK i II#IIAF
F45 B PR ACK G, ARHEIR | BB IA TS R HIMNZIE & S — D IE R Y
. tep_v4_cookie_checkPRELIE &M THEE1Z cookie 1HIT o
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1 /*
2 Location
3
4 net/ipv4/tep_ipv4.c
5
6 Function
7
8 cookie fEr
9
10 Parameter
11
12 sk: IS P
13 skb: feHriEHRE WX,
14 */
15 static struct sock *tcp_v4_cookie_check(struct sock *sk, struct sk_buff *skb)
16 {
17 | #ifdef CONFIG_SYN_COOKIES
18 const struct tcphdr *th = tcp_hdr(skb);
19
20 if (!th->syn)
21 sk = cookie_v4_check(sk, skb);
22 #endi f
23 return sk;
24 }

BRI T HE—RBETF R, IR A2 syn B ILIIEEA cookie 1H, BN E 1%
IR T sko

5.2.2.4 tcp_rcv_state_process

S AR F R AT

1 /*
2 Location:
3
4 /net/ipvd/tep_input.c
5
6 Function:
7
8 * This function implements the recetiving procedure of RFC 793 for
9 * all states except ESTABLISHED and TIME_WAIT.
10 * It’s called from both tcp_v4_rcv and tcp_v6_rcv and should be
11 * address independent.
12
13 Parameter
14
15 sk: Rtk
16 skb: s H Pk o X
17 */
18
19 int tcp_rcv_state_process(struct sock *sk, struct sk_buff xskb)
20 {
21 struct tcp_sock *tp = tcp_sk(sk);
22 struct inet_connection_sock *icsk = inet_csk(sk);
23 const struct tcphdr *th = tcp_hdr(skb);
24 struct request_sock *req;
25 int queued = 0;
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26 bool acceptable;

27 /*saw_tstamp FRTERIE A LR L EH B W B RET *

28 tp—>rx_opt.saw_tstamp =

29

30 switch (sk->sk_state) {

31 /x BRI RNED */

32

33 case TCP_LISTEN:

34 if (th->ack)

35 return 1;

36

37 if (th->rst)

38 goto discard;

39

40 if (th->syn) {

41 if (th->fin)

42 goto discard;

43 if (icsk->icsk_af_ops->conn_request(sk, skb) < 0)
44 return 1;

45

46 /* Now we have several options: In theory there is
47 * nothing else in the frame. KA9Q has an option to
48 * send data with the syn, BSD accepts data with the
49 * syn up to the [to be] advertised window and

50 * Solaris 2.1 gives you a protocol error. For now
51 * we just ignore it, that fits the spec precisely
52 * and avoids incompatibilities. It would be nice in
53 * future to drop through and process the data.

54 *

55 * Now that TTCP is starting to be used we ought to
56 * queue this data.

57 * But, this leaves one open to an easy denial of
58 * service attack, and SYN cookies can’t defend

59 * against this problem. So, we drop the data

60 * in the interest of security over speed unless
61 * 1t’s still in use.

62 */

63 kfree_skb(skb) ;

64 return 0;

65 }

66 goto discard;

67

68 /x BB TRNE */

69 discard:

70 __kfree_skb(skb);

71 }

72 return 0;

73 }

IR, FrElEIR R acks rst fin FRARAN 1, SIMIXR A TIERRA, H
%ﬁ% TR AR FIE SR . SN B, MK M icsk->icsk_af _ops->conn_requestix

Ao fifltep_v4_conn_request#HATALHE . AR syn BETE, WIS NZERGERA]
L@T%é Ao, I BRI AE R A0, #ieiRIE] 1, BRELR KX reset 45% 13
KN ERAF SRR

LR, IR B ack BN 1, A4 T IR RGEARE ., HOZBTCR, &
] 1, FF HI %R B B AL KK reset TLZAXTTT o WIERMEIYIE rst FEBEGEEEA fin
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A syn HIFBL, ACEUERMS, FFERBNAE.

5.2.2.5 tcp_v4_conn_request &% tcp_conn_request

ZEREI N

1 /* why make two functions here?

2 Location

3

4 /net/ipv4/tep_ipud.c

5

6 Function:

7

8 PR 45-31 L SR AL 3L E. P o 2 B 1E R B B B

9

10 Parameter:

11

12 sk: feim sl

13 skb: il g X

14 */

15 int tcp_v4_conn_request(struct sock *sk, struct sk_buff *skb)
16 {

17 /* Never answer to SYNs send to broadcast or multicast */
18 if (skb_rtable(skb)->rt_flags & (RTCF_BROADCAST | RTCF_MULTICAST))
19 goto drop;
20
21 return tcp_conn_request(&tcp_request_sock_ops,
22 &tcp_request_sock_ipv4_ops, sk, skb);
23
24 drop:
25 NET_INC_STATS_BH(sock_net(sk), LINUX_MIB_LISTENDROPS) ;
26 return 0;
27 }

WR—A SYN BUR B A AR FE MR b ) W E 4% drop 4, SA)HIRIE 0.
N3, s4k2E 8 Ftep_conn_requestUffTiEEALEE . U :

1 /*

2 Location

3

4 /net/ipvi/tep_ipu4.c

5

6 Function:

-

8 FR 453 R R AL R P S B E K 0 B B

9

10 Parameter:

11

12 rsk_ops: R H|HH & H B o

13 af_ops:TCP ik Kt W $ g

14 sk: TR HrdE B

15 skb: feHirds & X

16 */

17 int tcp_conn_request(struct request_sock_ops *rsk_ops,
18 const struct tcp_request_sock_ops *af_ops,
19 struct sock *sk, struct sk_buff *skb)
20 {

21 /* FHE len FB */
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struct tcp_fastopen_cookie foc = { .len = -1 };
/*tw: time wait isn: initial sequence num ¥HFFE */
__u32 isn = TCP_SKB_CB(skb)->tcp_tw_isn;

struct tcp_options_received tmp_opt;

struct tcp_sock *tp = tcp_sk(sk);

struct sock *fastopen_sk = NULL;

struct dst_entry *dst = NULL;

struct request_sock *req;

/* MEREIFRET SYN_COOKIE #HI */

bool want_cookie = false;

/x BHERAE X BELEN »/

struct flowi £f1;

/* TW(time wait) buckets are converted to open requests without
* limitations, they conserve resources and peer %S
* evidently real one.
*/
if ((sysctl_tcp_syncookies == 2 ||
inet_csk_reqsk_queue_is_full(sk)) && !isn) {
want_cookie = tcp_syn_flood_action(sk, skb, rsk_ops->slab_name);
if (!want_cookie)
goto drop;
}

WHATIF T SYNCOOKIE ¥E3i, 3 H SYN i#RBAFI ESHHH isn K 0, 485801 %L
tcp__syn_ flood__action FIW/2 T2 A% syncookieo WA Ji M syncookie HYIF,
IR false, UERIANRERECHTHY SYN 153K, ¥4 e a Eisio

/* Accept backlog is full. If we have already queued enough
* of warm entries in syn queue, drop request. It is better than
* clogging syn queue with openreqs with exponentially increasing
* timeout.
*/
if (sk_acceptq_is_full(sk) && inet_csk_reqsk_queue_young(sk) > 1) {
NET_INC_STATS_BH(sock_net(sk), LINUX_MIB_LISTENOVERFLOWS) ;
goto drop;
}

INRAFT O 2 5 R N BT RIS C 2082 EIRE SYN 3E KRS 220
A—METEREP ARG B, MEFYHERK.
req = inet_reqsk_alloc(rsk_ops, sk, !want_cookie);

if (lreq)
goto drop;

IXHS I Hinet_reqsk_alloc/Al— MG R, H FORGEREREE, R
AR FGS RE TP IR &% ACK/RST BUEREGES , LMEAEE G RE T RE T fE
PR O AUPRAEA T RIRAYIE, SIS OE R R .

tcp_rsk(req)->af_specific = af_ops;
tcp_clear_options(&tmp_opt) ;

tmp_opt.mss_clamp = af_ops->mss_clamp;

tmp_opt.user_mss = tp->rx_opt.user_mss;

tcp_parse_options(skb, &tmp_opt, O, want_cookie 7 NULL : &foc);

ZJ5 ,i6kE TCP &I, ¥liAnss_viampFluser_mss. S5 Htcp_parse_optionsfif
B SYN B TP JEI, BT IR L.
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KT tep_clear options FIHEZ N, 1HZU8.6.1.3.

if (want_cookie && !tmp_opt.saw_tstamp)
tcp_clear_options (&tmp_opt) ;

WRJEBN T syncookies, 7 H TCP I 34 LR [RIEL, WITEER C £t iy TCP
I 32 AT B syn_cookie W/ I I [A]EK .

/* tstamp_ok R EW SYN B LFZF|E TIMESTAMP*/
tmp_opt.tstamp_ok = tmp_opt.saw_tstamp;
tcp_openreq_init(req, &tmp_opt, skb, sk);

X, ARPEEEIRT SYN B B IURT Py 5 R W1 AR B R B S o

/* Note: tcp_v6_init_req() might override ir_iif for link locals */
inet_rsk(req)->ir_iif = sk->sk_bound_dev_if;

af_ops->init_req(req, sk, skb);

if (security_inet_conn_request(sk, skb, req))
goto drop_and_free;

XA T IPV6 LA %, X NS TR AR o e ek IR AT , At
2RFF SYN B

if (!want_cookie && 'isn) {

/% VJ’s idea. We save last timestamp seen
from the destination in peer table, when entering
state TIME-WAIT, and check against it before
accepting new connection request.

If "isn" is not zero, this request hit alive
timewatt bucket, so that all the necessary checks
are made in the function processing timewait state.
*/

if (tcp_death_row.sysctl_tw_recycle) {

bool strict;

dst = af_ops->route_req(sk, &fl, req, &strict);

if (dst && strict &&
ltcp_peer_is_proven(req, dst, true,
tmp_opt.saw_tstamp)) {
NET_INC_STATS_BH(sock_net(sk), LINUX_MIB_PAWSPASSIVEREJECTED) ;
goto drop_and_release;

}
/* Kill the following clause, if you dislike this way. */
else if (!sysctl_tcp_syncookies &&
(sysctl_max_syn_backlog - inet_csk_regsk_queue_len(sk) <
(sysctl_max_syn_backlog >> 2)) &&
ltcp_peer_is_proven(req, dst, false,
tmp_opt.saw_tstamp)) {
/* Without syncookies last quarter of
backlog is filled with destinations,
proven to be alive.
It means that we continue to communicate
to destinations, already Temembered
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* to the moment of synflood.
*/
pr_drop_req(req, ntohs(tcp_hdr (skb)->source),
rsk_ops->family) ;
goto drop_and_release;

isn = af_ops->init_seq(skb);

WRBA T syncookie 7 H. isn 8 0 BYiF, HAPREHE—A if AXTBHE BEREREL
I, FEFTIERE R Z AT PAWS. J5ilMZRI7ER A 580 syncookies [
%% synflood Bit;, FFWEI B 2 dBiEMhE, g a, Hegsht DO H #YssE B
TR IR SS I 46 7 515

if (ldst) {
dst = af_ops->route_req(sk, &fl, req, NULL);
if (!dst)

goto drop_and_free;
}
/x BTRELH +/

tcp_ecn_create_request(req, skb, sk, dst);

/* WERIFE T cookie Wik, HFEIHATH N KHHEN */
if (want_cookie) {
isn = cookie_init_sequence(af_ops, sk, skb, &req->mss);
req->cookie_ts = tmp_opt.tstamp_ok;
if (!tmp_opt.tstamp_ok)
inet_rsk(req)->ecn_ok = 0;

tcp_rsk(req)->snt_isn = isn;
tcp_rsk(req)->txhash = net_tx_rndhash();
tcp_openreq_init_rwin(req, sk, dst);
if (!'want_cookie) {

tcp_reqgsk_record_syn(sk, req, skb);

fastopen_sk = tcp_try_fastopen(sk, skb, req, &foc, dst);
}

/* WRFET fastopen W&, NAME Kk ZIE
T U 5t A 167 B3 K
*/
if (fastopen_sk) {
af_ops->send_synack(fastopen_sk, dst, &fl, req,
&foc, false);
/* Add the child socket directly into the accept queue */
inet_csk_reqsk_queue_add(sk, req, fastopen_sk);
sk->sk_data_ready(sk);
bh_unlock_sock(fastopen_sk) ;
sock_put (fastopen_sk) ;
} else {
tcp_rsk(req)->tfo_listener = false;
if (!want_cookie)
inet_csk_reqsk_queue_hash_add(sk, req, TCP_TIMEOUT_INIT);
af_ops->send_synack(sk, dst, &fl, req,
&foc, !'want_cookie);
if (want_cookie)
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goto drop_and_free;
¥
reqsk_put(req) ;
return 0;
dst_release(dst);

reqsk_free(req);

NET_INC_STATS_BH(sock_net(sk), LINUX_MIB_LISTENDROPS);
return O;

xTF inet_csk_reqsk_queue_add HIEZNFIEZS8.2.3. KT inet_csk_reqsk_queue_hash_add &
HEZMNAIEZU8.2.3.1.

5.2.3 HEXIEF: &£iX SYN+ACK E&

S —IIEFN /G T af _ops->send_synackPR%L, MiZREURZ S W Htcp_v4_send_synackrf
BOIAT A%, WX B RATIX B DX A eR B T AT

5.2.3.1 EXFAAXR

inet_csk_route_req

tcp_make_synack

__tep_v4_send_check

ip_build_and_send_pkt

net_xmit_eval

K 5.5: Server:Send SYN+ACK

5.2.3.2 tcp__v4_send_ synack

/%

Location .
net/ipvd/tep_ipus.c
Function:
Send a SYN-ACK after having received a SYN.

Thts still operates on a request_sock only, mot on a big
socket.
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Paramaters:

sk: ez

dst: & B B TF o T B R
fi:

req: IERKIEH H

oc: RITF&HF

attach_req:

*/
static int tcp_v4_send_synack(const struct sock *sk, struct dst_entry *dst,
struct flowi *fl,
struct request_sock *req,
struct tcp_fastopen_cookie *foc,
bool attach_req)

const struct inet_request_sock *ireq = inet_rsk(req);
struct flowi4 f14;

int err = -1;

struct sk_buff *skb;

/* First, grab a route. */
if (!dst && (dst = inet_csk_route_req(sk, &fl4, req)) == NULL)
return -1;
B, WIRMEIEER dst A BCERIEERGE R HE B hak, WRRA
HH|, IB2AEERH .

/x ML ERMEH S, BEHER, EXEREEWE syntack B +/
skb = tcp_make_synack(sk, dst, req, foc, attach_req);

/*
AR KT IE, B K TCP RIA, AR
ip_build_and_send_pkt &k IP BAEWIF A L% £,
*/
if (skb) {
__tcp_v4_send_check(skb, ireq->ir_loc_addr, ireq->ir_rmt_addr);
err = ip_build_and_send_pkt(skb, sk, ireq->ir_loc_addr,
ireq->ir_rmt_addr,
ireq->opt) ;
err = net_xmit_eval(err);
}

return err;

net_xmit_eval Tl ySE RGP AN IESR BRI, Hofifi, SR T
W, A8t , AR AR R

5.2.3.3 tcp_make_synack

/%

Location:
net/ipv4/ycp_output.c

Function:
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N

© 0O ~NO 1T WN =

—
o

tcp_make_synack - Prepare a SYN-ACK.
Allocate one skb and build a SYNACK packet.
@dst is consumed : Caller should not use it again.

B R AE— S syn+Ack B,
HFaiefh TCP HI K SKB W& F IR,
BN R T, Hn MSS, SACK, HU¥ KHET, BflEEKLE,

Parameter:
sk : listener socket
dst : dst entry attached to the SYNACK
req : request_sock pointer
foc : fast open cookie
attach_req
*/

struct sk_buff *tcp_make_synack(const struct sock *sk, struct dst_entry *dst,
struct request_sock *req,
struct tcp_fastopen_cookie *foc,
bool attach_req)

struct inet_request_sock *ireq = inet_rsk(req);
const struct tcp_sock *tp = tcp_sk(sk);

struct tcp_mdbsig_key *md5 = NULL;

struct tcp_out_options opts;

struct sk_buff *skb;

int tcp_header_size;

struct tcphdr *th;

ul6é user_mss;

int mss;

skb = alloc_skb(MAX_TCP_HEADER, GFP_ATOMIC);
if (unlikely(!skb)) {

dst_release(dst);

return NULL;

B I R R BRI R IR AT, WEORBCA BB, HRi<xikEl NULL.
KT unlikely AL ZNE, H209.4.2.

/* Reserve space for headers. */
skb_reserve(skb, MAX_TCP_HEADER) ;

A MAC )2, IP 2, TCP 2B #BTSE A2 7]

if (attach_req) {
skb_set_owner_w(skb, req_to_sk(req));
} else {
/* sk is a const pointer, because we want to express multiple
* cpu might call us concurrently.
* sk->sk_wmem_alloc in an atomic, we can promote to Tw.
*/
skb_set_owner_w(skb, (struct sock *)sk);
}
skb_dst_set(skb, dst);

HAEattach_reqRFIWNZIAT UM RITIRERAE . SRIFBLE OB ZATHY H AYES o
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mss = dst_metric_advmss(dst);
user_mss = READ_ONCE(tp->rx_opt.user_mss);
if (user_mss && user_mss < mss)

mss = user_mss;

*ETE*/I\E’%EB%%J:E/{I mss U&Q%’EV‘J mss %f%?”%jiﬁ/‘] msso

memset (&opts, 0, sizeof(opts));
#ifdef CONFIG_SYN_COOKIES
if (unlikely(req->cookie_ts))
skb->skb_mstamp.stamp_jiffies = cookie_init_timestamp(req) ;
else
#endif
skb_mstamp_get (&skb->skb_mstamp) ;

[FI

BRI, JFH BN

#ifdef CONFIG_TCP_MD5SIG

rcu_read_lock();

md5 = tcp_rsk(req)->af_specific->req_md5_lookup(sk, req_to_sk(req));
#endif

EHLTA MD5 BT, A RiEaE H AN P mdb.

skb_set_hash(skb, tcp_rsk(req)->txhash, PKT_HASH_TYPE_L4);
tcp_header_size = tcp_synack_options(req, mss, skb, &opts, md5, foc) +
sizeof (*th);

skb_push(skb, tcp_header_size);
skb_reset_transport_header (skb) ;

8% tep HSLHA/N, SRIEHTR/NER, H HEBEEHE L.

th = tcp_hdr(skb);

memset (th, 0, sizeof(struct tcphdr));
th->syn = 1;

th->ack = 1;

tcp_ecn_make_synack(req, th);
th->source = htons(ireq->ir_num);
th->dest = ireq->ir_rmt_port;

TH2S tep ki, FHIZE tep LABAYIE T TFBL

/* Setting of flags are superfluous here for callers (and ECE s
* not even correctly set)
*/
tcp_init_nondata_skb(skb, tcp_rsk(req)->snt_isn,
TCPHDR_SYN | TCPHDR_ACK) ;

th->seq = htonl(TCP_SKB_CB(skb)->seq);
/* XXX data is queued and acked as is. No buffer/window check */
th->ack_seq = htonl(tcp_rsk(req)->rcv_nxt);

/* RFC1323: The window in SYN & SYN/ACK segments is never scaled. */

th->window = htons(min(req->rsk_rcv_wnd, 65535U));
tcp_options_write((__be32 *)(th + 1), NULL, &opts);
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th->doff = (tcp_header_size >> 2);
TCP_INC_STATS_BH(sock_net(sk), TCP_MIB_OUTSEGS);

EEVIR A S TR tep O, AFREMRWTHS, BATHS, &0 R/,
IR, DL TCP 8ty , < FrLABRLL 4, & doff BN 32 A, RILARY S
KB F AT B

KT tep_init _nondataskb BEZHINE, 1HZ8.5.1.2.

#ifdef CONFIG_TCP_MD5SIG

/* Okay, we have all we need - do the md5 hash if needed */
if (md5)
tcp_rsk(req)->af_specific->calc_md5_hash(opts.hash_location,
md5, req_to_sk(req), skb);

rcu_read_unlock();
#endif

/* Do not fool tcpdump (if any), clean our debris */
skb->tstamp.tv64 = O;
return skb;

}

G MR TS mds WAAE, WRTFENE, ST, sJER R4 e &
SYN+ACK BtH skbo

5.2.4 HFIZIRIEF: #I ACK K

FEMR S 43 20 IR T RIS R 30 TSI HE Y, S P iR e — KB T
ACK B

5.2.4.1 EXFHXR

tcp_checksum_complete

tep_v4_cookie_check cookie_v4_check

sock_rps_save_rxhash

(" tcp_v4_do_rcv )| skmarknapiid
- tep_ack

tcp_set_state

tep_init_wl
tcp_child_process

tcp_tev_state_process tcp_initialize_tcv_mss

top_urg
tep_data_snd_check

tcp_ack_snd_check

K 5.6: Server:Receive ACK
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5.2.4.2 tcp_v4_do_rcv

==
H O O 00 ~NO Ol WDN =

G oor oo a bbb DSBS DEDEDEDDWWWWWWWWWWNDNDNNDDNNNNNDNDNNDNNODDNRERRRFERRFF- -
NOoO OO WNNHFHOWOWOOONOO PR WNEFEFOOWODONOOUPR WNEFEOOODNOO PR WNREREOOODONOOPRWN

/%

Location:
/net/ipud/tep_ipud.c
Function:

The socket must have %t’s spinlock held when we get
here, unless it 4s a TCP_LISTEN socket.

We have a potential double-lock case here, so even when
doing backlog processing we use the BH locking scheme.
This is because we cannot sleep with the original spinlock
held.

Parameter:

sk iS5k,

skb: fEHHZH RE WX,
*/
int tcp_v4_do_rcv(struct sock *sk, struct sk_buff *skb)
{

struct sock *rsk;
/rx BUETKRE *x/

if (tcp_checksum_complete(skb))
goto csum_err;

if (sk->sk_state == TCP_LISTEN) {
/*
NULL, %%
nsk == sk, #HW 2| SYN
nsk != sk, W32 Ack
*/

struct sock *nsk = tcp_v4_cookie_check(sk, skb);

if (!nsk)
goto discard;

if (nsk != sk) {
sock_rps_save_rxhash(nsk, skb);
sk_mark_napi_id(nsk, skb);
if (tcp_child_process(sk, nsk, skb)) {

rsk = nsk;
goto reset;
}
return O;
}
} else

sock_rps_save_rxhash(sk, skb);
/kx HUETRRRE *+x/
reset:
tcp_v4_send_reset(rsk, skb);
discard:
kfree_skb(skb) ;
/* Be careful here. If this function gets more complicated and
* gcc suffers from register pressure on the z86, sk (in Jebz)
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* might be destroyed here. This current version compiles correctly,
* but you have been warned.
*/

return 0;

TCP_INC_STATS_BH(sock_net(sk), TCP_MIB_CSUMERRORS) ;
TCP_INC_STATS_BH(sock_net(sk), TCP_MIB_INERRS);
goto discard;

}

FERR G5 ait B Jm — IR TR, HSLAE s IR ARAE T LISTEN ARZS, (HZXH %
cookie T AL 152 A& iz il bk B AR il (e iz fil Rk 1, $iT 2940 Ttcp_child_processk
WA AR AROIIR L RIS GRIEMEAER) , miaga % i ki% RST B
BHTEANL

5.2.4.3 tcp_v4_cookie_check

static struct sock *tcp_v4_cookie_check(struct sock *sk, struct sk_buff *skb)

{
#ifdef CONFIG_SYN_COOKIES
const struct tcphdr *th = tcp_hdr(skb);

if (!th->syn)
sk = cookie_v4_check(sk, skb);
#endif
return sk;

}

W Linux W L.CONFIG_SYN COOKIESZ:, UWHIFESE =B FMEL, AR
syn 1, W& Tcookie_v4_checko fEIXPERET, RS E M imA) ACK
FIZI 2 1, 133 cookie FWAME, SRIFHE P ui IP Huhk, 2P v, RS54 1P M
HEFAAR S5 A 1, FEUREIR TCP Pl AN HE — 2 2 HUHF ZE R AT hash I8H
J&, 5% cookie WRMAILER, WIRMSE, WEZTK =XIET, W ADERZERLE
1 JEm TR RIERBA S o

5.2.4.4 tcp_child_process

AL T /net/ipv4/minisocks. cHY, TALHITEHIPITH LI TCP Bo

/%

Location:
net/ipv4/tep_minisock.c

Functions:
Queue segment on the new socket if the new socket is active,
otherwise we just shortcircuit this and continue with

the new socket.

For the wast majority of cases child->sk_state will be TCP_SYN_RECV
when entering. But other states are possible due to a Tace condition

111



52, TCP I -4 % CHAPTER 5. TCP 3 5 i%4%

where after __inet_lookup_established() fails but before the listener
locked is obtained, other packets cause the same connection to
be created.

Parameters:

parent: Xtk B

child: T &tk

skb: FEHIIEF A E R
*/

int tcp_child_process(struct sock *parent, struct sock *child,
struct sk_buff *skb)

int ret = 0;
int state = child->sk_state;
tcp_sk(child)->segs_in += max_t(ul6, 1, skb_shinfo(skb)->gso_segs);
if (!sock_owned_by_user(child)) {
ret = tcp_rcv_state_process(child, skb);
/* Wakeup parent, send SIGIO */
if (state == TCP_SYN_RECV && child->sk_state != state)
parent->sk_data_ready(parent) ;
} else {
/* Alas, it is posstible again, because we do lookup
* in main socket hash table and lock on listening
* socket does not protect us more.
*/
__sk_add_backlog(child, skb);
}

bh_unlock_sock(child);
sock_put (child);
return ret;

}

HG, AR MG AT ) A s RO T P R T, TR 8 =k
EFH ACK B, M Htcp_rcv_state_processdkZENt FA&H = Tl HERI MG A3 1Y
i, R EMA G AT T, SES RN A T A . AR O BRI RN H
WA RER A

5.2.4.5 tcp_rcv_state_process

R T /net/ipva/tcp_input.cHo

ZPRBUH kAL HE ESTABLISHED FITIME_WAITIRZASLAAME) TCP B, iX BLALFESYN RECVIR
A

N o

acceptable = tcp_ack(sk, skb, FLAG_SLOWPATH |
FLAG_UPDATE_TS_RECENT) > 0;

BARHKCEI ACK BOlEf UMM WA, IR EERI & 4R 4
o
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switch (sk->sk_state) {
case TCP_SYN_RECV:

if (lacceptable)
return 1;

if (!tp->srtt_us)
tcp_synack_rtt_meas(sk, req);

/* Once we leave TCP_SYN_RECV, we no longer need req
* so release %t.
*/
if (req) {
tp->total_retrans = req->num_retrans;
reqsk_fastopen_remove(sk, req, false);
} else {
/* Make sure socket is routed, for correct metrics. */
icsk->icsk_af_ops->rebuild_header(sk) ;
tcp_init_congestion_control(sk) ;

tcp_mtup_init (sk) ;
tp->copied_seq = tp->rcv_nxt;
tcp_init_buffer_space(sk);

¥

smp_mb () ;

tcp_set_state(sk, TCP_ESTABLISHED);

sk->sk_state_change(sk) ;

AT RBVIIRAC, TFR AR RIS, I TCP HRZSE DY ESTAB-
LISHED.

/* Note, that this wakeup %s only for marginal crossed SYN case.
* Passively open sockets are not waked up, because
* sk->sk_sleep == NULL and sk->sk_socket == NULL.
*/
if (sk->sk_socket)
sk_wake_async(sk, SOCK_WAKE_IO, POLL_OUT);

KAGFE AL BB e O AR EAR A ERE , BAEAIER D B AT E & LIS
BT

tp->snd_una = TCP_SKB_CB(skb)->ack_seq;
tp->snd_wnd = ntohs(th->window) << tp->rx_opt.snd_wscale;
tcp_init_wl(tp, TCP_SKB_CB(skb)->seq);

if (tp->rx_opt.tstamp_ok)
tp->advmss -= TCPOLEN_TSTAMP_ALIGNED;

MG AL IR A 27 B, XA R BGEEA T AL B o

if (req) {
/* Re-arm the timer because data may have been sent out.
* This is similar to the regular data transmission case
when new data has just been ack’ed.

(TFO) - we could try to be more aggressive and
retransmitting any data sooner based on when they

* %X % X %

are sent out.

*/

113



52, TCP I -4 % CHAPTER 5. TCP 3 5 i%4%

tcp_rearm_rto(sk);
} else
tcp_init_metrics(sk);

NZERE AV
tcp_update_pacing_rate(sk) ;

/* Prevent spurious tcp_cwnd_restart() on first data packet */
tp—>lsndtime = tcp_time_stamp;

tcp_initialize_rcv_mss(sk);
tcp_fast_path_on(tp);
break;

BRI — I RSB AU ], #1512 MTU ARHIRA, FFHH AR
TCP & HSHMIA bR

/* step 6: check the URG bit */
tcp_urg(sk, skb, th);

o SN ARG AL o
KT tep_urg HIFHNZE, 12 U8.11.3.1.

/* step 7: process the segment text */
switch (sk->sk_state) {
/ex B TRRRD *x/
case TCP_ESTABLISHED:
tcp_data_queue(sk, skb);
queued = 1;
break;

}
XEFRILEIR) TCP BHHERN , R EREN B— A SR TCP Bt.

/* tcp_data could move socket to TIME-WAIT */

if (sk->sk_state != TCP_CLOSE) {
tcp_data_snd_check(sk) ;
tcp_ack_snd_check(sk) ;

}

if (!queued) {
__kfree_skb(skb);

}

return 0;

BIRMAPIRAA CLOSE, it [nl EA e A4l ACK 2k, Hik, W
1 queue PRAENRHHE R IBIEILEIN TCP B, WREEIN TCP B imma ik
BB, AR AL
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6.1 HAZRHILI

6.1.1 IFAEEHREN
6.1.1.1 HA&ii
RN

{ DACK/SACK ‘I

L B % DACK
RTO:

¥ 6.1: Congestion Control State Machine

FE AR

enum tcp_ca_state {
TCP_CA_Open = O,

#define TCPF_CA_Open (1<<TCP_CA_Open)
TCP_CA_Disorder = 1,

#define TCPF_CA_Disorder (1<<TCP_CA_Disorder)
TCP_CA_CWR = 2,

#define TCPF_CA_CWR (1<<TCP_CA_CWR)

~NOo o wWwN =
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TCP_CA_Recovery = 3,

#define TCPF_CA_Recovery (1<<TCP_CA_Recovery)
TCP_CA_Loss = 4

#define TCPF_CA_Loss (1<<TCP_CA_Loss)

g

6.1.1.2 Open R7S

Open WAERTWA, ERXFURET TCP &Ik oI5 B s 2k 20 Bk
ACKo S HARIAR, A RIai A S 1/ N IE R KT8 shE, 518530
HEpiiE S iiPS PN ap

6.1.1.3 Disorder K%

MPIRTTREINE] DACK(FEEEWHIN) 80E SACK(EEZEVEMIN) B, K44 4EN Disor-
der(Tof7) R MEZARAET, IR DOMEIRRE ) RSS2 B Bl L — B &8s
B K% A, TCP ATy G e ~HEF N, 2 NHLE — e DA — TR
BITMZE G A Kik. LB, ZMERRIMLT IETF AEmiRil, vk HinsEdnd

HE/ NG EAMEH S A KR ER B RN, i R AL LU A RO R

6.1.1.4 CWR RKZE

TCP k%77 REM B ZEE AT, ICMP JEs4H] (ICMP source quench) B&AT
iR BRI IE @A M UE — DR ZEE RIS, KIETT IS 2 MAZER 1, T2
TERE— BRI ACK 18— BB ZIE H IR/ INERE N e &I TFE3 M ZE R FR
/NSRS AR EML ) X T CWR(Congestion Window Reduced, #i £
/) IR CWR RS T LA Reveovery IRASEA Loss ARA M. #E A IHIER 1

/NETER BT

/*
Location:
net/ipv4/tcp_input.c
Function:
Enter CWR state. Disable cwnd undo since congestion ts proven with ECN
Parameter:
sk: ezl
*/
void tcp_enter_cwr(struct sock *sk)
{

struct tcp_sock *tp = tcp_sk(sk);
/* N CWR ERATEHFURHET,
B 7 R R E W 18 B 3 R
*/
tp—>prior_ssthresh = 0;
/* FTAEY RAE Open WA Disorder WA UM ZRA */
if (inet_csk(sk)->icsk_ca_state < TCP_CA_CWR) {
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/x BN CWR REEARAVFEHTHEFTORHT +/
tp—>undo_marker = 0;

/% AT REATIEN =/
tcp_init_cwnd_reduction(sk);

/x ZERS #/

tcp_set_ca_state(sk, TCP_CA_CWR);

}

KT tepinit cwnd reduction BRI, 1HZU8.12.2.1.

6.1.1.5 Recovery K&

YL HNESES ACK 2b )R, KIETTEAS M IAHIIAEL, ZEA Re-
covery(TKE) MRE FRIMEN T, #EA Recovery IRASHIFME = NELHESE ACK,
TCP MZEHEFITEAAZIX AHETE T ££ Recovery IRAIAIR], #MZERT LA/ MR —1
BRI BT — B, 1 CWR ARESZEM XA Hs/ NS RELZE 1 E S ZE R AU
ST ssthresh, BIEA Recovery MRS, fif H R/ N —2 0 $ZERT O ARV E HHIAARSE K,
KAk TT ELARLAARIC N R B, SE R B A S EARICaT . &
EJTRFFE Recovery IRASE BT A BEA Recovery IRARI TEAE & 125 H AR BT 1l L A 1
W, ZJEIZEEITIE OPEN RES, BEALEM AR REH T Recovery IRZ.

6.1.1.6 Loss k7S

21— RTO #)E, KiEJT#EAN Loss WA, Arfd IEAERIEEHRBIRiC N RK,
e N E A — B, AIETT R LAME JH s B VA R 9% 0 o Loss Al Recovery 4k
YDA Loss IRAS T, $HIET MAEAE T CE AN — T BUREEA, T Recovery IR,
PZER A RERE/ N o Loss IR REMHABAPIRAS T, R, &k 7 HAAET A Loss
THIGI AR P BAREAF 2 SIS, A RBIRE] Open ARAS. #ln, POl EIEARE
1E Loss RAMRB A%, iXFT NewReno #UVE&—E1.

LRINEIN ACK WA LB 2 BT SACK BiiAid, XA IRITICM SACK
& EARE R WO T RS PRIRAS, IS, 23 A Loss IR7S.

W Htcp_enter_lossift A Loss IRZ, WF:

/*
Location:
net/ipv4/tep_input.c
Function:
Enter Loss state. If we detect SACK reneging(fﬁ?@), forget all SACK information
and reset tags completely, otherwise preserve SACKs. If receiver
dropped its ofo?? queue, we will know this due to reneging detection.
Parameter:
sk: Rk
*/
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16 void tcp_enter_loss(struct sock *sk)

17 {

18 const struct inet_connection_sock *icsk = inet_csk(sk);

19 struct tcp_sock *tp = tcp_sk(sk);
20 struct sk_buff *skb;
21 bool new_recovery = icsk->icsk_ca_state < TCP_CA_Recovery;
22 bool is_reneg; /* is receiver reneging on SACKs? */
23
24 /* Reduce ssthresh if it has not yet been made inside this window. */
25 if (icsk->icsk_ca_state <= TCP_CA_Disorder ||
26 lafter (tp->high_seq, tp->snd_una) |
27 (icsk->icsk_ca_state == TCP_CA_Loss && !icsk->icsk_retransmits)) {
28 /x RE LMW AE
29 tp->prior_ssthresh = tcp_current_ssthresh(sk);
30 /* TEFHBE
31 tp->snd_ssthresh = icsk->icsk_ca_ops->ssthresh(sk);
32 /* R3i% CA_EVENT_LOSS WZEF M4 ERMEL LT »/
33 tcp_ca_event(sk, CA_EVENT_LOSS);
34 /*
35 ETHWEHRTSHMUTHNER:
36 tp->undo_marker = tp->snd_una;
37 /* Retransmission still in flight may cause DSACKs later.
38 undo_retrans Te WK G I 2 14 2 B0 FAT R o E AE B gk 707
39 retrans_out EEH AL KRFEHINE TCP ¥ H
40 */
41 tp—>undo_retrans = tp->retrans_out 7 : -1;
42 */
43 tcp_init_undo(tp);
44 }

KT tep_init_undo HEZHNZ, iEZSIL8.12.3.1.

1 /x RGO RNRER 12/

2 tp->snd_cwnd = 1;

3 /*snd_cund_cnt R B M ERFEER O 2

4 BRI Ak BB % Ack BB, BREZEN ox/

5 tp->snd_cwnd_cnt = 0;

6 /% WFRIT— KRR EE Doyt E x/

7 tp->snd_cwnd_stamp = tcp_time_stamp;

8 /x BEEHNELRGFEFHING TcP BB EAE »/

9 tp->retrans_out = 0;

10 /x ERWE */

11 tp->lost_out = 0;

12 /*

13 EELHEN tp EXTH SACK HIF K,

14 FEyiE, RKE 1, REWEEE o

15 RFX— B RHAMREFEEE tp TREFANBH NN 0

16 */

17 if (tcp_is_reno(tp))

18 tcp_reset_reno_sack(tp);

KT tep_is reno HEMHNE, 1HZM8.9.1.1; KT tcp_reset reno sack HZH]

W7, 1E218.9.2.2.

B w N =

skb = tcp_write_queue_head(sk);

/x Pl H R EINA SACK HH +/

is_reneg = skb && (TCP_SKB_CB(skb)->sacked & TCPCB_SACKED_ACKED) ;
if (is_reneg) {
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NET_INC_STATS_BH(sock_net(sk), LINUX_MIB_TCPSACKRENEGING) ;
tp—>sacked_out = 0;
tp—>fackets_out = 0;

}

KTBAMPHRNEZ A, HZN8.3.1.
/x BRAXREHWELEE »/

tcp_clear_all_retrans_hints(tp);

tcp_for_write_queue(skb, sk) {
if (skb == tcp_send_head(sk))
break;

TCP_SKB_CB (skb)->sacked &= (~TCPCB_TAGBITS) | TCPCB_SACKED_ACKED;
if (! (TCP_SKB_CB(skb)->sacked4TCPCB_SACKED_ACKED) || is_reneg) {

/* Wl Ack R x/

TCP_SKB_CB(skb) ->sacked &= ~TCPCB_SACKED_ACKED;

/% AN/ LOST #r’s */

TCP_SKB_CB(skb)->sacked |= TCPCB_LOST;

/x Gt ERBWBE =/

tp->lost_out += tcp_skb_pcount (skb);

tp->retransmit_high = TCP_SKB_CB(skb)->end_seq;
}
}
/% BNE WA TeP B BKE left_outr/
tcp_verify_left_out(tp);

KT tep verify left out HLZHIHNEZ, 1HZ8.10.1.2.

/* Timeout in disordered state after receiving substantial DUPACKs
* suggests that the degree of reordering is over—estimated.
*/

if (icsk->icsk_ca_state <= TCP_CA_Disorder &&

tp->sacked_out >= sysctl_tcp_reordering)
/+ EFRE reordering*/
tp->reordering = min_t(unsigned int, tp->reordering,
sysctl_tcp_reordering) ;
* TEHAERS +/

tcp_set_ca_state(sk, TCP_CA_Loss);

/% BFKRAEWERN snd.nzt+/

tp—>high_seq = tp->snd_nxt;

/% RE ecn_flags, KA REFHAFERSES »/

tcp_ecn_queue_cwr (tp);

/* F-RTO RFC5682 sec 3.1 step 1: retransmit SND.UNA if no previous
* loss recovery is underway except recurring timeout(s) on
* the same SND.UNA (sec 3.2). Disable F-RTO on path MTU probing
*/
tp->frto = sysctl_tcp_frto &&
(new_recovery || icsk->icsk_retransmits) &&
linet_csk(sk)->icsk_mtup.probe_size;

6.1.2 EXFEEH (ECN)

FERL PR 4 A FE R, A —FPOT O A g il . W7 B, 3K
MNEBERREECTHZENER . 2T 2WMCINE e X BIufk il — TR, K5
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MANBH] o 2 TCP bR, % g tE M 1P E A — Xt R A AT B T3
JEo I, M TCP BEIGR, Sl MBS CBOE SR BEL Iidil%E. (HiE, &
RN, KRN ARBEIETRE MRS AL TIZERGL. i, Blor T —4
ACK BRKIETTAMIER L IRF, JOETTVEIHMNL, 4i/NE CHIIIER M.
FNTRE b A M8 R A5 A, BrEAE, A R AR ph e AT IO S S T4 Al
SN B TP BYSCHRr. 498, BRItz b, aiE TCP JZHSHF.
R B RGE .

6.1.2.1 IP X} ECN By#%

TP 3 1\ AL AR 5 2888 (TOS) JFUSEAE RECTI1 HE SN AL A %85
i BIE. R, WEEMERITERESEEE . £ RFC2474 TR ERTE LS —D 6 [
(9 X 43 IR 5545 55 (DSCP) FIW R HINL . DSCP (EHZE I — e i # L& 1 FI P31
FHOCIEI Kb e e TP X ECN M HE T TOS SRR~ w7
BRI

enum {

INET_ECN_NOT_ECT = 0, //T0S EWILA 00: K1 X¥ ECN

INET_ECN_ECT_1 = 1, //T0S JEWLA 01 %7 X ¥ ECN
INET_ECN_ECT 0 = 2, //T0S JEBLA 10 FRXFF ECN?? XA
INET_ECN_CE = 3, //T0S EWAMLA 11 RreEHmELHAHE
INET_ECN_MASK = 3, //ECN BH 1%,

I3

% AR MBI ZE R I, KB ECN BN 11, MREIRE TSt il i 214G
L THNZE. PO IR I TR
/*

Location:
include/net/inet_ecn.h

Function:

Parameter:

iph:ip Sk,

*/

static inline int IP_ECN_set_ce(struct iphdr *iph)

{
u32 check = (__force u32)iph->check; //force???, N% 32 fL
u32 ecn = (iph->tos + 1) & INET_ECN_MASK;

/*

* After the last operation we have (in binary):

* INET ECN_NOT_ECT => 01

* INET ECN_ECT 1 => 10

% INET ECN_ECT 0 => 11

* INET ECN_CE = 00

*/

/% XX FF ECN HEE o, BEAREWENFEERE, RE, */
if (!(ecn & 2))
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return !ecn;

/*
* The following gives us:
* INET ECN_ECT 1 => check += htons (0OzFFFD)
* INET ECN_ECT O => check += htons (OzFFFE)
*/
check += (__force ul6)htons(0xFFFB) + (__force ul6)htons(ecn);

iph->check = (__force __sum16) (check + (check>=0xFFFF)); J/E T ER
iph->tos |= INET_ECN_CE;  /* & ECN Mk EN 11, kT RETHE »/

return 1;

3

X E AR AT SR AU AT, remain to do.??7??

6.1.2.2 TCP *f ECN B

BE AR I A TP BLAAE KBRS B AR R AR RN 2R A 4 THZE. T EHLEH]
TCP HIE TSR FIAIETT, WL ELEL T ZE .

TCP (M 6 (AREBLL (Reserved) HIFMAIKETHE ECNo W PHTHITRE CWR-
ECE & X~

CWR CWR A&k FEuida/MIZER Obrd:, HRIBAENGE EAUE] 714 E ECE frid
# ACK.

ECE ECE AWAMER, f£ TCP =& FHFI TCP MM L ECN; (LM%
IR BB TCP B TP B 30AT ECN IR E N 11, HIiom & 0 7 1 %€,

MW HFF ECN B TCP 3 T TCP RN, E15¢#, SYN. SYN+ACK. ACK
Bto XFS2HF ECN 19 TCP Widkii, SYN Bt) ECE fl CWR bris# i E 17, SYN
H ACK Hi%'¥ ECE fridio

P/ S I

/* A3 XAF ECN */

#define TCP_ECN_OK 1

/x AR T HE, HHAERREF +/
#define TCP_ECN_QUEUE_CWR 2

/+ WAk AT HE, EENBEKT */
#define TCP_ECN_DEMAND_CWR 4

#define TCP_ECN_SEEN 8

#define TCPHDR_FIN 0201
#define TCPHDR_SYN 0202
#define TCPHDR_RST 0204
#define TCPHDR_PSH 0208
#define TCPHDR_ACK 0210
#define TCPHDR_URG 0220
#define TCPHDR_ECE 0240
#define TCPHDR_CWR 0280

#define TCPHDR_SYN_ECN (TCPHDR_SYN | TCPHDR_ECE | TCPHDR_CWR)
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6.1.3 IAEIFHIKSHLE R T

FERE, B PUIRAES ORI tep_ack IATXHMTE, ZBH A2

F tep_fastretrans_alert HZEFE RO REL, X HIRA T T B HX — R 4L

6.1.3.1 HHEEFIKRELIE:tcp_fastretrans_alert

© 00 ~NO 1B WN =

B DA DD DA DA DE PP D WWWWWWWWWWNNDNMNNNMNNNNMNONMNNONMNNODNRERRRRRRRRFR &
WO ~NOOT P, WNNHFHEF OOWWNODODOPE, WNEFHE OOOOLOUNOOOUPPWNONEHOOOOLONOO P WDNDEREHO

/%

Location:
net/ipv4/tep_input.c
Function:

Process an event, which can update packets-in-flight not trivially.
Main goal of this function is to calculate new estimate for left_out,
taking into account both packets sitting in receiver’s buffer and
packets lost by nmetwork.

Besides that it does CWND reduction, when packet loss is detected
and changes state of machine.

It does _not_ decide what to send, it s made in function
tep_zmit_retransmit_queue() .

Parameter:

sk: fririEdl .
acked: 13 E|HIAH LI E
prior_unsacked: TEFEBHPRSE B2 AT, NEENF
KW T ARFEHIAS ToP RS E .
is_dupack: = &HEE ACK?? FELFIF AN 2o
flag: /AL
*/
static void tcp_fastretrans_alert(struct sock *sk, const int acked,
const int prior_unsacked,
bool is_dupack, int flag)

struct inet_connection_sock *icsk = inet_csk(sk);

struct tcp_sock *tp = tcp_sk(sk);

/**/

bool do_lost = is_dupack || ((flag & FLAG_DATA_SACKED) && (tcp_fackets_out(tp) > tp->reordering));

int fast_rexmit = O;

/*WARN B35 B8R AT 4 %R 2
R R FFANGEUFS A FEFAGEBHRETH o
BE A,

*/

if (WARN_ON(!tp->packets_out && tp->sacked_out))
tp—>sacked_out = 0;

/*
WREFERANCHEENE, FERRAGCABERAZAFER

*/

if (WARN_ON(!tp->sacked_out && tp->fackets_out))
tp—>fackets_out = 0;

BTk, HIERESAEENLE 3.
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/* Now state machine starts.
A. ECE, hence prohibit(fliE) cund undoing, the reduction is required.
mTEREEAMER, FELFORE, FEFBBADAEF O,

*/

if (flag & FLAG_ECE)
tp->prior_ssthresh = 0;

MR BRI ACK FB1A B0 1 SACK, iXHIHIRATICFEN SACK FH35A S 1%
WO I B SOIRES o Lt R BT AL 240 T T E I RS 5l fE0 2 A bug, A
DFRATEE T el B MR EE AL G 5 2 A B o RO IR IE W P BRI AR , 52119 ACK
AN ZHEH B0 SACK, T8 SACK FEARME R, Xty i FzED &
1 SACK #a I B E A EFF oA A A BUG, RONTUAFREELT .

/* B. In all the states check for reneging SACKs. */
if (tcp_check_sack_reneging(sk, flag))
return;

KT tep__check sack reneging A HINE, 1HZ18.9.1.3.

/* C. Check consistency of the current state. */
tcp_verify_left_out(tp);

A A 17 B S & H )AL A R 2 A5 A/ N T 2 E AL AL &S

KT tep_verify left out I ZINEY, 152 18.10.1.2.

BETORA MM ZERTSIR T I 264, 24 high_seq BEFINIT, Z5RIZERTS, A
Open K745

/* D. Check state exit conditions. State can be terminated
* when high_seq s ACKed. */
if (icsk->icsk_ca_state == TCP_CA_Open) {
/RSB R ML EER R
WARN_ON(tp->retrans_out != 0);
//H B | — R o A R IR
tp->retrans_stamp = 0;
} else if (!before(tp->snd_una, tp->high_seq)) {
/% BN EFER tp->snd_una>tp->high_seq, B
FER, LEE SND.NXT BHAT. WEBRACLETHRE T,
WE R ERAFTLAT 0Pen KA, FARELUMARSERE
Z| Open K%
*/
switch (icsk->icsk_ca_state) {
case TCP_CA_CWR:
/* CWR is to be held something *above* high_seq
* 15 ACKed for CWR bit to reach receiver. */
if (tp->snd_una != tp->high_seq) {
/75 R G TR
tcp_end_cwnd_reduction(sk) ;
//E B OPen KA
tcp_set_ca_state(sk, TCP_CA_Open);
}

break;

KT tep_end cwnd reduction HIBHZNZ, 52 018.12.2.2.
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case TCP_CA_Recovery:

SR T R ERET sack g, R, RE o, FWEE 1

if (tcp_is_reno(tp))
//U%E sacked_out N 0
tcp_reset_reno_sack(tp);

/% ZERM Recovery R ASHAH
&3, FEEEE,

*/

if (tcp_try_undo_recovery(sk))
return;

//ERYEE O 4/

tcp_end_cwnd_reduction(sk) ;

break;

}

KT tep_try _undo_ recovery 2 NA, 152 08.12.3.5; KT tep_end__cwnd__reduction
M2 N, B2 18.12.2.2.

/* Use RACK (Restransmit Ack????)to detect loss
B E] 4 4F 204

*/

if (sysctl_tcp_recovery & TCP_RACK_LOST_RETRANS &&
tcp_rack_mark_lost(sk))
flag |= FLAG_LOST_RETRANS;//t W & 58 % %

/* E. Process state. */
switch (icsk->icsk_ca_state) {
case TCP_CA_Recovery:
/7PN BT 2 B B A A
if (!(flag & FLAG_SND_UNA_ADVANCED)) {
/AW REERT sack, KERERE 1, FEHKENZTERE ACK,
if (tcp_is_reno(tp) && is_dupack)
tcp_add_reno_sack(sk); //ILFEHWEIWEEN ACK HE
} else {
/x AT B ERNE */
if (tcp_try_undo_partial(sk, acked, prior_unsacked, flag))
return;
/* Partial ACK arrived. Force fast retransmit. */
do_lost = tcp_is_reno(tp) ||
tcp_fackets_out(tp) > tp->reordering;
}
if (tcp_try_undo_dsack(sk)) {
tcp_try_keep_open(sk) ;
return;
}

break;

KT tep_add reno sack HIHZ A, 152 018.9.2.3; KT tcp_try undo partial
HIEEZ N, 1ES18.12.3.4;

case TCP_CA_Loss:
tcp_process_loss(sk, flag, is_dupack);
if (icsk->icsk_ca_state != TCP_CA_Open &&
! (flag & FLAG_LOST_RETRANS))
return;
/* Change state if cwnd is undone or retransmits are lost */
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/AR RGBT SAck, HEHRE 1
if (tcp_is_reno(tp)) {
if (flag & FLAG_SND_UNA_ADVANCED)

tcp_reset_reno_sack(tp); //EE sacked
if (is_dupack)
tcp_add_reno_sack(sk) ; /B ERE sack

}

if (icsk->icsk_ca_state <= TCP_CA_Disorder)
tcp_try_undo_dsack(sk) ;

/R E RS E I Disorder WA, W#H AN Recovery KA.

J/RFHN Recovery WA, HUWTH BN OPen KA.

if (!tcp_time_to_recover(sk, flag)) {
tcp_try_to_open(sk, flag, prior_unsacked);
return;

}

/* MTU probe fatilure: don’t reduce cund */

if (icsk->icsk_ca_state < TCP_CA_CWR &&
icsk->icsk_mtup.probe_size &&
tp->snd_una == tp->mtu_probe.probe_seq_start) {
tcp_mtup_probe_failed(sk);
/* Restores the reduction we did in tcp_mtup_probe() */
tp->snd_cwnd++;
tcp_simple_retransmit (sk) ;
return;

}

/* Otherwise enter Recovery state */
tcp_enter_recovery(sk, (flag & FLAG_ECE));
fast_rexmit = 1;
}
SR ER B AN Ack BH EAEA E R B A,
// W BE R o 2 & K B E R
if (do_lost)
tcp_update_scoreboard(sk, fast_rexmit);
tcp_cwnd_reduction(sk, prior_unsacked, fast_rexmit, flag);

J/EE TG F A ARG LOST WE, FHWEE RTO T W&,

tcp_xmit_retransmit_queue(sk) ;

6.2 HHEIZH|5IE

1 Linux 7, S2 T 2RO I ZEI Bk o T LIl 8 R B B %% 5 | Linux
HITT R B AL B0 T — B el 5 | S a g e 2R B ) T oL Bl gl s,
SCERRAEL BRI, RIRTSE R —E S A AR A T R SE A R T & A
6.2.1 O

6.2.1.1 tcp_congestion_ops

struct tep_congestion_ops&hHIHRTIR T — EHH A I VLI I BT F OB 1E
HEIT
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/%

Location

*/

include/net/tcp.h

struct tcp_congestion_ops {

I3

/x BEEMERRT T RGN EFHAEEE +/

struct list_head list;
u32 key; /* HELHRBHME +/
u32 flags;

/* WA H B (TH) */
void (*init) (struct sock *sk);
/x BHAHHEE (TH)
WRF A -
1. XHEHED
2. BWMERHFEBET B —MWEEFE K
*/

void (*release) (struct sock *sk);

/* RE ssthresh (LHEI) */
u32 (*ssthresh) (struct sock *sk);
/x TTEFHWETT GLREIN) »/
void (*cong_avoid) (struct sock *sk, u32 ack, u32 acked);
/* EHRE ca_state BISWREA (k) »/
void (*set_state) (struct sock *sk, u8 new_state);
/x LREBFREFOHREGESF (TH) »/
void (*cwnd_event) (struct sock *sk, enum tcp_ca_event ev);
/x R AcKk BE|REHS (TH) +/
void (*in_ack_event) (struct sock *sk, u32 flags);
/x R THE “BAREFR" (TH) +/
u32 (*undo_cwnd) (struct sock *sk);
/*x HEEH AR AR MBS (T#)
num_acked AWK ACK iAWy EEk
*/
void (*pkts_acked) (struct sock *sk, u32 num_acked, s32 rtt_us);
/% K inet_diag EEWHRBGERWED (&) »/
size_t (xget_info) (struct sock *sk, u32 ext, int *attr,
union tcp_cc_info *info);

/x FRBREENEIR »/
char name [TCP_CA_NAME_MAX] ;
struct module *owner;

6.2.1.2 AEITHEH

N T R ZE S R S A SR R 0 AL B, Linux BT R TRA T FAEALEH], R
FER AR IR R A SO, NI B 85 T A SR B R A, LA RN 2E 4%
Hs, BARAAE T 4o VRN SEBIMIEE R EIE AT &, MITERH IO OFHE AT
KR, ARAARISEEL, BT S Frat b A 24T A S5 R AT

HRAEMKEM RS cund_event BREL. IZREA A —MAMEEANZEL,
REMREN S FAAERE LR
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/%

Location

include/net/tcp.h

*/

enum tcp_ca_event {
/x R, ELERBELRFHAGE «/
CA_EVENT_TX_START,
/x WEGFOER »/
CA_EVENT_CWND_RESTART,
/x WEERELER »/
CA_EVENT_COMPLETE_CWR,
/% BE, BN loss RE »/
CA_EVENT_LOSS,
/% ECN WXRET, 1€ CE RAMEBM +/
CA_EVENT_ECN_NO_CE,
/x WEITHET CcE Ll IP X #/
CA_EVENT_ECN_IS_CE,
/x FERHNEHEE */
CA_EVENT_DELAYED_ACK,
CA_EVENT_NON_DELAYED_ACK,

};

BRI T ACK B, & Hin_ack_event (). BHS S5 —LL(5 25 H L1 il

e MHICHE SN

enum tcp_ca_ack_event_flags {
CA_ACK_SLOWPATH
CA_ACK_WIN_UPDATE
CA_ACK_ECE

(1 << 0), /% FEBEBAREPLAIE «/
(1 << 1), /* % ACK BT HE O KRN */
(1 << 2), /* ECE (LW ZET */

I3

6.2.1.3 tcp_register_congestion_control()

R BTN R O ZE S S

int tcp_register_congestion_control(struct tcp_congestion_ops *ca)

{

int ret = 0;

/* TR WEEA LR EI ssthresh F cong_avoid ops */

if (!ca->ssthresh || !ca->cong_avoid) {
pr_err("%s does not implement required ops\n", ca->name);
/% RF LI, WREHR */
return -EINVAL;

}

[ WEEEARNBAE, mkldEE, */

ca->key = jhash(ca->name, sizeof(ca->name), strlen(ca->name));

spin_lock(&tcp_cong_list_lock);
if (ca->key == TCP_CA_UNSPEC || tcp_ca_find_key(ca->key)) {
/x WMREZEMBPEMITT, HFBT hash BET FEBE),
* AP 23R B AR
*/
pr_notice("%s already registered or non-unique key\n",
ca->name) ;
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ret = -EEXIST;

} else {
R T T
list_add_tail_rcu(&ca->1list, &tcp_cong_list);
pr_debug("’s registered\n", ca->name);

}

spin_unlock(&tcp_cong_list_lock);

return ret;

}
b, tep_ca_find_keyRAUHII MG A EHARER A Ko jash 2P ALK FUPEREINEE
M A BIE. abR, B R AR AR . X B AR A EIE S 71X
MG SRR . AR N E BN IE R B, AT HEERKN, WT:

/* Simple linear search, don’t expect many entries! */
static struct tcp_congestion_ops *tcp_ca_find(const char *name)

{
struct tcp_congestion_ops *e;
list_for_each_entry_rcu(e, &tcp_cong_list, list) {
if (strcmp(e->name, name) == 0)
return e;
}
return NULL;
}

W LUER], SRREHHEET TR, BORBR. XN TINREHCE R, X4 AT
TWEFY, FREIE A (E A ORI T A

/* Simple linear search, nmot much in here. */
struct tcp_congestion_ops *tcp_ca_find_key(u32 key)

{
struct tcp_congestion_ops *e;
list_for_each_entry_rcu(e, &tcp_cong_list, list) {
if (e->key == key)
return e;
}
return NULL;
}

—RAGOLT, AR A Oy B A AR S AT T A o AEASEERAT)
AR, WH tcp_register_congestion_control BRECKUATIEM, 25, BRI AT
FA R ZEH R I SR

6.2.1.4 tcp_unregister_congestion_control()

S1EIEXT B H] tcp_unregister_congestion_controlﬁﬂ%}ﬁf{%*/l\%%j@ﬁ?”ﬁ
o HELIAE:

129



6.2. FMEIEH G E CHAPTER 6. TCP ¥ &4

void tcp_unregister_congestion_control(struct tcp_congestion_ops *ca)

{

spin_lock(&tcp_cong_list_lock);
/% BRIZMEESNEE +/
list_del_rcu(&ca->list);
spin_unlock(&tcp_cong_list_lock);

/* Wait for outstanding readers to complete before the
* module gets removed entirely.
*
* A try_module_get() should fail by now as our module %s
* 4n "going" state since mo refs are held anymore and
* module_exzit () handler being called.
*/

synchronize_rcu() ;

6.2.2 CUBIC HEZHEZX
Cubic B2 Linux W ERIA R S8 6 5L

6.2.2.1 CUBIC EEN4E

CUBIC SR BHEXAER: HEAE T kA 0)E, BRI AIE 0 R/NE Ly
Wnae, 25, BEFFTRMI/N. X H bR TCP R, Terh /N AR Eh Ak,
eI — A REL Bo PREEFIRIKE (S FIARE TCP — 2. 4 EREARIIER T
WrBLUE, R cubic BRAUMBYER BT AR, BRI Wihe Nk 25,
CoRE cubic AN HIFRA ARSI

Steady State Behavior

Max Probing

K 6.2: Cubic K%L

6.2.2.2 HERENX

£ Linux H', JIEEEHIE SR ENBER ST, Cubic ARG, HIE, EX
THIREEEARE R
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module_init(cubictcp_register);
module_exit(cubictcp_unregister) ;

MODULE_AUTHOR("Sangtae Ha, Stephen Hemminger");
MODULE_LICENSE("GPL");
MODULE_DESCRIPTION("CUBIC TCP");
MODULE_VERSION("2.3");

XA E SCEAE TSR P RV RTE WA SESE . Hr, mE B @ LT
BB PR, SR EN 8 B 2008 FH A s AL IR AL s T

static int __init cubictcp_register(void)
{
BUILD_BUG_ON(sizeof (struct bictcp) > ICSK_CA_PRIV_SIZE);

/% T EHKEF GLEMEE SRTT # 100ms) */

beta_scale = 8% (BICTCP_BETA_SCALE+beta) / 3
/ (BICTCP_BETA_SCALE - beta);

cube_rtt_scale = (bic_scale * 10); /* 1024*c/rtt */
/* TTEAR (wmaz-cund) = c/rtt * K3 P K

* B 1% K = cubic_root( (wmaz-cwnd)*rtt/c )

* EE, KB K WHEME bictep HZ=2"10, T HZ

*/

/* 1/c * 272*bictcp_HZ * srtt */
cube_factor = 1lull << (10+3*BICTCP_HZ); /* 2740 */

/* divide by bic_scale and by constant Srtt (100ms) */
do_div(cube_factor, bic_scale * 10);

return tcp_register_congestion_control(&cubictcp);

TERIAACET ) ARIETILI PS4, %M Cubic HEEAXITE 1 cube_factor. &
Ji, WHtcp_register_congestion_controltKEiF Cubic H k. Cubic HiLArsL
HIEREQ T

static struct tcp_congestion_ops cubictcp __read_mostly = {

.init = bictcp_init,

.ssthresh = bictcp_recalc_ssthresh,
.cong_avoid = bictcp_cong_avoid,
.set_state = bictcp_state,
.undo_cwnd = bictcp_undo_cwnd,
.cwnd_event = bictcp_cwnd_event,
.pkts_acked = bictcp_acked,

.owner = THIS_MODULE,

.name = "cubic",

I8

R A2 S A RAE , BATTAE T LAZSERAR RS . 1) S o AERCHAEEIZE T, K6 cubictcp_unregister i
o ZREA—IRTT—0 Cubic F¥E MM ARG 51 b f
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static void __exit cubictcp_unregister(void)
{

tcp_unregister_congestion_control (&cubictcp) ;

6.2.2.3 EXSHEWMREL
CUBIC HIfris AR S 0e LInF

/* BIC TCP Parameters */
struct bictcp {

u32 cnt; /* FR cund WK 1/cnt BB x/

u32 last_max_cwnd; /* snd_cwnd Z R[5 AME */

u32 loss_cwnd; /x I —REEEZRGHEHHEFT DT +/
u32 last_cwnd; /% I snd_cund */

u32 last_time; /* BH last_cwnd HJEE */

u32 bic_origin_point;/* bic HEHWATLE B *»/

u32 bic_K; /% MBI — I 4E B A0k E R +/

u32 delay_min; /% /PNIER (msec << 3) »/

u32 epoch_start; /x —RR TG +/

u32 ack_cnt; /% ack W E +/

u32 tcp_cwnd; /* estimated tcp cund */

ulé unused;

u8 sample_cnt; /* FTFHRE curr rtt BWEEAREK *»/

u8 found; /*x EERETEE E2 +/

u32 round_start; /* beginning of each round */

u32 end_seq; /* end_seq of the round */

u32 last_ack; /* last time when the ACK spacing is close */
u32 curr_rtt; /* the minimum rtt of current round */

I8

WG, ESEEE T CUBIC FrRNESEL, 25, ¥ loss_cundiZ &N 0. KA
B MR AR EL, AR R 00 BJaiRIE 275 5 A hystart HLHIRJUE A
BEATHINV IR0 Ma1 . B)e, Hi%'E Tinitial_ssthresh, AP st FHZMENENHILGH

snd_ssthresho

static void bictcp_init(struct sock *sk)

{
struct bictcp *ca = inet_csk_ca(sk);
bictcp_reset(ca);
ca->loss_cwnd = 0;
if (hystart)
bictcp_hystart_reset(sk);
if ('hystart &% initial_ssthresh)
tcp_sk(sk)->snd_ssthresh = initial_ssthresh;
}

Her, bictcp_reset@%ﬁﬂ%%‘%ﬂ‘]’j}%ﬁ%ﬁﬂﬂﬁ%ﬁﬂ 07/,

static inline void bictcp_reset(struct bictcp *ca)
{

ca->cnt = 0;

ca->last_max_cwnd = O;

ca->last_cwnd = 0;
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ca->last_time = 0;
ca->bic_origin_point = O;
ca->bic_K = 0;
ca->delay_min = 0;
ca->epoch_start =
ca->ack_cnt = 0;
ca->tcp_cwnd = 0;
ca->found = 0;

0;

6.2.2.4 ssthresh BJITE

IR T FEfFbictep_recalc_ssthreshPRAUHSLIL .

static u32 bictcp_recalc_ssthresh(struct sock *sk)

{
const struct tcp_sock *tp = tcp_sk(sk);
struct bictcp *ca = inet_csk_ca(sk);

ca->epoch_start = 0; /* end of epoch */

/* Wmaz and fast convergence */
if (tp->snd_cwnd < ca->last_max_cwnd && fast_convergence)
ca->last_max_cwnd = (tp->snd_cwnd * (BICTCP_BETA_SCALE + beta))
/ (2 * BICTCP_BETA_SCALE);
else
ca->last_max_cwnd = tp->snd_cwnd;

ca->loss_cwnd = tp->snd_cwnd;

return max((tp->snd_cwnd * beta) / BICTCP_BETA_SCALE, 2U);
}
XYM E] T Fast Convergence Ml ZAHLHHHIAFEAEE N TNk CUBIC 832 AR S0H
JEo LEMZE R, — NHRIRATIIA, SR IHER L — SR s, MBS R LEH—
FE B AS 0] O TR IH AR A 95 i, CUBIC BIVEE S| T Fast Convergence
Pl R ARG, XTI REAIRZERT 1 AR/ NI BT R ZERT H R/
R/NT T Z A 2ER D RERRME, ARARET AT RE A B A T o U, s il
SRS , LAMERR MR RIS B R e IR S

6.2.2.5 BRI EET
AT IR FERE GRS, THEIZER O KA bictcp_cong_avoide

static void bictcp_cong_avoid(struct sock *sk, u32 ack, u32 acked)
{

struct tcp_sock *tp = tcp_sk(sk);

struct bictcp *ca = inet_csk_ca(sk);

if (!tcp_is_cwnd_limited(sk))
return;

/* Y tp->snd_cwnd < tp->snd_ssthresh B,

* PPWEFITA/NEFET ssthresh RN, FEWITHE acked B AN,
*/
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if (tcp_in_slow_start(tp)) {
if (hystart && after(ack, ca->end_seq))
bictcp_hystart_reset(sk);
acked = tcp_slow_start(tp, acked);
if (lacked)
return;
}
bictcp_update(ca, tp->snd_cwnd, acked);
tcp_cong_avoid_ai(tp, ca->cnt, acked);

}

XA AN Fo UK ssthresh BIEA 6, #UH cwnd 8 1. ABAIEHE TCP WARIHE,
PHIET TR/ 244 1,2,4,6 TASE 1,2,4,80 440 T8 /5 S HPRAR, acked HI%L
Hoe4 g e shiE. 188300 iR T :

u32 tcp_slow_start(struct tcp_sock *tp, u32 acked)

{

/* HWEFOWNANET ssthresh 1 cund FRAWI—A +/
u32 cwnd = min(tp->snd_cwnd + acked, tp->snd_ssthresh);

/% WMRFWHEE I/ T ssthresh, N acked=0,
* BTN acked H#BiT ssthresh W EkE,

*/

acked -= cwnd - tp->snd_cwnd;

tp->snd_cwnd = min(cwnd, tp->snd_cwnd_clamp);

return acked;

}

A2, R e cund < ssthresh, A4, bictcp_cong_avoid?jti%fﬂﬁﬂ'r%%}ﬁ'iﬂo w5
W, SRR I S o IR RAS T, I Hbictep_update KB HHH JE G 1 A9 {E .
static inline void bictcp_update(struct bictcp *ca, u32 cwnd, u32 acked)

{

u32 delta, bic_target, max_cnt;
ué4 offs, t;

ca—>ack_cnt += acked; /* 4l ACKed packets Wi H =/

if (ca->last_cwnd == cwnd &&
(s32) (tcp_time_stamp - ca->last_time) <= HZ / 32)
return;

/* CUBIC B¥ BN BN KRS EH —K ca->ent WIE,
* B—RE%E cund BW/NEH, ca->epoch_start SWEERH 0.
* XLBE| EHITE ca—>ent.
*/
if (ca->epoch_start && tcp_time_stamp == ca->last_time)
goto tcp_friendliness;

ca->last_cwnd = cwnd;

ca->last_time = tcp_time_stamp;

if (ca->epoch_start == 0) {

ca->epoch_start = tcp_time_stamp; /* LTI BT E] */
ca->ack_cnt = acked; /* TPt % */
ca->tcp_cwnd = cwnd; /* E ¥ cubic W cwnd 1 */
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if (ca->last_max_cwnd <= cwnd) {
ca->bic_K = 0;
ca->bic_origin_point = cwnd;
} else {
/* RTEARITEHN K 1E
* (wmaxz-cwnd) * (srtt>>3 / HZ) / c * 27 (3*bictcp_HZ)
*/
ca->bic_K = cubic_root(cube_factor
* (ca->last_max_cwnd - cwnd));
ca->bic_origin_point = ca->last_max_cwnd;

3
}
/* cubic function - calc*/
/* calculate ¢ * time™3 / rtt,
* while considering overflow in calculation of time™3
* (so time 3 is done by using 64 bit)
* and without the support of division of 64bit numbers
* (so all divistons are done by using 32 bit)
* also NOTE the unit of those weriables
* time = (t - K) / 2 bictcp_HZ
* c = bic_scale >> 10
* rtt = (srtt >> 3) / HZ
* 11!l The following code does not have overflow problems,
* ¢f the cwnd < 1 million packets !!!
*/

t = (s32) (tcp_time_stamp - ca->epoch_start);
t += msecs_to_jiffies(ca->delay_min >> 3);
/* change the unit from HZ to bictcp_HZ */
t <<= BICTCP_HZ;

do_div(t, HZ);

if (t < ca—->bic_K) /* t - K *x/
offs = ca->bic_K - t;

else
offs = t - ca->bic_K;

/* c/rtt * (t-K) 3 */
delta = (cube_rtt_scale * offs * offs * offs) >> (10+3*BICTCP_HZ);

if (t < ca->bic_K) /* below origin*/
bic_target = ca->bic_origin_point - delta;
else /* above origin*/

bic_target = ca->bic_origin_point + delta;

/* BAE cubic BEITEH RN EAWEFOEFRYMAET OME, HE cnt AN, */

if (bic_target > cwnd) {
ca->cnt = cwnd / (bic_target - cwnd);
} else {

ca->cnt = 100 * cwnd; /x REK—/INE */

/%
* The initial growth of cubic function may be too conservative
* when the available bandwidth is still unknown.
*/
if (ca->last_max_cwnd == 0 && ca->cnt > 20)
ca->cnt = 20;  /* increase cwnd 5/ per RIT */
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86 tcp_friendliness:

87 /* TCP KIFM */

88 if (tcp_friendliness) {

89 u32 scale = beta_scale;

90

91 /x BEERKSH AIMD HET, TeP FAEFOWARAD +/
92 delta = (cwnd * scale) >> 3;

93 while (ca->ack_cnt > delta) { /* update tcp cund */
94 ca->ack_cnt -= delta;

95 ca->tcp_cwnd++;

96 }

97

98 /* R ToP MEERT curc, AL KE TCP HEW AT #/
99 if (ca->tcp_cwnd > cwnd) {

100 delta = ca->tcp_cwnd - cwnd;

101 max_cnt = cwnd / delta;

102 if (ca->cnt > max_cnt)

103 ca->cnt = max_cnt;

104 }

105 }

106

107 /x BHBRKEZFTHTEN rtt HRKAEERN 1.5 F »/

108 ca->cnt = max(ca->cnt, 2U);

109 }

TERGHT et 1 AK/NCAE , CUBIC BRI B AR T LHE, 21854 tep_cong_avoid_aik
AT T R/NE o 3X A PR HOR Bl M AR o o K/ NS — e iE . (HRAESD
T—RIMMEIE)S, R ERET .

1 void tcp_cong_avoid_ai(struct tcp_sock *tp, u32 w, u32 acked)

2 {

3 /x XEHT —NFEHNT, FATHXE—FFEAN

4 * WE w wA, A2, snd_cwnd_cnt o E N — /MR A,

5 * hE, w BTHMAEERARENTRS, WATEITHELEN delta BMRA,
6 * XTRRFRRENEL. AT BRAXMFER, XERWHMWT —MFH

7 */

8 if (tp->snd_cwnd_cnt >= w) {

9 tp->snd_cwnd_cnt = 0;

10 tp->snd_cwnd++;

11 }

12

13 /x BUTHH AN G EKE »/

14 tp->snd_cwnd_cnt += acked;

15 if (tp->snd_cwnd_cnt >= w) {

16 /*x BUEREANE S AHF AT K ERULGIE O KA,

17 * WEMZESE—, BAEEN—FFREHNIMEE M AD) #E,
18 * Fldn, w A 10, acked K 20 B, N U 20/10=2, TAFE 1.
19 */
20 u32 delta = tp->snd_cwnd_cnt / w;
21
22 tp->snd_cwnd_cnt -= delta * w;
23 tp->snd_cwnd += delta;
24 }
25 tp->snd_cwnd = min(tp->snd_cwnd, tp->snd_cwnd_clamp) ;
26 }
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6.2.2.6 FEKBHIIKREL

LIRS HIPRS L A AR, & Hset_statelR%L, X)W E] CUBIC fRbLrT,
?Jt%bictcp_stategl%lo

static void bictcp_state(struct sock *sk, u8 new_state)

{
if (new_state == TCP_CA_Loss) {
bictcp_reset(inet_csk_ca(sk));
bictcp_hystart_reset(sk);
}
}

CUBIC HERALEL T —FRAS . TCP_CA_Loss. AILLEZE], H¥PEAT LOSS LG, #ie
W Hbictcp_reset AL, HEMIEEHIZEA XM, HIEEHIEEM S B MR E3hHF
TEPAT

6.2.2.7 #H CWND @/

CUBIC i i [0 4 B4 JE %3 1A _E— 7k LOSS ARASHT A0 FEs i o8 1 iR AE,
RAFET 6/ AT RN

static u32 bictcp_undo_cwnd(struct sock *sk)
{

struct bictcp *ca = inet_csk_ca(sk);

return max(tcp_sk(sk)->snd_cwnd, ca->loss_cwnd);

6.2.2.8 43 CWND EH

R B AR AR AL T, AT B E I Fepoch_start. X ENT
fif R 24 [ R A — B TR AN AR AT AR RY |, now-epoch_start S AR1SMR A, HIL,
R4 Cubic BECHH A SRR H AR ZEE DB SRR AR RAR, X — iR KL,
T B YRR B T 0GR BT, B B epoch_start MfH . fEiX BL.CA_EVENT_TX_STARTZf
R HB T AR C AN T (RIBCAET B A ) | s R 7 TR
REFEARA T Frf R fA U A B RE e A — BN RIBeA & . (AT, 7ERR
Jr BT IR R BN, TR EERTNE epoch_start IE, PAMEAE T E IR 1 B K/ N,
ThRE A BRHLIEAE cubic PRALHIHIZE.

static void bictcp_cwnd_event(struct sock *sk, enum tcp_ca_event event)

{
if (event == CA_EVENT_TX_START) {
struct bictcp *ca = inet_csk_ca(sk);
u32 now = tcp_time_stamp;
s32 delta;

delta = now - tcp_sk(sk)->lsndtime;
/* We were application limited (idle) for a while.

* Shift epoch_start to keep cwnd growth to cubic curve.

*/
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if (ca->epoch_start && delta > 0) {
ca->epoch_start += delta;
if (after(ca->epoch_start, now))
ca->epoch_start = now;
}

return;

6.2.2.9 I§ZE ACK
WE) ACK J5, Cubic B EHT TGRS LIRS Mo

/* Location: net/ipv4/tcp_cubic.c
*
* Track delayed acknowledgment ratio using sliding window
* ratio = (15*ratio + sample) / 16
*/
static void bictcp_acked(struct sock *sk, u32 cnt, s32 rtt_us)
{
const struct tcp_sock *tp = tcp_sk(sk);
struct bictcp *ca = inet_csk_ca(sk);
u32 delay;

/* Some calls are for duplicates without timetamps */
if (rtt_us < 0)
return;

/* Discard delay samples right after fast recovery */
if (ca->epoch_start && (s32)(tcp_time_stamp - ca->epoch_start) < HZ)
return;

delay = (rtt_us << 3) / USEC_PER_MSEC;
if (delay == 0)
delay = 1;

[ BE—PRORR R B ERG AN, E delay_min WH, */
if (ca->delay_min == 0 || ca->delay_min > delay)
ca->delay_min = delay;

/% % cund WANKTEMEE, 28K hystart EHALG +/
if (hystart && tcp_in_slow_start(tp) &&
tp->snd_cwnd >= hystart_low_window)
hystart_update(sk, delay);

6.2.2.10 hystart

AR 2B, AR IS R S e — N Al QR e shi i 0 RS RR
(FERATFE M2, AR AR Fsh i b & £ T 26, ARk R KEE (A
AR FERS NGRS ) o HyStart(Hybrid Slow Start) & —F ALt 19185 sh &3, AL
WAL SRR TP R AR, IIMHETE RGBT IR S k.

£ HyStart F35m, 185 shid RS2 AR UCHN ZE 5 1 hnfi. (H2, B4 ACK
AR IEIRE N ARG, RFHE D L2ABH 5 (Safe Exit Points)o 1R H AR
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12 5 shIF I A e e Y . I RAER B sh i R A A AL, 84 HyStart Bk
E"J RIMFUE BRI JH s —50 .

#AA HyStart FyER, S0 YA TR, E—RIW et {5, FHFEFFI S ETH
rtt {Ho

/* Location: net/ipuvi/tcp_cubic.c */
static inline void bictcp_hystart_reset(struct sock *sk)

{
struct tcp_sock *tp = tcp_sk(sk);
struct bictcp *ca = inet_csk_ca(sk);
ca->round_start = ca->last_ack = bictcp_clock();
ca->end_seq = tp->snd_nxt;
ca->curr_rtt = 0;
ca->sample_cnt = O;

}

Tpk4ER) ACK LUR, AR tep M TIEERE, HIMZEW R R/NEERT T —
EHME, 2L Hhystart_update O #EAZ] hystart &k

/* Location: net/ipv4/tcp_cubic.c */
static void hystart_update(struct sock *sk, u32 delay)

{
struct tcp_sock *tp = tcp_sk(sk);
struct bictcp *ca = inet_csk_ca(sk);

/ MREEKETERE R, HLEERE »/
if (ca->found & hystart_detect)
return;

if (hystart_detect & HYSTART_ACK_TRAIN) {
u32 now = bictcp_clock();

/* first detection parameter - ack-train detection */
if ((s32) (now - ca->last_ack) <= hystart_ack_delta) {
ca->last_ack = now;
if ((s32)(now - ca->round_start) > ca->delay_min >> 4) {
ca->found |= HYSTART_ACK_TRAIN;
NET_INC_STATS_BH(sock_net(sk),
LINUX_MIB_TCPHYSTARTTRAINDETECT) ;
NET_ADD_STATS_BH(sock_net(sk),
LINUX_MIB_TCPHYSTARTTRAINCWND,
tp->snd_cwnd) ;
tp->snd_ssthresh = tp->snd_cwnd;

}

RS A, AR B P IR N IZ R ACK Z (BRI B KT T bt AR AY—
o, WA, BT AR NEAZ R T Mg AR LR T X B2 A6 4, 21N
delay_min/Ef/NMERAEH 3 IR rtt B—FAH2 T HARRIINIE . ESCE] B IR
ACK WLV TG S8R/ N X TR IR — 1 . TR Hsh B, kMK
PRI, FrEL, T EMBSAE M 2R, BR R 2L A0 1T o O] BT NI LR L2 T8
FIA s i) T Pt 2 T 11 R/ N DA 28 55 O T o 1D ik, FRATTABEARAS P IR ACK Z [H]
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AR TR)ZZ , TATE XA B RIS A T 58 o IT2ER VS BRI C = BX Dpin + 5,
X C RE AR, BIEHIE, Dy i/ NIRRRRE, SRR/ BT
EAEER, W, JEWIR ACK Z RIS RIGES Dy 85U EAANIZE A BRI
JEREARGENY, TR T M.

AR R R R YRR E R K C A T EIRE, A4, IR
ZEH I DB o I, R BB S H SRS

if (hystart_detect & HYSTART_DELAY) {
/* obtain the minimum delay of more than sampling packets */
if (ca->sample_cnt < HYSTART_MIN_SAMPLES) {
if (ca->curr_rtt == 0 || ca->curr_rtt > delay)
ca->curr_rtt = delay;

ca->sample_cnt++;
} else {
if (ca->curr_rtt > ca->delay_min +
HYSTART_DELAY_THRESH(ca->delay_min >> 3)) {
ca->found |= HYSTART_DELAY;
NET_INC_STATS_BH(sock_net(sk),
LINUX_MIB_TCPHYSTARTDELAYDETECT) ;
NET_ADD_STATS_BH(sock_net(sk),
LINUX_MIB_TCPHYSTARTDELAYCWND,
tp->snd_cwnd) ;
tp->snd_ssthresh = tp->snd_cwnd;

()

B8 5 RSB T AR T 5 #02 B4R 4 BT Y snd_ssthresh Y K /INAE 124 i
FETT O —FER RN IXEE, TCP H A S e AT FERE RS

140



CHAPTER [

Contents

7.1 tcp_shutdown ... ...... ... ... 00000000, 138
7.2 EBIKHE ..o e 139
721 FHUWETIREFIN ..o 139
72101 FEARWHXRR. ... 139

7.2.1.2 tep_close . . . . ... 139

7.2.1.3 tcp_close_state . .. ... ... ... .. ... ... 143

7214 tcp_send_fin . .. .. ... .o 143

722 HTUEF BRACK ... 145
7.2.2.1 tcp_rcv_state_process . . . . ... ... ... ... 145

7.2.2.2 tep_time_wait . . . .. ... Lo 148

723 HBEUIETIHEZFIN ..o 149
7.2.3.1 tcp_timewait_state_process . . .. ... .. .. .. 149

724 BMNEAETF: KiFACK . ... 152
725 WISCH .o 154
7.2.6 TIME_WAIT . ... ... ... .. .. 155
7.3 BEEIKRH ... e 157
731 EORWRFE . 157
732 HoUWEFBKFIN .. 157
73201 BREUAMIRR. ... 157

7322 tep_fin. . ... oo o o 157

733 HIUET RIEFINMJACK ... ..o 159
734 FEWETIREFIN .00 159
7.35 HVUKAETF: B FIN B ACK ... ... 160

141

TCP BRGERE



7.1. TCP_SHUTDOWN CHAPTER 7. TCP # &4

7.1 tcp_shutdown

11T shutdown RAWH |, £ TCP &z % ARG H R Htcp_shutdownsL

Mo
/*
Location:
net/ipv4/tep.c
Function:
Shutdown the sending side of a connection. Much like close except
that we don’t receive shut down or sock_set_flag(sk, SOCK_DEAD).
Parameter:
sk: ek
how: 22?2
*/
void tcp_shutdown(struct sock *sk, int how)
{
/* We need to grab some memory, and put together a FIN,
* and then put it into the queue to be sent.
Tim MacKenzie(tym@dibbler.cs.monash.edu.au) 4 Dec ’92.
*/
if (!(how & SEND_SHUTDOWN))
return;
/*
REF @M KA, JFEH TCP RAN ESTABLISHED. SYN_SENT.
SYN_RECV. CLOSE_WAIT RS H —1,
*/
if ((1 << sk->sk_state) &
(TCPF_ESTABLISHED | TCPF_SYN_SENT |
TCPF_SYN_RECV | TCPF_CLOSE_WAIT)) {
/* Clear out any half completed packets. FIN if needed. */
/x WMRWHBEERE—A FIN T, #Bkid. »/
if (tcp_close_state(sk))
tcp_send_fin(sk);
}
}

REISTE TR B R FIN B, JHtcp_close_state ) KX E TCP HPRE.

7.2 EFXH
7.2.1 HF—XIEF: XX FIN
7.2.1.1 EXAAXR

7.2.1.2 tcp_close

%*5&%)&%&%7}?&&'%2): WfﬁF" Eﬂﬁiﬁfﬁ close 7'5? %—> FIN RZE1Z 7 1A)
ERER, 45w EXA FIN 5, BRI HE EEL L THIREIE,
1M close RSV AL 2B %EJD/TJEIE tcpiclose Eﬁiﬂ]ﬁ?ﬁ( I3 o
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/%

Location:
net/ipv4/tep.c
Function:
HATESHRANE —F, RE FIN
Parameter:

sk: fefE sk,
timeout: X IEX F4EH 2 77, ¥ LK F & B0 0 Bt A,

*/
void tcp_close(struct sock *sk, long timeout)

{
struct sk_buff *skb;
int data_was_unread = O;
int state;

lock_sock(sk) ;
sk->sk_shutdown = SHUTDOWN_MASK;

if (sk->sk_state == TCP_LISTEN) {
tcp_set_state(sk, TCP_CLOSE);

/* Special case. */
inet_csk_listen_stop(sk);

goto adjudge_to_death;
}

HE, Mt emet. SRR RE RSN SHUTDOWN _MASK, KRt T
LA A o

WEREREAATAORE, XPEOACEAIX o B, RO RA R ERE, K
W A& I% FIN E4F. %3 TCP HIRAN CLOSE, ARSI, &g Pkit
adjudge_to_ death ALFEATHHICALEE

/* We need to flush the recv. buffs. We do this only on the
* descriptor close(ft 2 & E.), not protocol—sourced(ﬁ’Qxﬁyﬁ) closes, because the
* reader process may not have drained GH#E) the data yet!
*/
while ((skb
u32 len

__skb_dequeue (&4sk->sk_receive_queue)) != NULL) {
TCP_SKB_CB(skb)->end_seq - TCP_SKB_CB(skb)->seq;

if (TCP_SKB_CB(skb)->tcp_flags & TCPHDR_FIN)
len--;
data_was_unread += len;
__kfree_skb(skb);
}

sk_mem_reclaim(sk) ;

RINEORAIERE, Mf BRI E A8 BB, RINSETHRER 1 2 08, AR
[ 2247 o
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/%
if

If socket has been already reset (e.g. in tcp_reset()) - kill it. */
(sk->sk_state == TCP_CLOSE)
goto adjudge_to_death;

WA socket AREHLAE close IRAHITE, E#HEHEE] adjudge to death HLUFo

/*
*
*
*
*

As outlined in RFC 2525, section 2.17, we send a RST here because
data was lost. To witness the awful effects of the old behavior of
always doing a FIN, Tun an older 2.1.z kernel or 2.0.z, start a bulk
GET in an FTP client, suspend the process, wait for the client to
advertise a zero window, then kill -9 the FTP client, wheee...

* Note: timeout %s always zero in such a case.
*/
/%
FE repair HM
*/
if (unlikely(tcp_sk(sk)->repair)) {

sk->sk_prot->disconnect(sk, 0);

} else if (data_was_unread) {

/*
Unread data was tossed, zap the connection.
ERAEHERBENHRTH FEE. XN ZEEERS
CLOSE, 3 EFMAF K%k RST, BEHXAELEFHIEA,
il K% FIN ko —WEH,
*/
NET_INC_STATS_USER(sock_net (sk), LINUX_MIB_TCPABORTONCLOSE);
tcp_set_state(sk, TCP_CLOSE);
tcp_send_active_reset(sk, sk->sk_allocation);

} else if (sock_flag(sk, SOCK_LINGER) && !sk->sk_lingertime) {

/* Check zero linger _after_ checking for unread data. */

/%
WREEET S0 LINGER FH, ZwiEA o, WEAEEF disconnect Wi
. BB RO ETEBEE R accept HEEHR, R WM kB K
BB BRI F]. K7 _E R B A RO A B B B

*/

sk->sk_prot->disconnect(sk, 0);
NET_INC_STATS_USER(sock_net(sk), LINUX_MIB_TCPABORTONDATA) ;

} else if (tcp_close_state(sk)) { J/H B R BT LK FIN

/* We FIN 4f the application ate all the data before
* zapping the connection.

*/

N
*

RED-PEN. Formally speaking, we have broken TCP state
machine. State transitions:

TCP_ESTABLISHED -> TCP_FIN WAIT1
TCP_SYN_RECV -> TCP_FIN_WAIT1 (forget it, it’s impossible)
TCP_CLOSE_WAIT -> TCP_LAST ACK

are legal only when FIN has been sent (i.e. in window),
rather than queued out of window. Purtists blame.

F.e. "RFC state" 4s ESTABLISHED,
i1f Linux state is FIN-WAIT-1, but FIN is still not sent.

The visible declinations are that sometimes
we enter time-wait state, when it is mot required really
(harmless), do not send active resets, when they are

* %X X X X X X X X X X X X * *
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53 * required by specs (TCP_ESTABLISHED, TCP_CLOSE_WAIT, when
54 * they look as CLOSING or LAST_ACK for Linux)

55 * Probably, I missed some more holelets.

56 * -—ANK

57 * XXX (TFO) - To start off we don’t support SYN+ACK+FIN
58 * in a single packet! (May consider it later but will
59 * probably need API support or TCP_CORK SYN-ACK unttl
60 * data is written and socket is closed.)

61 */

62 tcp_send_fin(sk);

63 }

64 sk_stream_wait_close(sk, timeout);

TEZE 30 & 3% RST By FIN BYE , Sf5ERE LM, 53 TCP APIRAN FIN. WAIT 1.
CLOSING. LAST ACK &4 .

1 adjudge_to_death:

2 /*

3 BEEHUA DEAD KA, RAVWINERE, AHEFAZLATHILERT LK
4 */

5 state = sk->sk_state;

6 sock_hold(sk);

7 sock_orphan(sk) ;

8

9 /* It is the last release_sock in its life. It will remove backlog. */
10 release_sock(sk);

11

12 /* Now socket is owned by kernel and we acquire BH lock

13 to finish close. No need to check for user refs.

14 */

15 local_bh_disable();

16 . (sk);

17 WARN_ON (sock_owned_by_user(sk));

18

19 percpu_counter_inc(sk->sk_prot->orphan_count) ;
20
21 /* Have we already been destroyed by a softirq or backlog? */
22 if (state != TCP_CLOSE && sk->sk_state == TCP_CLOSE)

23 goto out;

He FORALHE FIN. WAIT2 %] CLOSE ARZSHI#4%.

1 /% This is a (useful) BSD wiolating of the RFC. There is a

2 * problem with TCP as spectified in that the other end could

3 * keep a socket open forever with no application left this end.
4 * We use a 1 minute timeout (about the same as BSD) then kill
5 * our end. If they send after that then tough - BUT: long enough
6 * that we won’t make the old 4*rto = almost no time - whoops
7 * reset mistake.

8 *

9 * Nope, it was not mistake. It is really desired behaviour

10 * f.e. on http servers, when such sockets are useless, but

11 * consume significant resources. Let’s do it with spectal

12 * linger2 option. ——ANK

13 */

14

15 if (sk->sk_state == TCP_FIN_WAIT2) {

16 struct tcp_sock *tp = tcp_sk(sk);

17 /*
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R linger2 /NT 0, WEKRELFN TCP_FIN WAIT2hangtag % F%:# 3
CLOSE K7, TR E%EE CLOSE KA, RE4 %K% RST B
*/
if (tp->linger2 < 0) {
tcp_set_state(sk, TCP_CLOSE);
tcp_send_active_reset(sk, GFP_ATOMIC);
NET_INC_STATS_BH(sock_net(sk),
LINUX_MIB_TCPABORTONLINGER);
} else {
/* TTEFERE TCP_FIN WAIT2 RAWHK */
const int tmo = tcp_fin_time(sk);
/% INT 1min, WF TCP_FIN WAIT2 T W2 »/
if (tmo > TCP_TIMEWAIT_LEN) {
inet_csk_reset_keepalive_timer(sk,
tmo - TCP_TIMEWAIT_LEN);

} else {
/%
GENRER timewait HHIHIA tcp_sock & &= HH,
*/
tcp_time_wait(sk, TCP_FIN_WAIT2, tmo);
goto out;
}
}
}
ARSI
/* & CLOSE R =/
if (sk->sk_state != TCP_CLOSE) {
sk_mem_reclaim(sk) ;
if (tcp_check_oom(sk, 0)) {
tcp_set_state(sk, TCP_CLOSE);
tcp_send_active_reset(sk, GFP_ATOMIC);
NET_INC_STATS_BH(sock_net(sk),
LINUX_MIB_TCPABORTONMEMORY) ;
}
}

/* & CLOSE KRBT +/
if (sk->sk_state == TCP_CLOSE) {
struct request_sock *req = tcp_sk(sk)->fastopen_rsk;
/% We could get here with a non-NULL req if the socket is
* aborted (e.g., closed with unread data) before 3WHS
* finishes.
*/
if (req)
regsk_fastopen_remove(sk, req, false);
inet_csk_destroy_sock(sk) ;
}

/* Otherwise, socket is reprieved until protocol close. */

bh_unlock_sock(sk);
local_bh_enable();
sock_put (sk);

}

ZRE SRR L ATIPIRAS, 15013, 1. 10 45 ARSI

7.2.1.3 tcp_close_state

146



7.2. EFHKXA CHAPTER 7. TCP % i%4
1 /*

2 Location:

3

4 net/ipvd/tep.c

5

6 Function:

7

8 HATREHH, FEHAWRETULE FIN

9

10 Parameter:

11

12 sk: ferdsdls

13 */

14 static int tcp_close_state(struct sock *sk)

15 {

16 int next = (int)new_state[sk->sk_state];
17 /+ FRV[ELEY FIN ACTION*/

18 int ns = next & TCP_STATE_MASK;
19

20 /x RERSEH#ITREES »/

21 tcp_set_state(sk, ns);

22

23 /x WMRFEPATRE FIN W3i1E, MEEE »/
24 return next & TCP_ACTION_FIN;

25 }

7.2.1.4 tcp_send_fin

O 00 ~NO 1 B WN -

N NN DNDNDDNNNNNNMNNRER R B2 222
O 00 ~NO O WNHEH O OWOWNO O~ WNRFEO

/*
Location:

net/ipv4/tep_output.c
Function:

Send a FIN. The caller locks the socket for us.

We should try to send a FIN packet really hard, but eventually give up.
Parameter:

sk: Tl
*/
void tcp_send_fin(struct sock *sk)
{

/% B sock REWFIMERE—PMTLE, WRAZE, RE nullr/

struct sk_buff *skb, *tskb = tcp_write_queue_tail(sk);

struct tcp_sock *tp = tcp_sk(sk);

/x EEMGT B, WRAFENFIWRKELHRZARY &, WAFZEKE FIN, */

if (tskb && (tcp_send_head(sk) || tcp_under_memory_pressure(sk))) {

/x WMRYUMEERENATIA S, HFEYW TP A THFEEST EFE#H—F o), WHTZEM »/

coalesce:

TCP_SKB_CB (tskb)->tcp_flags |= TCPHDR_FIN;

ZiLEn
TCP_SKB_CB(tskb)->end_seq++;
tp->write_seq++;

/x RKAR */
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}

if (!tcp_send_head(sk)) {
/* This means tskb was already sent.
* Pretend we included the FIN on previous transmit.
* e need to set tp->snd_nzt to the value it would have
* 4f FIN had been sent. This is because retransmit path
* does mot change tp->snd_nzt.
*/
tp->snd_nxt++;
return;
}
} else {
/x HEBHBREE */
skb = alloc_skb_fclone(MAX_TCP_HEADER, sk->sk_allocation);
if (unlikely(!skb)) {
/x WRABAEZE, HRREAARRZENEG, ARZELE FIN
if (tskb)
goto coalesce;
return;
}
skb_reserve(skb, MAX_TCP_HEADER) ;
sk_forced_mem_schedule(sk, skb->truesize);
/* FIN eats a sequence byte, write_seq advanced by tcp_queue_skb().
/% ME—A FIN &, FMANRZERF, */
tcp_init_nondata_skb(skb, tp->write_seq,
TCPHDR_ACK | TCPHDR_FIN) ;
tcp_queue_skb(sk, skb);
}
__tcp_push_pending_frames(sk, tcp_current_mss(sk), TCP_NAGLE_OFF);

FERE RS, A RRREE — 1R E, SElkax FIN Bidfe. 21, £330
R RE AR — AR F5E o

7.2.2

EXEF: Bl ACK

fERH FIN &, #lomes il ACK #lia] 7iFK. WX BEIHEA MRS, —
FRARFBA R YRR T RGN, 73— @07 BN & H FIN BE 0L, 1X BT ST
—MEN . SR SAET. 2.5 A

FATVHIE N Z P BEEEHS M tep_v4_do_rev BRETTIR, T8 Bl FIE S 4k
Z2 ] tep rev state process BREL, FATIEFZEMNX EIFE T -

7.2.2.1

tcp_rcv_state_process

int tcp_rcv_state_process(struct sock *sk, struct sk_buff xskb)

{

struct tcp_sock *tp = tcp_sk(sk);

struct inet_connection_sock *icsk = inet_csk(sk);
const struct tcphdr *th = tcp_hdr(skb);

struct request_sock *req;

int queued = O;

bool acceptable;

tp->rx_opt.saw_tstamp = O;
switch (sk->sk_state) {
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12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
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47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70

case TCP_CLOSE:
goto discard;

case TCP_LISTEN:
/% LISTEN RAEXAERD, ek x/

case TCP_SYN_SENT:
/% SYN-SENT R SHERE, Bk »/

}
req = tp->fastopen_rsk;
if (req) {

WARN_ON_ONCE (sk->sk_state != TCP_SYN_RECV &&

sk->sk_state != TCP_FIN_WAIT1);
if (!tcp_check_req(sk, skb, req, true))
goto discard;

}

if (!th->ack &% !th->rst && !th->syn)
goto discard;

if (!tcp_validate_incoming(sk, skb, th, 0))
return 0O;

/* step 5: check the ACK field , Wi R EH T UEK */
acceptable = tcp_ack(sk, skb, FLAG_SLOWPATH |
FLAG_UPDATE_TS_RECENT) > 0;
switch (sk->sk_state) {
case TCP_SYN_RECV:
/* SYN-RECV RASNERDG, wk +/
case TCP_FIN_WAIT1: {
struct dst_entry *dst;
int tmo;

/¢ BB EEFAIE T Fast Open WEET, HiZ Ack K
* BB E—A Ack, TP AXAS ACK RLZZAEHIN SYNACK A,

* H, =ik syvack ititE,

*/
if (req) {
/* Return RST if ack_seq ts invalid.
* Note that RFC793 only says to generate a
* DUPACK for 4t but for TCP Fast Upen it seems
* better to treat this case like TCP_SYN_RECV
* above.
*/
if (lacceptable)
return 1;
/* %I fastopen ER x/
reqsk_fastopen_remove(sk, req, false);
tcp_rearm_rto(sk) ;
}

/% RPN 755 A ZETRERFINRITF 5 22/

if (tp->snd_una != tp->write_seq)
break;

/% B Ack JB, ##EF| TCP_FIN WAIT2 YR7, ¥ K438 F*H,

tcp_set_state(sk, TCP_FIN_WAIT2);
sk->sk_shutdown |= SEND_SHUTDOWN;
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/x MRBEHEFES, HINBEEFAER +/
dst = __sk_dst_get(sk);
if (dst)

dst_confirm(dst);

/x BBREFZEEFHHE »/

if (!sock_flag(sk, SOCK_DEAD)) {
/* Wake up lingering close() */
sk->sk_state_change(sk) ;
break;

}

/* R linger2 ANF 0, WHAELFEAE FIN WAIT2 KAE4,
HEXMERER R, »/
if (tp->linger2 < 0 ||
(TCP_SKB_CB(skb)->end_seq != TCP_SKB_CB(skb)->seq &&
after (TCP_SKB_CB(skb)->end_seq - th->fin, tp->rcv_nxt))) {
tcp_done(sk) ;
NET_INC_STATS_BH(sock_net(sk), LINUX_MIB_TCPABORTONDATA);
return 1;

AR TCP_FIN_WAIT2LAG, iM% fin GH@EEEE. WHRIEHERH TIME-
WAIT W BT R (TIMEWAIT B BOA S KB RIBRS]) , ACALEM 2/, stRuERTE T
AR, WERIRIEEARE T, MFEShHtcp_time_wait #EA TIMEWAIT Ik

tmo = tcp_fin_time(sk);
if (tmo > TCP_TIMEWAIT_LEN) {
inet_csk_reset_keepalive_timer(sk, tmo - TCP_TIMEWAIT_LEN);
} else if (th->fin || sock_owned_by_user(sk)) {
/* Bad case. We could lose such FIN otherwise.
* It 4s not a big problem, but it looks confusing
* and not so rare event. We still can lose it now,
* 1f i1t spins in bh_lock_sock(), but it is really
* marginal case.
*/
inet_csk_reset_keepalive_timer(sk, tmo);
} else {
/% N TCP_FIN WAIT2 RA%E4E, x/
tcp_time_wait(sk, TCP_FIN_WAIT2, tmo);
goto discard;
}

break;

/x HARESLERD, Bk »/
/* step 6: check the URG bit */
tcp_urg(sk, skb, th);

/* step 7: process the segment text */
switch (sk->sk_state) {

/x AR SLENRD, Bk +/

case TCP_FIN_WAIT1:
case TCP_FIN_WAIT2:
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31 /* RFC 793 says to queue data in these states,

32 * RFC 1122 says we MUST send a reset.

33 * BSD 4.4 also does reset.

34 */

35 /*

36 R WO E AR, TOKEF e EE, WFEL T K
37 RST B, &R T EEEHEEF,

38 */

39 if (sk->sk_shutdown & RCV_SHUTDOWN) {

40 if (TCP_SKB_CB(skb)->end_seq != TCP_SKB_CB(skb)->seq &&

41 after (TCP_SKB_CB(skb)->end_seq - th->fin, tp->rcv_nxt)) {

42 NET_INC_STATS_BH(sock_net(sk), LINUX_MIB_TCPABORTONDATA);
43 /x WMREUORTC AKX T, A4 KRIE RESET, */

44 tcp_reset(sk);

45 return 1;

46 b

47 1

48 /* Fall through */

49
50 /x BEHRSAERE, gL x/
51 }

52
53 /* tcp_data could move socket to TIME-WAIT

54 R TCP WPRATLAT cLosE KA, MAENRZ + ik,
55 BB E Ack, #E R Rk, TRIER K,

56 */

57 if (sk->sk_state != TCP_CLOSE) {

58 tcp_data_snd_check(sk) ;

59 tcp_ack_snd_check(sk) ;

60 }

61
62 if (!'queued) {

63 discard:

64 __kfree_skb(skb) ;
65 }

66 return 0;

67 }

PATEZ B, WIHEA T FIN_WATT2IRAS

BT #EAZFIN WAIT2IR A G, AETHAR TCP BiEdE. B, H TRy
HI% RE, Linux WAECRH T — MBI S5t cp_timewait_sock REUIEH HY TCP
RS HIE . TIME_WATTHLE AIVERAEALEE . 128 Rl i i 4t cp_time_wait e ilo

7.2.2.2 tcp_time_wait

1 /*

2 Location:

3

4 net/ipv4/tep_minicock. c
5

6 Function:

7

8 Move a socket to time-wait or dead fin-wait-2 state.
9

10 Parameter:

11

12 sk: sock

151



7.2.

EFH XA CHAPTER 7. TCP %4

*/

state: WA

timeo: B HE[E]

void tcp_time_wait(struct sock *sk, int state, int timeo)

{

const struct inet_connection_sock *icsk = inet_csk(sk);
const struct tcp_sock *tp = tcp_sk(sk);
struct inet_timewait_sock *tw;
bool recycle_ok = false;
/%
WwRE R tw recycle, F ts_recent_stamp R, WTFA K i E &
EREnfE REERY,
*/
if (tcp_death_row.sysctl_tw_recycle && tp->rx_opt.ts_recent_stamp)
recycle_ok = tcp_remember_stamp(sk) ;

/* HEEE x/
tw = inet_twsk_alloc(sk, &tcp_death_row, state);
/x DEIRTY */
if (tw) {
struct tcp_timewait_sock *tcptw = tcp_twsk((struct sock *)tw);
/* TTE BB EE %/
const int rto = (icsk->icsk_rto << 2) - (icsk->icsk_rto >> 1);
struct inet_sock *inet = inet_sk(sk);

/o A T BB+

tw->tw_transparent = inet->transparent;
tw->tw_rcv_wscale = tp—>rx_opt.rcv_wscale;
teptw->tw_rcv_nxt = tp->rcv_nxt;
tcptw->tw_snd_nxt = tp—>snd_nxt;
tcptw->tw_rcv_wnd = tcp_receive_window(tp) ;
tcptw->tw_ts_recent = tp—>rx_opt.ts_recent;

tcptw->tw_ts_recent_stamp = tp->rx_opt.ts_recent_stamp;
tcptw—>tw_ts_offset = tp—>tsoffset;
teptw->tw_last_oow_ack_time = 0;

HaxtT ipv6 f1 mds HALIE, #it #/
/* Get the TIME WAIT timeout firing. */

if (timeo < rto)
timeo = rto;

/%
T R R WA % B IR R R BRI B XS (R B S,
W TIME WAIT B9ABWHFEEE X 3.5 RrHy 45K i,
H0, E&ERX 60s,

*/

if (recycle_ok) {

tw->tw_timeout = rto;
} else {
tw->tw_timeout = TCP_TIMEWAIT_LEN;
if (state == TCP_TIME_WAIT)
timeo = TCP_TIMEWAIT_LEN;

/% BEIERE */
inet_twsk_schedule(tw, timeo);

/% ¥ timewait BHIFBAE A RY, BREAHEREH K +/
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71
72
73
74
75
76
7
78
79
80
81

7.2.3

__inet_twsk_hashdance(tw, sk, &tcp_hashinfo);
inet_twsk_put (tw);
} else {
/x DNBELEE, HEXNERE »/
NET_INC_STATS_BH(sock_net(sk), LINUX_MIB_TCPTIMEWAITOVERFLOW);

/% ER— B BEI R ARRGEMBH R
tcp_update_metrics(sk) ;
tcp_done(sk) ;

EZXETF: % FIN

B, BT ELMA T timewait #HIEUL T TCP fHilHe. A, XFRAIALEAL

AL T tcp_rcv_state_process‘:f:' , M| 7 tcp_timewait_state_processlgl
LIGER

7.2.3.1 tcp_timewait_state_process

==
H O ©O© 00 ~NO O WDN =

W W W W WMNDNNDNDNDDNDNMDNNNDNERFRRFRFERFR 22
AP WONHFHFOOOWNO O P WNREFEOWOODNOO PR WN

/*

ZREL I RAG T, TR RIS E LA T inet _timewait_socke

Location

net/ipvd/tep_minisock.h

Description

*

¥ 0% X X K X X X X X X X X X X X ¥ X ¥ X X * X * *x %

* Main purpose of TIME-WAIT state is to close connection gracefully,
when one of ends sits in LAST-ACK or CLOSING retransmitting FIN
(and, probadbly, tail of data) and one or more our ACKs are lost.
* What is TIME-WAIT timeout? It is assoctiated with mazimal packet
lifetime in the internet, which results in wrong conclusion, that
1t i1s set to catch "old duplicate segments”" wandering out of their path.
It is not quite correct. This timeout ts calculated so that it exceeds
mazimal retransmission timeout enough to allow to lose one (or more)
segments sent by peer and our ACKs. This time may be calculated from RTO.
* When TIME-WAIT socket receives RST, it means that another end
finally closed and we are allowed to kill TIME-WAIT too.
* Second purpose of TIME-WAIT s catching old duplicate segments.
Well, certainly it %s pure paranoia, but if we load TIME-WAIT
with this semantics, we MUST NOT kill TIME-WAIT state with RSTs.
* If we invented some more clever way to catch duplicates
(f.e. based on PAWS), we could truncate TIME-WAIT to several RTUs.

The algorithm below %s based on FOUORMAL INTERPRETATION of RFCs.
When you compare it to RFCs, please, read section SEGMENT ARRIVES
from the very beginning.

NOTE. With recycling (and later with fin-wait-2) TW bucket

1s _not_ stateless. It means, that strictly speaking we must
spinlock tt. I do not want! Well, probability of misbehaviour
is ridiculously low and, seems, we could use some mb() tricks
to avotd misread sequence numbers, states etc. —-ANK
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* e don’t need to initialize tmp_out.sack_ok as we don’t use the results

Parameter

tw: FRAEEN timewait IEH|H,
skb:FIN_WAIT2 Fn TIME WAIT k7S THUK 2| th
th:TCP B &
*/
enum tcp_tw_status
tcp_timewait_state_process(struct inet_timewait_sock *tw, struct sk_buff *skb,
const struct tcphdr *th)

struct tcp_options_received tmp_opt;
struct tcp_timewait_sock *tcptw = tcp_twsk((struct sock *)tw);
bool paws_reject = false;
/* BAEFCRA B S| B «/
tmp_opt.saw_tstamp = 0;
if (th->doff > (sizeof (*th) >> 2) && tcptw->tw_ts_recent_stamp) {
tcp_parse_options(skb, &tmp_opt, 0, NULL);

if (tmp_opt.saw_tstamp) {
tmp_opt.rcv_tsecr -= tcptw->tw_ts_offset;

tmp_opt.ts_recent
tmp_opt.ts_recent_stamp = tcptw->tw_ts_recent_stamp;
paws_reject = tcp_paws_reject(&tmp_opt, th->rst);

tcptw->tw_ts_recent;

e AT ) B A A I TR T, IR, WIEAT PAWS FHCHIRE . 2 J5, JHiREE
T TCP_FIN WAIT2HHEHIALFE
KT tep_paws_reject HEZMNE, 1HS08.7.3.

if (tw->tw_substate == TCP_FIN_WAIT2) {
/% EH tep_rcu_state_process() FTHATHI AN =/

/x FEREFBONRTFT AR, KiE ACK +/
if (paws_reject ||
ltcp_in_window (TCP_SKB_CB(skb)->seq, TCP_SKB_CB(skb)->end_seq,
tcptw->tw_rcv_nxt,
tcptw->tw_rcv_nxt + tcptw->tw_rcv_wnd))
return tcp_timewait_check_oow_rate_limit(
tw, skb, LINUX_MIB_TCPACKSKIPPEDFINWAIT2);

/% WRWE| RST A, NM4AH timewait LH|BIERE TCP TW SUCCESS */
if (th->rst)
goto kill;

/* R BT syv &, WHRHFRE RST */
if (th->syn && !before(TCP_SKB_CB(skb)->seq, tcptw->tw_rcv_nxt))
goto kill_with_rst;

/* RN B pack, WEKZES S, KE TCP_TW_SUCCESS*/
if ('th->ack ||
lafter (TCP_SKB_CB(skb)->end_seq, tcptw->tw_rcv_nxt) ||
TCP_SKB_CB(skb)->end_seq == TCP_SKB_CB(skb)->seq) {
inet_twsk_put (tw);
return TCP_TW_SUCCESS;
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/x ZERAHMER, AHEERKE FIV & */
if (!th->fin ||
TCP_SKB_CB(skb)->end_seq != tcptw->tw_rcv_nxt + 1) {
/x RN T F IR RE RS A A,
* U 4% B 4 4| B IR [E] TCP_ TW_RST,
*/

inet_twsk_deschedule_put (tw) ;
return TCP_TW_RST;

/% WBE|T FIN A, %\ TIME WAIT K& »/
tw->tw_substate = TCP_TIME_WAIT;
tcptw->tw_rcv_nxt = TCP_SKB_CB(skb)->end_seq;
/x WRERT ERET, WEEHXEE «/
if (tmp_opt.saw_tstamp) {
tcptw->tw_ts_recent_stamp = get_seconds();
tcptw->tw_ts_recent = tmp_opt.rcv_tsval;

18

/* BE TIME WAIT EW & */
if (tcp_death_row.sysctl_tw_recycle &&
tcptw->tw_ts_recent_stamp &&
tcp_tw_remember_stamp (tw))
inet_twsk_reschedule(tw, tw->tw_timeout);
else
inet_twsk_reschedule(tw, TCP_TIMEWAIT_LEN);
return TCP_TW_ACK;

/% TIME_WAIT B ERE */

7.2.4 SBMKXIEF: £iX ACK

TEtep_va_revH WIER A I H BT IERAL TFIN_WAIT2 sRTIME_WAITIRAS, I Htcp_timewait_state
PHATACEE ) RIEIHIREE, PATHE AR

switch (tcp_timewait_state_process(inet_twsk(sk), skb, th)) {
case TCP_TW_SYN: {
struct sock *sk2 = inet_lookup_listener(dev_net(skb->dev),
&tcp_hashinfo,
iph->saddr, th->source,
iph->daddr, th->dest,
inet_iif (skb));

if (sk2) {
inet_twsk_deschedule_put(inet_twsk(sk));
sk = sk2;

goto process;
}
/* Fall through to ACK */
}
case TCP_TW_ACK:
/* BIE ACK H */
tcp_v4_timewait_ack(sk, skb);
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break;
case TCP_TW_RST:

goto no_tcp_socket;
case TCP_TW_SUCCESS:;

MR T AT, FEE RS T, tcp_timewait_state_process/ﬁ\ifi[EI TCP_TW_ACK,
I, &M tcp_v4_timewait_ack. ZPRELUN T :

static void tcp_v4_timewait_ack(struct sock *sk, struct sk_buff *skb)
{

struct inet_timewait_sock *tw = inet_twsk(sk);

struct tcp_timewait_sock *tcptw = tcp_twsk(sk);

/*x Kk ACK B */

tcp_v4_send_ack(sock_net(sk), skb,
tcptw->tw_snd_nxt, tcptw->tw_rcv_nxt,
teptw—>tw_rcv_wnd >> tw->tw_rcv_wscale,
tcp_time_stamp + tcptw->tw_ts_offset,
tcptw->tw_ts_recent,
tw->tw_bound_dev_if,
tcp_twsk_md5_key (tcptw),
tw->tw_transparent 7 IP_REPLY_ARG_NOSRCCHECK : O,
tw->tw_tos

)§

/* B timewait HH|B x/
inet_twsk_put (tw);

SR B AR ACK BT 3845t cp_v4_send_ackKiifTo

/+ T WK i 5% SYN_RECV #2 TIME_WAIT KA T XR¥E AcK A,
*
* The code following below sending ACKs in SYN-RECV and TIME-WAIT states
* outside socket context is ugly, certainly. What can I do?
*/
static void tcp_v4_send_ack(struct net *net,
struct sk_buff *skb, u32 seq, u32 ack,
u32 win, u32 tsval, u32 tsecr, int oif,
struct tcp_mdbsig_key *key,
int reply_flags, u8 tos)

const struct tcphdr *th = tcp_hdr(skb);
struct {
struct tcphdr th;
__be32 opt [(TCPOLEN_TSTAMP_ALIGNED >> 2)
#ifdef CONFIG_TCP_MD5SIG
+ (TCPOLEN_MD5SIG_ALIGNED >> 2)
#endif
1;
} rep;
struct ip_reply_arg arg;

memset (&rep.th, 0, sizeof (struct tcphdr));
memset (&arg, 0, sizeof(arg));

/* MES S A Top k¥ x/
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arg.iov[0] .iov_base = (unsigned char *)&rep;

arg.iov[0].iov_len

if (tsecr) {
rep.opt [0]

sizeof (rep.th);

htonl ((TCPOPT_NOP << 24) | (TCPOPT_NOP << 16) |
(TCPOPT_TIMESTAMP << 8) |
TCPOLEN_TIMESTAMP) ;

rep.opt[1] = htonl(tsval);

rep.opt[2] = htonl(tsecr);

arg.iov[0].iov_len += TCPOLEN_TSTAMP_ALIGNED;

}

/* R RIS */

rep.th.dest = th->source;
rep.th.source = th->dest;

rep.th.doff = arg.iov[0].iov_len / 4;
rep.th.seq = htonl(seq);
rep.th.ack_seq = htonl(ack);

rep.th.ack = g

rep.th.window = htons(win);

/* WekFn yps MK MB ARG »/

/% BEFSALFRIE */
arg.flags = reply_flags;
arg.csum = csum_tcpudp_nofold(ip_hdr (skb)->daddr,
ip_hdr(skb)->saddr, /* XXX */
arg.iov[0].iov_len, IPPROTO_TCP, 0);
arg.csumoffset = offsetof(struct tcphdr, check) / 2;
if (oif)
arg.bound_dev_if = oif;
arg.tos = tos;
/+ B IP BERRERE +/
ip_send_unicast_reply(*this_cpu_ptr(net->ipv4.tcp_sk),
skb, &TCP_SKB_CB(skb)->header.h4.opt,
ip_hdr(skb)->saddr, ip_hdr(skb)->daddr,
&arg, arg.iov[0].iov_len);

TCP_INC_STATS_BH(net, TCP_MIB_OUTSEGS);
}

2, WREFMEK T .

7.2.5 REARFXH

A —FEIUERUT AR & 1T FIN )30, R RIUE TCP APIRZSE]
b, EbRIEA I FIN LU R T FIN 4, FEIEHEAT CLOSING R4, iZBHtHg
F£7.3.2.2 BT TH#T. ZJ5, CLOSING IRESE(FESZ ACK, Mgt E T — M IRES
Z‘Etcp_rcv_state_process.Efj , ACEETCP_CLOSINGHAHS AN T

case TCP_CLOSING:
if (tp->snd_una == tp->write_seq) {
tcp_time_wait(sk, TCP_TIME_WAIT, 0);
goto discard;
}

break;

IARACEIR) ACK I IRBNHL ATIME_WATTIRAS, FIH] timewait #5505 56 e 220 T
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.
1 switch (sk->sk_state) {

2 case TCP_CLOSE_WAIT:

3 case TCP_CLOSING:

4 case TCP_LAST_ACK:

5 if (!before(TCP_SKB_CB(skb)->seq, tp->rcv_nxt))

6 break;

7 case TCP_FIN_WAIT1:

8 case TCP_FIN_WAIT2:

9 /* RFC 793 says to queue data in these states,

10 * RFC 1122 says we MUST send a reset.

11 * BSD 4.4 also does reset.

12 */

13 if (sk->sk_shutdown & RCV_SHUTDOWN) {

14 if (TCP_SKB_CB(skb)->end_seq != TCP_SKB_CB(skb)->seq &&

15 after (TCP_SKB_CB(skb)->end_seq - th->fin, tp->rcv_nxt)) {
16 NET_INC_STATS_BH(sock_net (sk), LINUX_MIB_TCPABORTONDATA) ;
17 tcp_reset(sk);

18 return 1;

19 ¥
20 }
21 /% Fall through */
22 case TCP_ESTABLISHED:
23 tcp_data_queue(sk, skb);
24 queued = 1;
25 break;
26 }

WERBP I ERIE R, HEEOBCARH, AEAmMC N Edn. A0, 5 2 i A B
IREVEITR
7.2.6 TIME_WAIT

RSN LR cp_timewait_state_process PRECH o BA%AE 7.2 3P AL HEFIN_WATT2IR
SRR G I, Y ETHARAS N TIME_WAIT.

1 /*

2 * Now real TIME-WAIT state.

3 *

4 * RFC 1122:

5 * "When a connection is [...] on TIME-WAIT state [...]
6 * [a TCP] MAY accept a new SYN from the remote TCP to
7 * reopen the connection directly, tf tt:

8 *

9 * (1) assigns its initial sequence number for the new
10 * connection to be larger than the largest sequence

11 * number it used on the previous connection incarnation,
12 * and

13 *

14 * (2) returns to TIME-WAIT state if the SYN turns out
15 * to be an old duplicate”.

16 */

17 /*

18 FEEAEA, EERTHMEKEE, BFEH AR
19 HBFHFE RST A7’
20 */
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21 if (!paws_reject &&

22 (TCP_SKB_CB(skb)->seq == tcptw->tw_rcv_nxt &&

23 (TCP_SKB_CB(skb)->seq == TCP_SKB_CB(skb)->end_seq || th->rst))) {
24 /% WaRFAE RST*/

25 if (th->rst) {

26 /* This 4s TIME_WAIT assassination, in two flavors.
27 * Oh well... nobody has a sufficient solution to this
28 * protocol bug yet.

29 */

30 if (sysctl_tcp_rfc1337 == 0) {

31 kill:

32 inet_twsk_deschedule_put (tw) ;

33 return TCP_TW_SUCCESS;

34 ¥

35 }

36 /x BHHE E B/

37 inet_twsk_reschedule(tw, TCP_TIMEWAIT_LEN);

38

39 if (tmp_opt.saw_tstamp) {

40 tcptw->tw_ts_recent = tmp_opt.rcv_tsval;

41 tcptw->tw_ts_recent_stamp = get_seconds();

42 }

43

44 inet_twsk_put (tw);

45 return TCP_TW_SUCCESS;

46 }

MR FTIME_WATTIRZSHT, 23] T Reset i, A2, #08 TCP PrliE:R, WY HEE
TR o AHX L= 2k 7 — N ). ASKTIME_WATITZ Al A4S oMSL HR[a], st/ b T
TR AE N 26 1 BR A BN BT R i e (B2, AR HIAT LG &% rst S0
HEERE. EEEWEZEESPORITRE, Bt T 2MSL M. XFEILLs 2MSL
HIRTEARE T o BARRIDEI1.3.3. WERFH T RFC1337, AB4mise 20X RST
o

1 /* ZJa R O B R I

2

3 All the segments are ACKed immediately.

4

5 The only ezception is new SYN. We accept it, if it s

6 not old duplicate and we are not in danger to be killed
7 by delayed old duplicates. RFC check is that it has

8 newer sequence number works at rates <4O0Mbit/sec.

9 However, <f paws works, it ts reliable AND even more,

10 newer sequence number works at rates <4O0Mbit/sec.

11 However, <f paws works, it ts reliable AND even more,

12 we even may relax silly seq space cutoff.

13

14 RED-PEN: we wviolate matin RFC requirement, +f this SYN will appear
15 old duplicate (i.e. we receive RST in reply to SYN-ACK),
16 we must return socket to time-wait state. It is not good,
17 but not fatal yet.

18 */

19 /*
20 #wKE| svw B, HEHRA RST o Ack A7, HFERAEALRIN, HEHFTHH
21 */
22 if (th->syn && !'th->rst && !'th->ack && !paws_reject &&

159



7.3. KA CHAPTER 7. TCP %4

(after (TCP_SKB_CB(skb)->seq, tcptw->tw_rcv_nxt) ||
(tmp_opt.saw_tstamp &&
(s32) (tcptw—>tw_ts_recent - tmp_opt.rcv_tsval) < 0))) {
/* WMRFEZZ SYN BRK, WAEHFITHE isn 5, HRE TCP_TW SYN, +*/
u32 isn = tcptw->tw_snd_nxt + 65535 + 2;
if (isn == 0)
isn+t+;
TCP_SKB_CB(skb)->tcp_tw_isn = isn;
return TCP_TW_SYN;
}

if (paws_reject)
NET_INC_STATS_BH(twsk_net(tw), LINUX_MIB_PAWSESTABREJECTED);

WS, R E) 7 52 i e, A8 28 E ETIME_WAIT R &%, JH& [ TCP_TW_ACK.

if ('th->rst) {
/* In this case we must reset the TIMEWAIT timer.

* If 4t 4s ACKless SYN <t may be both old duplicate
* and new good SYN with random sequence number <rcv_nzt.
* Do not reschedule in the last case.
*/
if (paws_reject || th->ack)
inet_twsk_reschedule(tw, TCP_TIMEWAIT_LEN);

return tcp_timewait_check_oow_rate_limit(
tw, skb, LINUX_MIB_TCPACKSKIPPEDTIMEWAIT);
}
inet_twsk_put (tw);

return TCP_TW_SUCCESS;

7.3 WK
7.3.1 HAERHRE

FEIE S WIS R AT IART , TCP &tk H #T4b T ESTABLISHED JR7, ILRHIL
Z|H TCP BB tcp_rcv_established PRAUKALHE, FIL FIN B & B E H
MERTN—EA LI, L FIN B E @R B R A .

g, HeH T TCP IETRLHE (IR FAE), SAERIERBA P S iliz
FIN B2 BEZICHI B . A2, W Hccp_fintREUA TR . WIERAE , T35
WIfE TCP BUEimid B th Bl 76y, BRIz FIN BERARIELTF AT, S8 2T
(I TCP BUARE, A REMUALHE

7.3.2 HF—XIEF: EI FIN

FEIXATERE ) 55 i = LB E 1 %5 3w 9 FIN B, I LB £ 7 CLOSE_WAITAR
7

’No
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7.3.2.1 ERHEAAXR
7.3.2.2 tcp_fin

PO, 58 A &5 2 1 R 2 tep_rev_established, SAE B2 H 2 Htcp_data_queuerf
BAH . EAHAERES, R FIN BOE WU B, W M ecp_finR %, A7
W, Rz B ARSI, S 2 HTH TCP BEIFF 2 Ja MU, X AT
T15\11l%@@(tcp_rcv_established51:cp_data_queue7 R XL LR AR AL L I B 431
B FATEE T D tcp_fintA%L.

/¥

Location:
net/ipv4/tep_input.c
Function:

Process the FIN bit. This now behaves as it ©s supposed to work
and the FIN takes effect when it is wvalidly part of sequence
space. Not before when we get holes.

If we are ESTABLISHED, a received fin moves us to CLOSE-WAIT
(and thence onto LAST-ACK and finally, CLOSE, we never enter
TIME-WAIT)

If we are in FINWAIT-1, a received FIN indicates simultaneous
close and we go into CLOSING (and later onto TIME-WAIT)

If we are in FINWAIT-2, a recetved FIN moves us to TIME-WAIT.

Parameters:

sk: RS E %
*/
static void tcp_fin(struct sock *sk)
{

struct tcp_sock *tp = tcp_sk(sk);

inet_csk_schedule_ack(sk) ;

sk->sk_shutdown |= RCV_SHUTDOWN;
sock_set_flag(sk, SOCK_DONE);

Hoe, #E FIN BUSHZENE. Kk ACK.
Hyk, 38 TR SR T IRAIRCV_SHUTDOWN, 7R IG5 4aui /N Fuv/F i
WOER -
BJE, WEAHE R S0CK_DONEMRE, #R TCP &4k
MR, B E] FIN FB M, TCP A1 REFFAS &AL T TCP_ESTABLISHEDHY, iX
BTN A
switch (sk->sk_state) {
case TCP_SYN_RECV:

case TCP_ESTABLISHED:
/* Move to CLOSE WAIT */
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tcp_set_state(sk, TCP_CLOSE_WAIT);
inet_csk(sk)->icsk_ack.pingpong = 1; //what does it means pingpong? to do.
break;

W% TCP BeAhTTCP_SYN RECVE(#TCP_ESTABLISHEDIKAS, %% FIN ZJ)5, %
ARASIR B HCLOSE_WAIT, FFHELERT &% acko

case TCP_CLOSE_WAIT:
case TCP_CLOSING:
/* Received a retransmission of the FIN, do
* nothing.
*/
break;
case TCP_LAST_ACK:
/* RFC793: Remain in the LAST-ACK state. */
break;

TETCP_CLOSE_WAITE{# TCP_CLOSINGIRZR FYLFIAY FIN ANEEIEI FIN, ZW.
TETCP_LAST_ACKIRAS FIEFEEAF R G I ACK FB, WM Z M

case TCP_FIN_WAIT1:

/* This case occurs when a simultaneous close
* happens, we must ack the received FIN and
* enter the CLOSING state.
*/

tcp_send_ack(sk) ;

tcp_set_state(sk, TCP_CLOSING);

break;

oK, HAAZ P ARk we i B I S PB4 S X FeRAS, T L
JA%%‘K& ACK FE, HHEIRAE ATCP_CLOSING.

case TCP_FIN_WAIT2:
/* Recetved a FIN -- send ACK and enter TIME_WAIT. */
tcp_send_ack(sk) ;
tcp_time_wait(sk, TCP_TIME_WAIT, 0);
break;

/* Only TCP_LISTEN and TCP_CLOSE are left, in these
* cases we should never reach this piece of code.

*/
pr_err("%s: Impossible, sk->sk_state=}d\n",
__func__, sk->sk_state);
break;
}
FETCP_FIN_WAIT2IRAS FHILE] FIN B, 4R TCP WA IE N 1% & 1% ACK i
7 I 55 i i o

FEHARIRES, BAMEAREINE] FIN BT,

/* It _is_ possible, that we have something out-of-order _after_ FIN.
* Probably, we should reset in this case. For now drop them.
*/
__skb_queue_purge (&tp->out_of _order_queue) ;
if (tcp_is_sack(tp))
tcp_sack_reset (&tp->rx_opt) ;
sk_mem_reclaim(sk) ;
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if (!sock_flag(sk, SOCK_DEAD)) {
sk->sk_state_change(sk) ;

/* Do not send POLL_HUP for half duplexz close. */
if (sk->sk_shutdown == SHUTDOWN_MASK ||

sk->sk_state == TCP_CLOSE)

sk_wake_async(sk, SOCK_WAKE_WAITD, POLL_HUP);
else

sk_wake_async(sk, SOCK_WAKE_WAITD, POLL_IN);

}

AR ELF A BB, BB % SACK HIME BARE, SJaBm eI pA
BB

WAR MR ER O AR T DEAD RAS, MM SfmZ S8 O b . IR A &%k
WCTs 1A AT T M, B L P AL T CLOSE RS, WMl b S5z E
PEORERE, BRI ERTAE L, SNEEAE (TR LA T 5 34k,
7.3.3 FEIXIEF: &iX FIN B ACK

XA EAEMEAHATWE ?? remain to doo

7.3.4 BF=NXIEF:. £iX FIN
X RS EHHRFNE—KIBETF RO, AT T .

7.3.5 HEMKXIEF: 1F FIN B ACK

FATAE N AZ PSR tep_v4 do rev BREUTLG, AT BRI 5k R824k
Z2 FH tep rev state process PREL, SRJG SRR APIRASEX H .

case TCP_LAST_ACK:
/* RFANETT—NELE, FIH metrics, */
if (tp->snd_una == tp->write_seq) {
tcp_update_metrics(sk);
/* BRAEH CLOSE+/
tcp_done(sk) ;
goto discard;

break;
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8.1 BSD Socket B

8.1.1 msg_flag
MSG_OOB U s A ik SN o
MSG_PEEK &EEXHE, HAMNRGGAF XA EE.
MSG_DONTROUTE Joifii sk, HAYHA T A1/
MSG_CTRUNC #8H I TEFX SRR R, —2es s 5.

MSG_PROBE X RIR, SEhr EFFAS AT HIER B ERE S, M2 TS MTU B
S

MSG_TRUNC FURFIMGESCRE, FHEE (F57) BRI A

MSG_DONTWAIT JCRHZERM e A 1% o IR B b s, WU ZR vl o A EEth
SEZRIE AP AR S5

MSG_WAITALL /00— B4 A7, BRI B F P 23 Rl R A X
MSG_CONFIRM #riHMEA#. HHT SOCK_DGRAM Fl SOCK_RAM KA ER .
MSG_ERRQUEUE 877K T ok B ER ARSI RN, Nz HAEdRE.
MSG_NOSIGNAL 45— |EERR, ERAFETRAHAERE Y EAZEE SIGPIPE (55
MSG_MORE Jg &L A 8daRs &% .

SG CMSG COMPAT 64 {734 32 AACH 7=,

8.1.2 HIFERER

/*
Location:
include/uapi/linuc/if_packet.h
Description:
Packet types
*/
#define PACKET HOST 0 /* To us */
#define PACKET BROADCAST 1 /* To all */
#define PACKET MULTICAST 2 /* To group */
#define PACKET_OTHERHOST 3 /* To someone else */
#define PACKET OUTGOING 4 /* Outgoing of any type, AHLKZHWHE *»/
#define PACKET_ LOOPBACK 5 /* MC/BRD frame looped back */
#define PACKET USER 6 /* To user space */
#define PACKET_KERNEL 7 /* To kernel space */
/* Unused, PACKET FASTROUTE and PACKET LOOPBACK are invisible to user space */
#define PACKET FASTROUTE 6 /* Fastrouted frame */
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21 /* Packet socket options */

22

23 #define PACKET ADD_MEMBERSHIP 1

24 #define PACKET DROP_MEMBERSHIP 2

25 #define PACKET RECV_OUTPUT 3

26 /% Value 4 is still used by obsolete turbo-packet. */
27 #define PACKET RX_RING 5

28 #define PACKET STATISTICS 6

29 #define PACKET_ COPY_THRESH 7

30 #define PACKET_ AUXDATA 8

31 #define PACKET ORIGDEV 9

32 #define PACKET VERSION 10

33 #define PACKET HDRLEN 11

34 #define PACKET RESERVE 12

35 | #define PACKET TX_RING 13

36 #define PACKET_LOSS 14

37 #define PACKET VNET_HDR 15

38 #define PACKET TX_ TIMESTAMP 16

39 #define PACKET_ TIMESTAMP 17

40 #define PACKET FANOUT 18

41 #define PACKET TX_HAS OFF 19

42 #define PACKET (IDISC_BYPASS 20

43 #define PACKET ROLLOVER_STATS 21

44 #define PACKET FANOUT DATA 22

45

46 #define PACKET FANOUT HASH 0

47 #define PACKET FANOUT LB 1

48 #define PACKET FANOUT_CPU 2

49 #define PACKET FANOUT ROLLOVER 3

50 #define PACKET_ FANOUT_RND 4

51 #define PACKET FANOUT Q@M 5

52 #define PACKET FANOUT_ CBPF 6

53 #define PACKET_ FANOUT_EBPF 7

54 #define PACKET FANOUT FLAG_ROLLOVER 0xz1000
55 #define PACKET FANOUT_FLAG_DEFRAG  0z8000

8.1.3 Sock CheckSum

8.1.3.1 CheckSum tHEFREL

© 00 ~NO 1B WN -

e e e e el
0O ~NO OB W DN - O

* A. Checksumming of received packets by device.
CHECKSUM_NONE :

Device failed to checksum this packet e.g. due to lack of capabilities.
The packet contains full (though not verified) checksum in packet but
not in skb->csum. Thus, skb->csum is undefined in this case.

CHECKSUM_UNNECESSARY :

The hardware you’re dealing with doesn’t calculate the full checksum

(as in CHECKSUM_COMPLETE), but it does parse headers and verify checksums
for specific protocols. For such packets it will set CHECKSUM_UNNECESSARY
if their checksums are okay. skb->csum is still undefined in this case
though. It is a bad option, but, unfortunately, nowadays most vendors do
this. Apparently with the secret goal to sell you new devices, when you
will add new protocol to your host, f.e. IPv6 8)

¥ X K K X X X X K K X X X X ¥ X ¥
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¥ OX K K X X X X K K K X X K K X X X K K X X X X K K K X X K K X K X X K K K X K K K K K X X K ¥ X ¥ ¥ ¥ * * ¥ * * *

CHECKSUM_UNNECESSARY is applicable to following protocols:

TCP: IPv6 and IPv4.

UDP: IPv4 and IPv6. A device may apply CHECKSUM_UNNECESSARY to a
zero UDP checksum for either IPv4 or IPv6, the networking stack
may perform further validation in this case.

GRE: only if the checksum is present in the header.

SCTP: indicates the CRC in SCTP header has been validated.

skb->csum_level indicates the number of consecutive checksums found in
the packet minus one that have been verified as CHECKSUM_UNNECESSARY.
For instance if a device receives an IPv6->UDP->GRE->IPv4->TCP packet
and a device is able to verify the checksums for UDP (possibly zero),
GRE (checksum flag is set), and TCP-- skb->csum_level would be set to
two. If the device were only able to verify the UDP checksum and not
GRE, either because it doesn’t support GRE checksum of because GRE
checksum is bad, skb->csum_level would be set to zero (TCP checksum is
not considered in this case).

CHECKSUM_COMPLETE:

This is the most generic way. The device supplied checksum of the _whole_
packet as seen by netif_rx() and fills out in skb->csum. Meaning, the
hardware doesn’t need to parse L3/L4 headers to implement this.

Note: Even if device supports only some protocols, but is able to produce
skb->csum, it MUST use CHECKSUM_COMPLETE, not CHECKSUM_UNNECESSARY.

CHECKSUM_PARTIAL:

A checksum is set up to be offloaded to a device as described in the
output description for CHECKSUM_PARTIAL. This may occur on a packet
received directly from another Linux 0S, e.g., a virtualized Linux kernel
on the same host, or it may be set in the input path in GRO or remote
checksum offload. For the purposes of checksum verification, the checksum
referred to by skb->csum_start + skb->csum_offset and any preceding
checksums in the packet are considered verified. Any checksums in the
packet that are after the checksum being offloaded are not considered to
be verified.

B. Checksumming on output.

CHECKSUM_NONE:

The skb was already checksummed by the protocol, or a checksum is not
required.

CHECKSUM_PARTIAL:

The device is required to checksum the packet as seen by hard_start_xmit()
from skb->csum_start up to the end, and to record/write the checksum at
offset skb->csum_start + skb->csum_offset.

The device must show its capabilities in dev->features, set up at device
setup time, e.g. netdev_features.h:

NETIF_F_HW_CSUM - It’s a clever device, it’s able to checksum everything.

NETIF_F_IP_CSUM - Device is dumb, it’s able to checksum only TCP/UDP over
IPv4. Sigh. Vendors like this way for an unknown reason.
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Though, see comment above about CHECKSUM_UNNECESSARY. 8)
NETIF_F_IPV6_CSUM - About as dumb as the last one but does IPv6 instead.
NETIF_F_... - Well, you get the picture.

CHECKSUM_UNNECESSARY :
Normally, the device will do per protocol specific checksumming. Protocol

implementations that do not want the NIC(Network Interface Controller,ﬁﬂﬁ3)
to perform the checksum calculation should use this flag in their outgoing skbs.

* X X X X ¥ ¥ X

*

* NETIF_F_FCOE_CRC - This indicates that the device can do FCoE FC CRC
* offload. Correspondingly, the FCoE protocol driver

* stack should use CHECKSUM_UNNECESSARY.

*
*

Any questions? No questions, good. —--ANK

B4

/* Don’t change this without changing skb_csum_unnecessary! */
#define CHECKSUM_NONE 0

#define CHECKSUM_UNNECESSARY 1

#define CHECKSUM_COMPLETE 2

#define CHECKSUM_PARTIAL 3

8.1.3.2 skb_csum_unnecessary

/%
Location:
include/linuz/skbuff.h
Parameter:
skb: FEhEFIRE T
*/
static inline int skb_csum_unnecessary(const struct sk_buff *skb)
{
return ((skb->ip_summed == CHECKSUM_UNNECESSARY) ||
skb->csum_valid ||
(skb->ip_summed == CHECKSUM_PARTIAL &&
skb_checksum_start_offset(skb) >= 0));
}

WARAHE R R ALK 2 Checksum A5, BCETECFSS H B RR M S0H HAL S #Y
I AR T 2. MR 1, 0], 31 0.

8.1.3.3 __skb_checksum_complete

__suml6 __skb_checksum_complete(struct sk_buff *skb)
{

__Wsum csum;

__suml6 sum;

csum = skb_checksum(skb, 0, skb->len, 0);
/* skb->csum holds pseudo checksum */

sum = csum_fold(csum_add(skb->csum, csum));
if (likely(!sum)) {
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if (unlikely(skb->ip_summed == CHECKSUM_COMPLETE) &&
! skb->csum_complete_sw)
netdev_rx_csum_fault (skb->dev);

if (!skb_shared(skb)) {
/* Save full packet checksum */
skb->csum = csum;
skb->ip_summed = CHECKSUM_COMPLETE;
skb->csum_complete_sw = 1;
skb->csum_valid = !sum;

return sum;

8.1.4 SK Stream
Linux WAZH, $24t T —E18H IO B M EIRm T R 5. X —EREUE N T =
BRI, AR A OC RS, DASEIA S E A

8.1.5 sk_stream_wait_connect
PRI TS B0 S

/* Location: met/core/stream.c

* Parameter:

* sk: BETF

* timeo_p: “fF % K utE

*

* ZABLTAE sk W EBEFHITHEA,

*/
int sk_stream_wait_connect(struct sock *sk, long *timeo_p)
{

struct task_struct *tsk = current;
DEFINE_WAIT(wait);
int done;

do {

int err = sock_error(sk);

if (err)
return err;

if ((1 << sk->sk_state) & ~(TCPF_SYN_SENT | TCPF_SYN_RECV))
return -EPIPE;

if (!*timeo_p)
return -EAGAIN;

if (signal_pending(tsk))
return sock_intr_errno(*timeo_p);

prepare_to_wait(sk_sleep(sk), &wait, TASK_INTERRUPTIBLE);
sk->sk_write_pending++;
/x BAE TOP NFEBEIRE */
done = sk_wait_event(sk, timeo_p,
Isk->sk_err &&
1((1 << sk->sk_state) &
~(TCPF_ESTABLISHED | TCPF_CLOSE_WAIT)));

171



8.2. INET CHAPTER 8. Az SR A 5

finish_wait(sk_sleep(sk), &wait);
sk->sk_write_pending--;

} while (!done);

return 0;

8.1.6 pskb_may_pull

BATE BT EE BN R ENEIRTE sk_buff FU2MMHLR . HEEa
WAL sk_buff->data H1, Wt EE&EEHRZNIX, 2R EHRHUIAE skb_shinfo(skb)-
>fragl] 4, IXEHARAFAET IO AR ZZ T X Y rh | X EEHERER AL T unmapped
page 24 R TS RIRE 1 4L/ R EE 1/0 o B AN, A — 850474 T skb_shinfo(skb)-
>frag list 24H, XA sk_buff £5H1555E. FTLL, X shk_shinfo(skb)->frag list
) sk buff HPRGEUE R DA T IR IHFRIE .

1 IR R AR A T RE S 3 R

WREAR AT F LK ER D AR T ER LR E T, G REGERKE R
TH—D0 R, G, WA, I AT ZHA]  pskb_ pull tail
WP TR T, ERBITRATFHBORT .

/%
Location:
include/linuz/tcp_buff.h
Function:
HIBT SRR A NETRED A Len
Parameter:
skb: TR W BIE R
len: FTHIRHKE
*/
static inline int pskb_may_pull(struct sk_buff *skb, unsigned int len)
{
if (likely(len <= skb_headlen(skb)))
return 1;
if (unlikely(len > skb->len))
return 0;
return __pskb_pull_tail(skb, len - skb_headlen(skb)) != NULL;
}
W LA

1 4.2.1.1% tep_v4 rev T

8.2 Inet

8.2.1 __inet_stream_connect

XA RGE TR — MR R LAY

172



8.2. INET CHAPTER 8. s K# 57
1 /* Location: net/ipv4/af_inet.c

2

3 * Function: Connect to a remote host. There is regrettably still a little
4 * TCP ’magic’ in here.

5 *

6 * Parameter:

7 * sock ! RREHNEET

8 * waddr . EARHIE

9 * addr_len ' sockaddr %MK EYKE

10 * flags @ FREAL

11 */

12 int __inet_stream_connect(struct socket *sock, struct sockaddr *uaddr,
13 int addr_len, int flags)

14 {

15 struct sock *sk = sock->sk;

16 int err;

17 long timeo;

18

19 /x FIWEKE A +/
20 if (addr_len < sizeof (uaddr->sa_family))
21 return -EINVAL;
22
23 if (uaddr->sa_family == AF_UNSPEC) {
24 err = sk->sk_prot->disconnect(sk, flags);
25 sock->state = err 7 SS_DISCONNECTING : SS_UNCONNECTED;
26 goto out;
27 }

28

29 /% ARE U AT B IR ASTATAR B B 2 86

30 * AT BB H AR SR B AR

31 * WRATAREBERSWRAR BN EER K, LTIHEBETE N .
32 */

33 switch (sock->state) {

34 default:

35 err = -EINVAL;

36 goto out;

37 case SS_CONNECTED:

38 err = -EISCONN;

39 goto out;
40 case SS_CONNECTING:
41 err = -EALREADY;
42 /* Fall out of switch with err, set for this state */
43 break;
44 case SS_UNCONNECTED:
45 err = -EISCONN;
46 if (sk->sk_state != TCP_CLOSE)
47 goto out;
48
49 err = sk->sk_prot->connect(sk, uaddr, addr_len);

50 if (err < 0)

51 goto out;

52

53 sock->state = SS_CONNECTING;

54

55 /* Just entered SS_CONNECTING state; the only

56 * difference is that return wvalue in non-blocking

b7 * case ©s EINPROGRESS, rather than EALREADY.

58 */
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err = -EINPROGRESS;
break;

timeo = sock_sndtimeo(sk, flags & O_NONBLOCK) ;

if ((1 << sk->sk_state) & (TCPF_SYN_SENT | TCPF_SYN_RECV)) {
int writebias = (sk->sk_protocol == IPPROTO_TCP) &&
tcp_sk(sk)->fastopen_req &&
tcp_sk(sk)->fastopen_req->data 7 1 : 0;

/* Error code is set above */
if (!timeo || !inet_wait_for_connect(sk, timeo, writebias))
goto out;

err = sock_intr_errno(timeo);
if (signal_pending(current))
goto out;

/* Connection was closed by RST, timeout, ICMP error
* or another process disconnected us.
*/
if (sk->sk_state == TCP_CLOSE)
goto sock_error;

/* sk->sk_err may be not zero now, if RECVERR was ordered by user
* and error was recetved after socket entered established state.
* Hence, it is handled normally after connect() return successfully.

*/

sock->state = SS_CONNECTED;
err = 0;

return err;

err = sock_error(sk) 7 : -ECONNABORTED;

sock->state = SS_UNCONNECTED;

if (sk->sk_prot->disconnect(sk, flags))
sock->state = SS_DISCONNECTING;

goto out;

8.2.2 inet_hash_connect &% __inet_hash_connect

8.2.2.1 inet_hash_connect

/*
* Bind a port for a connect operation and hash tt.
*/
int inet_hash_connect(struct inet_timewait_death_row *death_row,
struct sock *sk)

u32 port_offset = 0;

if (!inet_sk(sk)->inet_num)
port_offset = inet_sk_port_offset(sk);
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return __inet_hash_connect(death_row, sk, port_offset,
__inet_check_established);

8.2.2.2 __inet_hash_connect

int __inet_hash_connect(struct inet_timewait_death_row *death_row,
struct sock *sk, u32 port_offset,
int (*check_established) (struct inet_timewait_death_row *,
struct sock *, __ul6, struct inet_timewait_sock **))

struct inet_hashinfo *hinfo = death_row->hashinfo;
const unsigned short snum = inet_sk(sk)->inet_num;
struct inet_bind_hashbucket *head;

struct inet_bind_bucket *tb;

int ret;

struct net *net = sock_net(sk);

if (!snum) {
int i, remaining, low, high, port;
static u32 hint;
u32 offset = hint + port_offset;
struct inet_timewait_sock *tw = NULL;

inet_get_local_port_range(net, &low, &high);
remaining = (high - low) + 1;

/* By starting with offset being an even number,
* we tend to leave about 507 of ports for other uses,
* like bind(0).
*/

offset &= ~1;

local_bh_disable();
for (i = 0; i < remaining; i++) {
port = low + (i + offset) 7/, remaining;
if (inet_is_local_reserved_port(net, port))
continue;
head = &hinfo->bhash[inet_bhashfn(net, port,
hinfo->bhash_size)];
spin_lock(&head->lock);

/* Does mot bother with rcv_saddr checks,
* because the established check is already
* unique enough.
*/
inet_bind_bucket_for_each(tb, &head->chain) {
if (net_eq(ib_net(tb), net) &&
tb->port == port) {
if (tb->fastreuse >= 0 ||
tb->fastreuseport >= 0)
goto next_port;
WARN_ON (hlist_empty(&tb->owners)) ;
if (!check_established(death_row, sk,
port, &tw))
goto ok;
goto next_port;

175



8.2. INET

CHAPTER 8. Az SR A 5

8.2.3

tb = inet_bind_bucket_create(hinfo->bind_bucket_cachep,

net, head, port);
if ('tb) {

spin_unlock(&head->1lock) ;

break;
}
tb->fastreuse = -1;
tb->fastreuseport = -1;
goto ok;

spin_unlock(&head->1lock) ;
}
local_bh_enable();

return -EADDRNOTAVAIL;

hint += (i + 2) & ~1;

/* Head lock still held and bh’s disabled */

inet_bind_hash(sk, tb, port);
if (sk_unhashed(sk)) {

inet_sk(sk)->inet_sport = htons(port);

inet_ehash_nolisten(sk, (struct sock *)tw);

¥
if (tw)

inet_twsk_bind_unhash(tw, hinfo);

spin_unlock(&head->lock) ;

if (tw)

inet_twsk_deschedule_put (tw);

ret = 0;
goto out;

head = &hinfo->bhash[inet_bhashfn(net, snum, hinfo->bhash_size)];
= inet_csk(sk)->icsk_bind_hash;
spin_lock_bh(&head->1lock) ;
if (sk_head(&tb->owners) == sk && !sk->sk_bind_node.next) {
inet_ehash_nolisten(sk, NULL);

tb

spin_unlock_bh(&head->lock) ;
return 0O;

} else {

spin_unlock(&head->lock);

/% No definite answer... Walk to established hash table */
ret = check_established(death_row, sk, snum, NULL);

local_bh_enable();
return ret;

inet_csk_reqsk_queue_add
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/%

Location:

*/

struct sock *inet_csk_reqsk_queue_add(struct sock *sk,
struct request_sock *req,
struct sock *child)

{
struct request_sock_queue *queue = &inet_csk(sk)->icsk_accept_queue;
spin_lock(&queue->rskq_lock) ;
if (unlikely(sk->sk_state != TCP_LISTEN)) {
inet_child_forget(sk, req, child);
child = NULL;
} else {
req->sk = child;
req->dl_next = NULL;
if (queue->rskq_accept_head == NULL)
queue->rskq_accept_head = req;
else
queue->rskq_accept_tail->dl_next = req;
queue->rskq_accept_tail = req;
sk_acceptq_added(sk) ;
}
spin_unlock(&queue->rskq_lock) ;
return child;
}

XA B AT BT R B R E R ISR AR R B B
PO E:

1 8.6.1.54 Y tcp_conn_ request P o

8.2.3.1 inet_csk_reqsk_queue_hash_add

void inet_csk_reqsk_queue_hash_add(struct sock *sk, struct request_sock *req,
unsigned long timeout)
{
reqsk_queue_hash_req(req, timeout);
inet_csk_reqsk_queue_added(sk) ;

B ORI RS R AT B AR R B e, FHE ER Sol I (R 2 )5
SR EAFAE IR RIEL, IR R shie e S e i 4 o
A AL

1 8.6.1.5Ff tcp_conn_request o

8.2.4 inet_twsk_put

WZIZI%ZH% ?*%ﬁﬁinet_t imewait_sockéﬁ*@{ﬁ o
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void inet_twsk_put(struct inet_timewait_sock *tw)
{
/% BB R, mRITEA o, WEHK©E */
if (atomic_dec_and_test(&tw->tw_refcnt))
inet_twsk_free(tw);

}

1 4.2.1.191 tep_v4_rev .

8.3 TCP tHXSH#

tep_syn_retries INTEGER, BOMEZE 5 X T— Mg, WEERIEZ /DA SYN EFIERA
WE T AIZKT 255, BOMER 5, X T 180 e AW al. (ATl
A BRIEAE R AP A ZE T 5 I MEAR S, FHESCN 2. X MEUSURET XX A%
2, RTERAIERE, & tep_ retriesl PEAERT)

tcp_ synack retries INTEGER, BRIMER 5 X THms &4 K SYN, W& K% SYN + ACK 4L
R, DAL E] E— SYN @HE KA X & FTiHI = 4E T ( threeway hand-
shake) MLAIHIEE R X R E NG IERZ AT L H Y SYN+ACK
HH. AWIZKT 255, BRMER 5, XM T 180 #r/eta it E]l. (A7 LAHRAE LIEHY
tcp_syn_retries RHEIXMHE)

tcp_keepalive_time INTEGER, BRIAMESZE 7200(2 /M) 24 keepalive FTHHIE L T, TCP A& 1% keepalive
THERAIER . (BT HATMA S S R, & T A XD TR BRI, 4
WA cu BFINAIRENE, TAIR 2 MBS TR, SR AN KRR ARG st /fin
HE, IBAFFELHI R R AR 2 /N, 2R Hi 7tep_keepalive time /&
TRTSEE ). A NFEM nat BRSFBIRHE IS SUE 1800 F)

tcp__keepalive_probes INTEGER, BRIME/E 9 TCP A% keepalive T8I AR AE 1% 1 B & W T AR EL
(R AERERUE SO_KEEPALIVE B I HT e 7 &%, IEERIAA
T BB, YA TP R LAE S s 4 R . 308N 5 HAAR )

tcp_keepalive_intvl INTEGER, BRINMES 75 HRINE S & IE I, FELL tep_keepalive probes Hif5
BT AR AR AT Mol B2 ZE 4 AR BR A IR ] . BRIAMED 75 B, &
TEEIRYIE G AERZ) 11 8 LU RRERFE . O T8 B AR, iIXIMEA — L5k
K, AT MR EEHSU . FEAR web 2EHR 5548 i B0/ M AEL 15 2 A& HIMH)

tcp_retries] INTEGER, BRUMER 3 FFEIN —4 TCP &E#HAEKAT , 7272/ R ER .
RFC AUERACHIEE R 3, XA EEIME , R RTO BEKRLATE 3 # - 8 74
Z Ao (VEE: XMEFRBHEJE AR syn %)

tep_retries2 INTEGER, #OMEN 15 fEEFEROE (S @ HARNL) B TCP &2 1 . 752t
12/ ER . BOMEN 15, R4 RTO MESRHAE, HH24 T 13-30 44 (RFC1122
MAE, AT 100 ). GXMEARYE H ATHI L& E, ATLAE Y], FRATRIZE
NAEBCH T 5)
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tcp_orphan_ retries

tep_fin_ timeout

tep__max_ tw_ buckets

tep__tw__recycle

tcp__tw__reuse

tcp__max_ orphans

cp_abort_on_ overflow

tcp__syncookies

INTEGER, #IMER 7 fEd 5 TCP G , EilT2 /IR Ei. BHINME
T YT 50 B - 16 %0, L RTO TMAE . WG RS2 MEIR K web
M55 . IR AT EERZE . X2 sockets FTRESFER AN RINETIE . 573/
7% tcp_max_orphans o (FSC LM NAT BB, FBERZES R R E R, TA
NI W28 B0 T A% E Y 3)

INTEGER, ERIMERZ 60 X T AU H Y socket i&4z, TCP fRFFE FIN-WAIT-2
RAHIES ] X377 AT BE ST 14 B ok — B AN G RS B al R T R iR B8 T 2K
WEA 60 To JERAE 2.2 AN Z TR 180 #ho MR LAREIZME , HFEE
B RSN REARER web IRFSAY , AT REELE WP TR R
BUH XS, FIN-WAIT-2 sockets (B KT FIN-WAIT-1 , FAEATHRZ H
1Z 1.5K BINAT  H2 BN IFENAE K. 5422 tep__max_orphans. (3L L
i NAT BB, BEAGZ BRI A B2 1, FRA N W25 PRI FEARIZE A 30)

INTEGER, #RIAMEAZ 180000 RGEAE R AT AR H K timewait sockets £ H o AN
R TS | time-wait socket 24 37 RIARBRIE H B /R E455 B 2 Ir LAY
SEIXAPRAED A T BRE R A DoS By, T K BRI AN R
fil AR, R AR EILERNMEE 2, WAL S S (BOFIRESEMAAF) o
(F52 B NAT I S 7 PT LAIE 24 M3 iz (8

BOOLEAN, ZRAE R 0, FTHHLHE TIME-WAIT sockets [P BRARRRBIRGR, &5
M, EAERE RSSO ME. B NAT EHEFT T

BOOLEAN, FOMEZ 0 1Z R 2 RF B AT TIME-WAIT IR
socket T TCP 4% (XM APLHE 5 sl Le il 55, 15 25 #2mim H B 48
RS S AR A )

INTEGER, $t&{HE 8192 RSFTREANFEAE TTTHFEN TCP sockets e KEL
hto RAEINX MO, IRARE T MR ERE SRS R reset, H RN 7R
G R o Z I AEBOEIXAN RS , AoHoh T HEEIRLE R B DoS Bty . T A
BHRIEA B A FEARIX AR H] (XA Redhat AS WA E A 32768, H
AR Z T KIS S I, RGBS 2000)

BOOLEAN, BEEZE 0 2 5FAPBERE AT AN BERE ST RS, BLR A T K IE reset
HE, BIMER false. IXEIRAE Y H AR R BN — MESRRHR &, IR A&
BIRE RS . A TEVREE SF AP R AN RE S8 OB SRIN AT FHZ IR0, %%
W& gs P EE . R &Y sendmail,apache X R 55 B I, 3XA)
DMRTRLESS o 134, 7T LAZS T IRGFRE 7 A0 B A B it LR 2
b5 I I EHEREATITE)

BOOLEAN, BAERE 0 HAFEMNEMFERER T CONFIG_SYNCOOKIES Hf
A KANE-  HHI syn S5 AF H B0 H TS0 5 & 3% syncookies. H HZ&H
TPk syn flood Bitio TR ZAEIUT I AREH THRLES AR Bk 14 5 3R
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tep__stdurg

tcp_max_ syn_ backlog

tcp__window__scaling

tcp__timestamps

tep__sack

S5, WMARAEHEHHIE synflood HE , (H2 A KB AWE] synflood Hiti | 1M
AP RGBS m R RO B SHOR R IR 55 an R RE . 2%
tcp__max_ syn_ backlog~ tcp__synack_retriess tcp__abort__on_ overflow. syncookie
FEEREET TCP hill, ARFMEH TCP ¥ &, AIRExHLelks SEU™E A ERE
SN (I SMTP ¥k ). (FEE, %635 BSD _EHEMEMAY tep proxy —Hf, £id
7 RFC KT tep RN =R T SLILAY, (HEXT T B syn-flood HIHTRA HI.)

BOOLEAN, #IMEA 0 /] TCP urg pointer FBIH I FENLIF KRR IRE. KB
fr HEALESE I T ) BSD ke, I APRIEAE Linux $T1E , Bl FECRREM
CATIEWEE

INTEGER, XJ T ARBLEARSRIE ARG 25 P om WA IE R R T B AT B
KEH. XTHE 128Mb NAE RS , BUMERZ 1024 , (KT 128Mb HINIH
1280 WIRARSS a4 B3, o DA b N 4. b Ao I E i
KT 1024 . HIFEEL include/net /tep.h BT TCP_SYNQ_HSIZE |, DAEE
TCP_SYNQ_HSIZE*16<=tcp_max_syn_backlog . I HIm#HZ L2 M. (SYN
Flood BRI TCP Hhll fAn4E F-HIELFE, Dhid B 1P Mk &% Kt TCP-
SYN BATHIEHRI HIR 2%, mASHERRS Socket PAFGHIEAE/L M JC i #%
SZHERE . T NATIXA G, IR Unix 2240 H 385 i R F 2 2 32 B 51 A0 FEL Y
TTRCRGE T (AR PPty BB S A I 5 7Y 58 43 3 3
(Connect() 1 Accept() ), &M 73— BAIEMAFTICEAT I IR X TS A0 3
J7 AR H A — L8 RGNS (B0 Syn-Cookies/Caches) HEE W I, GBS HLAL
ARG/ NIALET SYN Flood ¥t (FELIER] <1000p/s) K SYN PAFIHC
AT LA YN BE 22 S5 i W61 3688, T LAY Server SR AT LA REIE A% AH. )

BOOL, AEN 1, EARERIRN tep/ip S1EIIEENE 0 R/NER AR . S8ME N
ARME, A1 NEFRRTTAE, O 0 IERIRANATAS o tep/ip 1 FH AT O KAl IA
F 65535 F47, X TR ML, ZERREA/DN, XA R E N TiZIRE, ATLAME
tep/ip WA 0K/ NEREC RO, TR S BAREHIAET] (RFC 1323). 4
SR, XA M WS, REASFEITE, BrUnRA S S E M L%, ALK
B 0o

BOOLEAN, SREMEA 1, EhREFRIR &4 5 LA — T b e E ke SRS A 1Y 5 3%
(RFC 1323) i XS RTT WS, 1 SEBLREAF O PERE R 12 J5 FX e Bl [R
Timestamps A LAPTVEARLEHIERY sequence 75, —5& 1G WY TE 4l ol iF &
HIBE|T out-of-line EMIH sequence 544 (e &M T L™ EH]) . Times-
tamp 2> LEBRTEX R [HEMD .

BOOLEAN, Sf8E N 1, bR sRn & A ARV Z (Selective Acknowl-
edgment) , XA LA IS A 062 W 24 BL PRI AR SORIR =R RE. (X R AT LALE
KikA HRIE T RSB « B n] AR SR E R 8 N EER, A BT
PR MREARZS o XTSRS AR UG MR TN Z A, (B X SIS CPU [
.
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tep_fack BOOLEAN, S 1EN 1 FTFF FACK #l 2k G0 AL B L T RE . (717, 24 tep_sack
WER 0 HEHE, XAMERERE A 1 IR0

tep_dsack BOOLEAN, BREME A 1 o3 TCP k%" W58 E" B SACK.
tcp_ecn BOOLEAN, S&A{E A 0 FT7F TCP B B 28845 T iHE

tep_reordering INTEGER, BRAMEE 3 TCP i EHEF AP G KA. (— A B EHEE
XA EAERE A B R — 28 L 5)

tcp_ retrans_ collapse BOOLEAN, $REEN 1 4T HELEH bug FIFT EINLERALE X bug FUFRAE. (—
AT EIX AN TLRE, ATLAK HE)

(3 > INTEGER 4% 1#it) min, default, max. min: & TCP socket T T A LG N7 i/ ME. &1
tep socket BT AEEEW LASHEAT LMEFHE o BRAME N 4096(4K) o
default: "N TCP socket THEE T A& XZ N GFEGE, BROAME N N iZ(ES 0
EHRLE Y net.core.wmem  default {B, —#ZMET net.core.wmem  default Y
Ho BRIAMEA 16384(16K)-

max: HT TCP socket &% M B N A7 e KA o X BEA 251 net.core.wmem__max,
" ERAS" MEPES4 SO SNDBUF WIRAZIZAER M. BRIMEN 131072(128K) . (K
TGS, SEINX D SEEXT T A A HARARA T B, AR M3 IT T, &
BCAT 51200 131072 204800)

tcp_rmem (3 /> INTEGER 28 &)min, default, max. min: >4 TCP socket TilFAH THULZE
PRI AR, RIEAE A B KIS DU tep socket #Z2 /DA IX 424
WA T HlZz, BRIMEN 8K.

default : & TCP socket T A FH T B2 vh B N A7 4R BROAE 0 iz E 2 =g 1)
W AE I net.core.wmem  default {H o IZ{HRE T 1F tcp_adv__win_ scale~tcp__app_ win
1 tep_app_ win=0 BRIMEEN N, TCP &1 K/NA 65535, BRIMEA 87380

max: | T TCP socket FEURZEHT N 75 K AH < IZAHEAN 2 RE A net.core.wmem__max,
" S S SO_SNDBUF WIAZIZEZ M. BAESN 128K. BRIAEN
87380*2 byteso (FILAEH, max Wi EHRIEFZE default IWFE, X T NAT K
UEEZIE e, AL E N 51200 131072 204800)

tcp.mem (3 7> INTEGER A ii)low, pressure, higho low: 4 TCP il TR TIZ(ER N AT
UL, TCP A BRI AT AR T, X MEN S¥5E % tep_wmem
A% 2 MMEMHITES - X585 2 AMEFRY], SR IUE R/ N AR I A 35 REUER LA DT
K/ (131072 * 300 / 4096)- )
pressure: 2 TCP { ] 1 iZ E R A7 T AR, TCP il EFEHNAEM
HEN pressure 2, 24 AAAEFEIET low (EITNERH pressure AR GHARE T
IXAMER A2 TCP 7] LM FH S22 1 XK/ N BB (204800 * 300 / 4096). )
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high: o ¥FFTA tep sockets T HEPAZZ U2 09 TUE it o (W SREBITXAME, TCP
GRS, X AT AANEAS HTORSF (512000 * 300 / 4096) LA T o
FEXFEIL T, $RESIMARK, TREGIIRSER:, ZFTHUAN 2.5 ff; o0&
WA EFEREW AL 2.5 RERTERE . FRAYMZE B2 192000 300000 732000)

— BT XL R AR RS SRS RGN ARG T AR E R

tcp_app_ win INTEGER, BRIMEZ 31 fAH max(window /2tP—PP—win  mss) %t 1T [ HH T
Mg 48 0 B RRATTER M.

tcp_adv_win_scale INTEGER, BRIME N 2 THEZZTIE bytes /2tep—adv_win_scale (158 tep adv_ win_scale
> 0) B bytes — bytes/27tep—adv_win_scale (i tcp adv win_scale <= 0).

tep_1fc1337 BOOLEAN, SRAE Y 03X IR LUR S0 T8 RFC1337 A K "tep 1Y time-
wait B MBIEE . BHE, NEZEEFATLEMAE time-wait IRZE TCP
BRI RST .

tcp_low_latency BOOLEAN, fEEN 00 ZBHITECIALNT : If set, the TCP stack makes de-
cisions that prefer lower latency as opposed to higher throughput. By default,
this option is not set meaning that higher throughput is preferred. An example of
an application where this default should be changed would be a Beowulf compute
cluster. AJ DA HYIZ e AL I B A b 2R T s et i 3RS, iREZ S,
W B TR A R BRI o X el S IR 2 A EE I, (BAEAEE Beowulf £
HE (S B, ST BIRARE).

tep_westwood BOOLEAN, SREMEN 0, o AU dm U 263 5803, & ml LAZEAP R i
PR, TR B E A R AR G DU TN, X T WAN 85 R 3% H X
NI

tep__bic BOOLEAN, $EMEN 0, APs KR 2 /4% )5 ] Binary Increase Congestion; X
FERT LA S A T A GB B THRAE O 5 EE ;. X T WAN GBS Vi fE FH Ik
i,

8.3.1 TCP &%

#define FLAG_DATA 0z01 /* Incoming frame contained data. */
#define FLAG_WIN_UPDATE 0z02 /* Incoming ACK was a window update. */
#define FLAG_DATA_ACKED 0z04 /* This ACK acknowledged new data. */
#define FLAG_RETRANS_DATA_ACKED 0z08 /* "" "" some of which was retransmitted. */
#define FLAG_SYN_ACKED 0z10 /* This ACK acknowledged SYN. */
#define FLAG_DATA_SACKED 0z20 /* New SACK. */

#define FLAG_ ECE 0x40 /* ECE in this ACK */

#define FLAG_LOST_RETRANS 0x80 /* This ACK marks some retransmission lost */
#define FLAG_SLOWPATH 0x100 /* Do mot skip RFC checks for window update.*/

#define FLAG_ORIG_SACK_ACKED 0z200 /* Never retransmitted data are (s)acked */
#define FLAG_SND_UNA_ADVANCED 02400 /* Snd_una was changed (!= FLAG_DATA_ACKED) */
#define FLAG_DSACKING ACK  0x800 /* SACK blocks contatined D-SACK info */

#define FLAG_SACK_RENEGING 0x2000 /* snd_una advanced to a sacked seq */
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#define FLAG_UPDATE_TS_RECENT  0z4000 /* tcp_replace_ts_recent() */

#define FLAG_ACKED (FLAG_DATA_ACKED |FLAG_SYN_ACKED)
#define FLAG_NOT_DUP (FLAG_DATA|FLAG_WIN_UPDATE|FLAG_ACKED)
#define FLAG_CA_ALERT (FLAG_DATA_SACKED |FLAG_ECE)

#define FLAG_FORWARD_ PROGRESS  (FLAG_ACKED|FLAG_DATA_SACKED)

#define TCP_REMNANT (TCP_FLAG_FIN|TCP_FLAG_URG|TCP_FLAG_SYN|TCP_FLAG_PSH)
#define TCP_HP_BITS (~(TCP_RESERVED BITS|TCP_FLAG_PSH))

X HEIATHFES 2L R &, W

SACK Selective Acknowledgment(SACK), X5 =77 2AE TCP kB n—"1 SACK 1Y
RPY, ACK I&/& Fast Retransmit B ACK, SACK N2 2] P EH R . X
B, RIS VRS RIE R SACK RAEWRLEHES T, WMEicasl. T2
AL T Fast Retransmit FIE e 498, XM TR E LA S o

Reneging /i1 Reneging HIEEBEEL, HUUTARUR &4 & ik SACK HAEHE
FT o HER, FRATHE ARSI, KA oA el o (A, #
WO AT RES T — e i X 4t , BB N AF A I S B AR VG LA,
RETTMARETE MK SACK, FEIMZEKH ACK, IF4EH" Time-Outo W
JEEEN ACK WAEHK:, IRAMAT SACK MARTEML, BIN, Bk
TEANRERD SACK MIEFRICH Acks TR SACK M2 IR TT I THRE, 548,
W — B 285G A0 7 K —HE SACK HIEIN, X & SR T IR E A%
Exim ) CA Kk HBVERE, XSIHFEIRZ Lk i T

D-SACK Duplicate SACK Xk D-SACK, HEZMH T SACK K &Ik 7 A WL ds
WEERILT . D-SACK {# /T SACK M5 —1Bokfithrd, Wik SACK MH—
MNEATEEIE ACK Ard =%, AR450E D-SACK. W SACK HI&— B E
W SACK W% B, 3840/ D-SACK. 5| AT D-SACK, AiX4 )L
b 1) WTLMERRETHE, RAHEMEET, BEESRN ACK 8% 7.

2) BAEHCH timeout A/NT, SECERL.
3) Wz B T A B R B ATIEN (XHR reordering)

4) Mg ERARBEAEIRALSZH T
A E:
1 6.1.1.6H7 tcp_enter loss HHH -
8.3.2 HHE

8.3.2.1 Dbefore & after

AE—LET 2T SR J5 )T tHE T before O Mafter O XM A% JX MoK
HOysE Sy

183



8.4. TCP CHECKSUM CHAPTER 8. Az SR A 5

/* include/net/tcp.h
* WBRAANEHET 32 EHK

*/
static inline bool before(__u32 seql, __u32 seq2)
{
return (__s32) (seql-seq2) < 0;
}
#define after(seq2, seql) before(seql, seq2)

FTLVER], SX PR PR B2 BB . 2 B ABL RIS R BV %2 N
TR R T R . SRR 32 RITCAT S R

8.3.2.2 between

/* is s2<=s1<=s83 ? */

static inline bool between(__u32 seql, __u32 seq2, __u32 seq3)
{

return seq3 - seq2 >= seql - seq2;
}

8.4 TCP CheckSum

8.4.1 tcp_checksum_complete

ZER A EET OV E R S, et BRI, (ERTERERZ, XS T
PR A TCP Bro WPRTREAS, FFEMSE A, MHRIE 1.

/%
Location:
include/net/tcp.h
*/
static inline bool tcp_checksum_complete(struct sk_buff *skb)
{
return !skb_csum_unnecessary(skb) &&
__tcp_checksum_complete (skb) ;
}

X __tcp_checksum_completelK%L, UWIF:

/*
Location:
include/net/tcp.h
*/
static inline __suml6 __tcp_checksum_complete(struct sk_buff *skb)
{

return __skb_checksum_complete(skb) ;

}

XFTFPR%M__skb_checksum_complete, Z Il BSD Socket 4bHIBGE
WAL E:

1 5.2.2.2 1 tep_v4 do_rev T
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8.4.2 tcp_v4_checksum_init

/% HREB,, *+/

8.5 TCP Initialize

8.5.1 TCP Initialize Handle

8.5.1.1 tcp_ _connnect__init

/* Do all connect socket setups that can be done AF independent. */
static void tcp_connect_init(struct sock *sk)
{

const struct dst_entry *dst = __sk_dst_get(sk);

struct tcp_sock *tp = tcp_sk(sk);

__u8 rcv_wscale;

/* We’ll fiz this up when we get a response from the other end.
* See tcp_input.c:tcp_rcvu_state_process case TCP_SYN_SENT.
*/
tp->tcp_header_len = sizeof (struct tcphdr) +
(sysctl_tcp_timestamps ? TCPOLEN_TSTAMP_ALIGNED : 0);

#ifdef CONFIG_TCP_MD5SIG
if (tp->af_specific->md5_lookup(sk, sk))
tp->tcp_header_len += TCPOLEN_MD5SIG_ALIGNED;
#endif

/* If user gave his TCP_MAXSEG, record it to clamp */
if (tp->rx_opt.user_mss)

tp->rx_opt.mss_clamp = tp->rx_opt.user_mss;
tp—>max_window = 0;
tcp_mtup_init(sk);
tcp_sync_mss(sk, dst_mtu(dst));

tcp_ca_dst_init(sk, dst);

if (!tp->window_clamp)
tp->window_clamp = dst_metric(dst, RTAX_WINDOW) ;
tp->advmss = dst_metric_advmss(dst);
if (tp->rx_opt.user_mss && tp->rx_opt.user_mss < tp->advmss)
tp->advmss = tp->rx_opt.user_mss;

tcp_initialize_rcv_mss(sk);

/* limit the window selection if the user enforce a smaller rz buffer */
if (sk->sk_userlocks & SOCK_RCVBUF_LOCK &&
(tp—>window_clamp > tcp_full_space(sk) || tp->window_clamp == 0))
tp->window_clamp = tcp_full_space(sk);

tcp_select_initial_window(tcp_full_space(sk),
tp->advmss - (tp->rx_opt.ts_recent_stamp ? tp->tcp_header_len - sizeof(struct tcphdr
&tp—>rcv_wnd,
&tp->window_clamp,
sysctl_tcp_window_scaling,
&rcv_wscale,
dst_metric(dst, RTAX_INITRWND));
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}

tp->rx_opt.rcv_wscale = rcv_wscale;
tp->rcv_ssthresh = tp->rcv_wnd;

sk->sk_err = 0;
sock_reset_flag(sk, SOCK_DONE);
tp—>snd_wnd = 0;
tcp_init_wl(tp, 0);
tp->snd_una = tp->write_seq;
tp—>snd_sml = tp->write_seq;
tp->snd_up = tp->write_seq;
tp—>snd_nxt = tp->write_seq;

if (likely(!tp->repair))
tp—>rcv_nxt = 0;
else
tp->rcv_tstamp = tcp_time_stamp;
tp->rcv_wup = tp->rcv_nxt;
tp->copied_seq = tp->rcv_nxt;

inet_csk(sk)->icsk_rto = TCP_TIMEOUT_INIT;

inet_csk(sk)->icsk_retransmits = 0;
tcp_clear_retrans(tp);

P AL

1 5.1.2.31% tcp__connect HH o

8.5.1.2

ZRER A T IR AN SRR skb ATTIRE.

/%

tcp__init_ nondata_ skb

Location:

net/ipv4/tep_output.c

Function:

e TG B A skb.

Parameter:

*/

skb: HFWHBAE sk_buff
seq: %5
flags: FFEL

static void tcp_init_nondata_skb(struct sk_buff *skb, u32 seq, u8 flags)

{

/e RERBE +/

skb->ip_summed = CHECKSUM_PARTIAL;

skb->csum = 0;

/x REREM +/

TCP_SKB_CB(skb)->tcp_flags = flags;

TCP_SKB_CB(skb)->sacked = 0;
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AR S AT

26
27
28
29
30
31
32
33

tcp_skb_pcount_set(skb, 1);

/e RERIFF »/

TCP_SKB_CB(skb)->seq = seq;

if (flags & (TCPHDR_SYN | TCPHDR_FIN))
seqt+;

TCP_SKB_CB(skb)->end_seq = seq;

}
EDEEACE

1 5.1.2.391 tep_connect W H o

2 5.1.4.29 1Y tep_send_ack P .

8.6 TCP Options

8.6.0.1 TCP Options Flags

O 00 ~NO 1 b WN -

WWWWWWNRNRNNNRNDNNRNRNRFE B R 2 2R e e
O WORNPRPOOO~NODTdRWNROOW®OWNOGNAWNRO

/*

Location
include/net/tcp.h
Description:

TCP option
*/
#define TCPOPT_NOP
#define TCPOPT_EOL
#define TCPOPT_MSS /* Segment stize megotiating */

1 /% Padding */

0

2
#define TCPOPT_WINDOW 3  /* Window scaling */

4

5

8

/* End of options */

#define TCPOPT_SACK_PERM /* SACK Permitted */
#define TCPOPT_SACK /* SACK Block */
#define TCPOPT_TIMESTAMP /% Better RIT estimations/PAWS */

#define TCPOPT MD5SIG 19 /* MD5 Signature (RFC2385) */
#define TCPOPT FASTOPEN 34 /* Fast open (RFC7413) */
#define TCPOPT EXP 25/ /* Ezperimental %/

/* Magic number to be after the option wvalue for sharing TCP

* experimental options. See draft-ietf-tcpm-experimental-options—00.txt

*/
#define TCPOPT_FASTOPEN_MAGIC  OxF989

/*
* TCP option lengths
*/

#define TCPOLEN_MSS
#define TCPOLEN_WINDOW
#define TCPOLEN_SACK_PERM
#define TCPOLEN_TIMESTAMP 0
#define TCPOLEN MD5SIG 18
#define TCPOLEN FASTOPEN BASE 2
#define TCPOLEN EXP_FASTOPEN BASE 4

~ D WA
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8.6.1 TCP Options Handle

8.6.1.1 +tcp_parse_fastopen_option

1 /*

2 Location:

3

4 net/ipv4/tep_input.c

5

6 Function:

7

8 A ¥ Fastopen

9

10 Parameter:

11

12 len: K&

13 cookie: I T fast open

14 syn: ZEH syn

15 foc: T fastopen cookie

16 exp_opt: 2L,

17 */

18 static void tcp_parse_fastopen_option(int len, const unsigned char *cookie,
19 bool syn, struct tcp_fastopen_cookie *foc,
20 bool exp_opt)
21 {
22 /* Valid only in SYN or SYN-ACK with an even length. */
23 if (!foc || !syn || len < O || (len & 1))
24 return;
25
26 if (len >= TCP_FASTOPEN_COOKIE_MIN &&
27 len <= TCP_FASTOPEN_COOKIE_MAX)
28 memcpy (foc->val, cookie, len);
29 else if (len != 0)
30 len = -1;
31 foc->len = len;
32 foc->exp = exp_opt;
33 }

VA AL

8.6.1.2 +tcp_parse_options

KT TCP Options &, WERATERERTE, 7T AZSH1.3.1.2H 4.

1 /*

2 Location:

3

4 net/ipv4/tep_input.c

5

6 Function:

7

8 Look for tcp options. Normally only called on SYN and SYNACK packets.
9 But, this can also be called on packets in the established flow when
10 the fast version below fails.

11

12 Parameter:

13

14 skb: ZEH
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15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73

opt_rz:TCP HY5TH2
eatab: W& EHIL,
foc: KMRG & WEITI,
*/
void tcp_parse_options(const struct sk_buff *skb,
struct tcp_options_received *opt_rx, int estab,
struct tcp_fastopen_cookie *foc)
{
const unsigned char *ptr;
const struct tcphdr *th = tcp_hdr(skb);
/x BRBRKE */
int length = (th->doff * 4) - sizeof(struct tcphdr);
/* BE|ETEEH +/
ptr = (const unsigned char *)(th + 1);
/% LA EE B +/

opt_rx->saw_tstamp = O;

while (length > 0) {
/x B EE «/
int opcode = *ptr++;
/x BRKEHKAN +/

int opsize;

switch (opcode) {
//End of options
case TCPOPT_EOL:
return;
//Padding
case TCPOPT_NOP: /* Ref: RFC 793 section 3.1 */
length--;
continue;
default:
/*
RELTHKE, BIAKELTRADT 2,
ARSI b o 2 S

*/
opsize = *ptr++;
if (opsize < 2) /% "silly options" */

return;
/% WA AT lengths/
if (opsize > length)
return; /* don’t parse partial options */
switch (opcode) {
/x mARKXEKE, RATRWEHENE
case TCPOPT_MSS:
if (opsize == TCPOLEN_MSS && th->syn && '!estab) {
/x BRABKE, XA 0, MELHR?XEMNFHFRALE +/
ul6 in_mss = get_unaligned_bel6(ptr);
if (in_mss) {
/%
KmABEKEREHRTF TR P B & BB /ME,
*/
if (opt_rx->user_mss &&
opt_rx->user_mss < in_mss)
in_mss = opt_rx->user_mss;
opt_rx->mss_clamp = in_mss;

break;
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74 /x Oy KEFHF, wREHEAE syv ARBETHENT, HEXHFZER »/
75 case TCPOPT_WINDOW:

76 if (opsize == TCPOLEN_WINDOW && th->syn &&

77 lestab && sysctl_tcp_window_scaling) {

78 /x BALHEHK »/

79 __u8 snd_wscale = *(__u8 *)ptr;

80 /x RETREFEOT AETHRTEMS »/

81 opt_rx->wscale_ok = 1;

82 /% KT 14 WEE HFREHFEEN 14.4/

83 if (snd_wscale > 14) {

84 net_info_ratelimited("%s: Illegal window scaling value %d >14 received\n",
85 __func__,

86 snd_wscale) ;

87 snd_wscale = 14;

88 }

89 opt_rx->snd_wscale = snd_wscale;

90 }

91 break;

92 /* BT, i RAMA L AR B S R S X R R RS +/
93 case TCPOPT_TIMESTAMP:

94 if ((opsize == TCPOLEN_TIMESTAMP) &&

95 ((estab && opt_rx->tstamp_ok) ||

96 (lestab && sysctl_tcp_timestamps))) {

97 /* B ILEER +/

98 opt_rx->saw_tstamp = 1;

99 /*time stamp value*/

100 opt_rx->rcv_tsval = get_unaligned_be32(ptr);

101 /*time stamp echo reply*/

102 opt_rx->rcv_tsecr = get_unaligned_be32(ptr + 4);

103 }

104 break;

105 /*SACK Permit, R AT syn HFERESIWEEGER +/

106 case TCPOPT_SACK_PERM:

107 if (opsize == TCPOLEN_SACK_PERM && th->syn &&

108 lestab && sysctl_tcp_sack) {

109 //ARRE R

110 opt_rx->sack_ok = TCP_SACK_SEEN;

111 /*

112 K5 sAck HrWFEREE dsack, eff_sacks,num_sacks
113 */

114 tcp_sack_reset (opt_rx) ;

115 }

116 break;

117 /% RWHE SACK*/

118 case TCPOPT_SACK:

119 /*

120 TCPOLEN_SACK_BASE 1 2, TCPOLEN_SACK_PERBLOCK 4 8

121 B, if BAWERR, ZHTPCE kind. length UK

122 —NEEAFEXN, HoR kind 1 length FHZJE,

123 nnegbei Z AW FAEI M K/NER, sack ok H 1 Ko

124 RIF SACK.

125 */

126 if ((opsize >= (TCPOLEN_SACK_BASE + TCPOLEN_SACK_PERBLOCK)) &&
127 ! ((opsize - TCPOLEN_SACK_BASE) 7 TCPOLEN_SACK_PERBLOCK) &&
128 opt_rx->sack_ok) {

129 /* ¥ sacked WYMEIH B X WA A FAE I RIGHL +/

130 TCP_SKB_CB(skb)->sacked = (ptr - 2) - (unsigned char *)th;
131 }

132 break;
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133 | #ifdef CONFIG_TCP_MD5SIG
134 case TCPOPT_MD5SIG:
135 /*
136 * The MD5 Hash has already been
137 * checked (see tecp_v{4,6}_do_rcv()).
138 */
139 break;
140 #endif
141 /% RATTE +/
142 case TCPOPT_FASTOPEN:
143 tcp_parse_fastopen_option(
144 opsize - TCPOLEN_FASTOPEN_BASE,
145 ptr, th->syn, foc, false);
146 break;
147 /% LM FH Fast Open, AEXKRLEERH T, +/
148 case TCPOPT_EXP:
149 /* Fast Open option shares code 25/ using a
150 * 16 bits magic number.
151 */
152 if (opsize >= TCPOLEN_EXP_FASTOPEN_BASE &&
153 get_unaligned_bel6(ptr) ==
154 TCPOPT_FASTOPEN_MAGIC)
155 tcp_parse_fastopen_option(opsize -
156 TCPOLEN_EXP_FASTOPEN_BASE,
157 ptr + 2, th->syn, foc, true);
158 break;
159
160 }
161 /% HFNT—AMER, LET—AHT +/
162 ptr += opsize-2;
163 length -= opsize;
164 }
165 }
166 }
A AL

1 5.1.3.30Y tcp_rev__synsent_state process H1IH o

8.6.1.3 tcp_clear_options

==
H O O 00 ~NO Ol WDN =

— =
w N

/%

Location:

include/linuz/tep.h
Function:

FE R A A RAFIE, sack, HOP KETFEEA o,
*/
static inline void tcp_clear_options(struct tcp_options_received *rx_opt)
{

rx_opt->tstamp_ok = rx_opt->sack_ok = 0;

rx_opt->wscale_ok = rx_opt->snd_wscale = 0;

1 B tcp_conn_ request HIH M.
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8.6.1.4 +tcp_syn_option
A PR SYN BT TCP . 44, X HEHEIAE TCP 1iEm B

i B KSR, FEAREIEHLG IR L T TCP e FrplE At .

1 /* Location: net/ipuv4/tcp_output.c

2

3 * Parameter:

4 * sk: BRT

5 * skb: HKHER

6 * opts: A TH#k TCP HTH {54t

7 * md5: MD5 % (JuRIF B T A kT

8 */

9 static unsigned int tcp_syn_options(struct sock *sk, struct sk_buff #*skb,

10 struct tcp_out_options *opts,

11 struct tcp_md5sig_key **md5)

12 {

13 struct tcp_sock *tp = tcp_sk(sk);

14 unsigned int remaining = MAX_TCP_OPTION_SPACE;

15 struct tcp_fastopen_request *fastopen = tp->fastopen_req;

16

17 /% remaining REFKT £V =, R RFC793, TCP HIM = & Z A IR,
18 * EEEWRGE, FHn—ANBIT A EHIED remaining,

19 */
20 #ifdef CONFIG_TCP_MD5SIG
21 *md5 = tp->af_specific->md5_lookup(sk, sk);
22 if (*md5) {
23 opts—>options |= OPTION_MD5;
24 remaining -= TCPOLEN_MD5SIG_ALIGNED;
25 }
26 #else
27 *md5 = NULL;
28 #endi f
29
30 /* We always get an MSS option. The option bytes which will be seen in
31 * normal data packets should timestamps be used, must be in the MSS
32 * advertised. But we subtract them from tp->mss_cache so that
33 * calculations in tcp_sendmsg are simpler etc. So account for this
34 * fact here if necessary. If we don’t do this correctly, as a
35 * receiver we won’t recognize data packets as being full sized when we
36 * should, and thus we won’t abide by the delayed ACK rules correctly.
37 * SACKs don’t matter, we never delay an ACK when we have any of those
38 * going out. */
39 opts->mss = tcp_advertise_mss(sk) ;
40 remaining -= TCPOLEN_MSS_ALIGNED;
41
42 if (likely(sysctl_tcp_timestamps && !*md5)) {
43 opts->options |= OPTION_TS;
44 opts—>tsval = tcp_skb_timestamp(skb) + tp->tsoffset;
45 opts—>tsecr = tp->rx_opt.ts_recent;
46 remaining -= TCPOLEN_TSTAMP_ALIGNED;
47 }
48 if (likely(sysctl_tcp_window_scaling)) {
49 opts->ws = tp->rx_opt.rcv_wscale;
50 opts—>options |= OPTION_WSCALE;
51 remaining -= TCPOLEN_WSCALE_ALIGNED;
52 X
53 if (likely(sysctl_tcp_sack)) {
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opts—>options |= OPTION_SACK_ADVERTISE;
if (unlikely(!(OPTION_TS & opts->options)))
remaining -= TCPOLEN_SACKPERM_ALIGNED;

if (fastopen && fastopen->cookie.len >= 0) {
u32 need = fastopen->cookie.len;

need += fastopen->cookie.exp 7 TCPOLEN_EXP_FASTOPEN_BASE :

TCPOLEN_FASTOPEN_BASE;
need = (need + 3) & ~3U; /* Align to 32 bits */
/x BlX B ok —MEBRWIAR, remaining H 7 ik L% A,

* TEE, WmREMFHREZELEHT, HBLBEFERF Fast Opene

*/
if (remaining >= need) {
opts->options |= OPTION_FAST_OPEN_COOKIE;
opts->fastopen_cookie = &fastopen->cookie;
remaining -= need;
tp->syn_fastopen = 1;

tp->syn_fastopen_exp = fastopen->cookie.exp 7 1

return MAX_TCP_OPTION_SPACE - remaining;

8.6.1.5 +tcp_established_options

XA R AT EERCEE RS, TCP WY LRIk & H #25[A]. 8@
M tep_syn_optionsPRELHIN LEIRATAT AEHIE R, K45 TCP IEITHL ALK
BRI RAE TCP SR HIEJIafe)s, TCP S 5 FsuifE Bt TR

%o

static unsigned int tcp_established_options(struct sock *sk, struct sk_buff *skb,

struct tcp_out_options *opts,
struct tcp_md5sig_key **md5)

struct tcp_sock *tp = tcp_sk(sk);
unsigned int size = 0O;
unsigned int eff_sacks;

opts->options = O;

#ifdef CONFIG_TCP_MD5SIG
*md5 = tp->af_specific->md5_lookup(sk, sk);
if (unlikely(*md5)) {

opts->options |= OPTION_MD5;
size += TCPOLEN_MD5SIG_ALIGNED;

#else
*md5 = NULL;
#endif

if (likely(tp->rx_opt.tstamp_ok)) {
opts—>options |= OPTION_TS;

opts—>tsval = skb 7 tcp_skb_timestamp(skb) + tp->tsoffset :

opts->tsecr = tp->rx_opt.ts_recent;
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25 size += TCPOLEN_TSTAMP_ALIGNED;
26 }
27
28 eff_sacks = tp->rx_opt.num_sacks + tp->rx_opt.dsack;
29 if (unlikely(eff_sacks)) {
30 const unsigned int remaining = MAX_TCP_OPTION_SPACE - size;
31 opts—->num_sack_blocks =
32 min_t (unsigned int, eff_sacks,
33 (remaining - TCPOLEN_SACK_BASE_ALIGNED) /
34 TCPOLEN_SACK_PERBLOCK) ;
35 size += TCPOLEN_SACK_BASE_ALIGNED +
36 opts->num_sack_blocks * TCPOLEN_SACK_PERBLOCK;
37 }
38
39 return size;
40 }
AL E:

1 Hy tcp__conn__request IR

8.7 TCP PAWS

8.7.1 TCP PAWS Flags

==
H O O 00 ~NO Ol WDN -

== R
S OB W DN

/%

Location

include/net/tcp.h

*/

#define TCP_PAWS_24DAYS (60 * 60 * 24 * 24)

#define TCP_PAWS_MSL 60 /* Per-host timestamps are tinvalidated
* after this time. It should be equal
* (or greater than) TCP_TIMEWAIT LEN
* to provide reliability equal to one
* provided by timewatit state.
*/

#define TCP_PAWS_WINDOW 1 /* Replay window for per-host

* timestamps. It must be less than
* minimal timewait lifetime.

*/

8.7.2 tcp_paws_check

— =
H O O 00 ~NO Ol WDN -

—_
N

/*

Location:
include/net/tcp.h
Function:
F 5 S E R,
Parameter:

ro_opt: HWEIH tep HI
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13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31

pPAWS_Win:
*/
static inline bool tcp_paws_check(const struct tcp_options_received *rx_opt,
int paws_win)

{
if ((s32) (rx_opt->ts_recent - rx_opt->rcv_tsval) <= paws_win)
return true;
/% FIBF ATF ik ts_recent ZENERGH 24 RMNulE, HWIE, sAMRR »/
if (unlikely(get_seconds() >= rx_opt->ts_recent_stamp + TCP_PAWS_24DAYS))
return true;
/*
* Some OSes send SYN and SYNACK messages with tsval=0 tsecr=0,
* then following tcp messages have wvalid values. Ignore 0 walue,
* or else ’negative’ tsval might forbid us to accept their packets.
*/
if (!rx_opt->ts_recent)
return true;
return false;
}

8.7.3 tcp_paws_reject

==
H O ©O©W 0 ~NO Ol WDN =

W W W W WWWMNDNDNDNDDNDNDNDNDNNDDNRERFRRFRFERFR R~ B &
DO WNNHFHEF OOVWONODOP, WNHFHFOOWOWNOOGMWNDN

/*
Location:
include/net/tcp.h
Function:
HW R EEEL
Parameter:
re_opt: HWEIH tep HI,
TSt
*/
static inline bool tcp_paws_reject(const struct tcp_options_received *rx_opt,
int rst)
{

/% Kl BT PAWS AW x/
if (tcp_paws_check(rx_opt, 0))
return false;

/% RST segments are not recommended to carry timestamp,
and, +f they do, it is recommended to ignore PAWS because
"their cleanup function should take precedence over timestamps."
Certainly, it ts mistake. It is necessary to understand the reasons
of this constraint to relax it: if peer reboots, clock may go
out-of-sync and half-open connections will not be reset.
Actually, the problem would be not existing <f all
the implementations followed draft about maintaining clock
via reboots. Linuz-2.2 DOES NOT!

However, we can relaz time bounds for RST segments to MSL.
*/
/*

WRKET rst, HELRHEE, BHIEL
*/
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37 if (rst && get_seconds() >= rx_opt->ts_recent_stamp + TCP_PAWS_MSL)
38 return false;
39 return true;
40 }
WAL E:

111 tcp__timewait_ state_ process I A

8.8 TCP TimeStamp

8.8.1 +tcp_store_ts_recent

1 /*

2 Location

3

4 net/ipv4/tep_input.c

5

6 Function:

7

8 BBt E B ts_recent

9

10 Parameter:

11

12 tp:TCP sock

13 */

14 static void tcp_store_ts_recent(struct tcp_sock *tp)
15 {

16 /xR i 1R B W B B B B B A+

17 tp->rx_opt.ts_recent = tp->rx_opt.rcv_tsval;
18 /* RR T A bt B B e i -/

19 tp->rx_opt.ts_recent_stamp = get_seconds();
20 }

8.8.2 tcp_replace_ts_recent

1 /*

2 Location

3

4 net/ipv4/tep_input.c

5

6 Function:

7

8 & e AT B B R B ts_recent

9

10 Parameter:

11

12 tp:TCP sock

13 seq:

14

15 */

16 static void tcp_replace_ts_recent(struct tcp_sock *tp, u32 seq)
17 {

18 if (tp->rx_opt.saw_tstamp && 'after(seq, tp->rcv_wup)) {
19 /* PAWS bug workaround wrt. ACK frames, the PAWS discard
20 * extra check below makes sure this can only happen
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E| ¥ AN AW P i

* for pure ACK frames. -DavelM
*

* Not only, also it occurs for expired timestamps.
*/
/*PAWS AT 3l */
if (tcp_paws_check(&tp->rx_opt, 0))
tcp_store_ts_recent (tp);

}
W HAALE:
1 B tep_ack FIHH

8.9 TCP ACK

ACK WIS ZHa 4 2 BT DMAILAE LR LA 718
1 8 ACK AT DAMFS 3% 7 AT LIMRZS 55 M i R A m AR i 1)

2 A9 ACK Bt oy W 5 11, DRGSRy RE AL 5t _EFR
TR DR, R ACK i, IR T 251K N — B Ak,

3 I INZER O HITY, TCP AT LA TIRGIME &S, LAGRMZE I 2E. ML ACK

R AR RE AL 5 BT RO 28 IR DL, Tt — 2 SR 2E 7 1

8.9.1 ACK Check

8.9.1.1 +tcp_is_sack & tcp_is_reno & tcp_is_fack

/*
Location:
include/net/tcp.h
Description:
These functions determine how the current flow behaves in respect of SACK
handling. SACK is negotiated with the peer, and therefore it can vary
between different flows.
tcp_tis_sack - SACK enabled
tep_ts_reno — No SACK
tcp_is_fack — FACK enabled, implies SACK enabled
*/
static inline int tcp_is_sack(const struct tcp_sock *tp)
{
return tp->rx_opt.sack_ok;
}
static inline bool tcp_is_reno(const struct tcp_sock *tp)
{
return !tcp_is_sack(tp);
}

static inline bool tcp_is_fack(const struct tcp_sock *tp)
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{
return tp->rx_opt.sack_ok & TCP_FACK_ENABLED;
}

P AL

1 6.1.1.6f tcp_enter loss HIHH.

8.9.1.2 +tcp_ack_is_dubious

/*

Location:
net/ipv4/tcp_input.c
Function:
HF—A Ack BBV HE,
Parameter:

sk: TR HrE 5
flag:FLAG #rEAL
*/
static inline bool tcp_ack_is_dubious(const struct sock *sk, const int flag)

{
return !(flag & FLAG_NOT_DUP) || (flag & FLAG_CA_ALERT) ||
inet_csk(sk)->icsk_ca_state != TCP_CA_Open;
}

fH 2R ACK SR AT BERE? U1

i FLAG_NOT_DUP it 8 A K1 2558 LFATHITE FLAG_NOT_DUP 4 (FLAG_DATA|FLAG_WIN_UPDATE|FL.
Il FLAG__ACKED 3/ (FLAG_DATA ACKED|FLAG_SYN_ACKED), #fi
R e S AR AR ACK BHZ (1) T s 19, (2) BEHTed LAY;(3) B
B (4) B SYN B an5R EIRDUPhERA 8 TR T BER T .

FLAG_CA_ALERT B A MR 2 LIRATH1E FLAG_CA_ALERT 4 (FLAG_DATA_SACKED|FLAG_ECE),
MR TR H EdE T ACK 85 7E ACK W74 ECE Fras, RPUcE]
FERE, WIKAETTEER o LT I A S,

Ak Open B4 RIHIZEIRASAN Open.
WA
1 Y tep_ack A

8.9.1.3 tcp_check_sack_reneging

IR EIRIHIA ACK FRIAIZ ATICR AT SACK, X Z BTIC A SACK Fi5H
SR BT SRS o iU i AR AT REC 2o 28 A A s B BN LIEAE 2 I 7
HMZEL EA B I 7 BUG, BOAZ RIE S (R, #I00 ACK AMiZERE
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I0HY SACK, MM iZigH SACK Ja M ARFZ I )T . WREIL T, HiEOTT 24
BT ORAF 2R BRI Y B o

HT B EE A RI A ERGEEAN SACK SECE K RMERL, AL IS
— L8], B max(RTT/2,10ms) LMEBTFLEM AT LAZGIRATEZ 1 ACK, M A LA
SACK HICA RIS I — e WASXNRIE BRI — BB EAA N RIZE R, A
A SACK HIIC M HaERR T -

1 /*
2 Location:
3
4 net/ipv4/tep_input.c
5
6 Function:
7
8 If ACK arrived pointing to a remembered SACK, it means that our
9 remembered SACKs do mot reflect real state of receiver i.e.
10 recetver _host_ is heavily congested (or buggy).
11
12 To avoid big spurious (lRH)) retransmission bursts (%K) due to transient SACK
13 scoreboard oddities that look like reneging, we give the receiver a
14 little time (maxz(RTT/2, 10ms)) to send us some more ACKs that will
15 restore sanity to the SACK scoreboard. If the apparent reneging
16 persists until this RTO then we’ll clear the SACK scoreboard.
17
18 Paramater:
19
20 sk: R E %,
21 flag: MXAFZA
22 */
23 static bool tcp_check_sack_reneging(struct sock *sk, int flag)
24 {
25 /R BNER T HA T,
26 if (flag & FLAG_SACK_RENEGING) {
27 struct tcp_sock *tp = tcp_sk(sk);
28 /T S B A T
29 unsigned long delay = max(usecs_to_jiffies(tp->srtt_us >> 4),
30 msecs_to_jiffies(10));
31 / /B AR B A B A
32 inet_csk_reset_xmit_timer(sk, ICSK_TIME_RETRANS,
33 delay, TCP_RTO_MAX);
34 return true;
35 }
36 return false;
37 3
WA E:

1 " tep_ fastretrans alert W8 o

8.9.1.4 +tcp_limit_reno_sacked

/*

Location:

net/ipv4/tep_input.c

s w N
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6 Function:
7
8 Limits sacked_out so that sum with lost_out isn’t ever larger than
9 packets_out. Returns false if sacked_out adjustement wasn’t necessary.
10
11 Parameter:
12
13 tp:22?
14 */
15 static bool tcp_limit_reno_sacked(struct tcp_sock *tp)
16 {
17 u32 holes;//ILKEKRWHE, 222 RHAK, WHLAXEEEMNA lost_out B?
18 /R BERY Ack, MLARRZMERWBAEZRNT, FUEDIA L
19 holes = max(tp->lost_out, 1U);
20 /MR GR TR A H £ 8,
21 holes = min(holes, tp->packets_out);
22
23 if ((tp->sacked_out + holes) > tp->packets_out) {
24 tp->sacked_out = tp->packets_out - holes;
25 return true;
26 }
27 return false;
28 }

ZREH TH A sacked out 2t 2, L NFRG], HiRF true, WHIHIL re-
ordering | o

B AFRATTE A FIWT A5 A reordering WE ? F-ATTHIE dupack AIREH lost 51, AT
AEH reorder 512, AR AU sacked out 4 lost _out > packets out, M sacked out
KT, BEEHIRIIEH reorder 5 dupack 4% 4 sack 1 o

8.9.1.5 tcp_check_reno_reordering

1 /*
2 Location:
3
4 net/ipv4/tep_input.c
5
6 Function:
7
8 If we recetve more dupacks than we expected counting segments
9 in assumption of absent reordering, interpret this as reordering.
10 The only another reason could be bug in receiver TCP.
11
12 Parameter:
13
14 sk: iz
15 addend: ???
16 */
17 static void tcp_check_reno_reordering(struct sock *sk, const int addend)
18 {
19 struct tcp_sock *tp = tcp_sk(sk);
20 //H\ B R reordering T
21 if (tcp_limit_reno_sacked(tp))
22 tcp_update_reordering(sk, tp->packets_out + addend, 0);//?22 /N 42| K i Al T T 4% 2
231 }
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FE ARG AT

8.9.2 ACK Update

8.9.2.1 +tcp_snd_una_update

— =
= O OW o0 ~NO O WN

N RO NNNDNRR R B 2 2
OO WNHHE O OWOoWwWNO O WDN

/*

Location:

net/ipv4/tep_input.c
Description:

If we update tp->snd_una, also update tp->bytes_acked */
Parameter:

tp:tcp sock

ack:iﬁik4%
static void tcp_snd_una_update(struct tcp_sock *tp, u32 ack)
{

/* BECEFANBE »/

u32 delta = ack - tp->snd_una;

/* BREEBEAFANFTHRE »/
u64_stats_update_begin(&tp->syncp) ;
tp->bytes_acked += delta;
u64_stats_update_end (&tp->syncp) ;
/% BF unax/

tp->snd_una = ack;

}
WA E:

1 B tep_ack A

8.9.2.2 +tcp_reset_reno_sack

— =
_H O O 00 ~NO O WN -

e e e e
0O ~NO 1B~ W DN

/*

Location:
net/ipv4/tep_input.c
Function:
4% sacked_out ?%’iﬁj’] 0
Parameter:
tp:e??
*/
static inline void tcp_reset_reno_sack(struct tcp_sock *tp)

{
tp->sacked_out = 0;

}
A E:

1 6.1.1.6/% tcp_enter loss Hi#H -
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8.9.2.3 tcp_add_reno_sack

/%

Location:
net/ipv4/tep_input.c
Location:
Emulate (F ) SACKs for SACKless connection: account for a mnew dupack.

Parameter:

sk: fefiE
*/

static void tcp_add_reno_sack(struct sock *sk)

{
struct tcp_sock *tp = tcp_sk(sk);
tp->sacked_out++; //8 N sacked ML .
tcp_check_reno_reordering(sk, 0);// # & &G H reordering
tcp_verify_left_out(tp); //H B left_out £ AT packets_out, HEE(EE
}
W HAALE:

1 8.10.1.24HY tcp_fastretrans_ alert ¥ H o

8.10 TCP Window

8.10.1 Window Compute

8.10.1.1 tcp_left_out
PR T E AR AN TCP B (B EN) h—IHZ DA tep BOEARIGH]
ko

static inline unsigned int tcp_left_out(const struct tcp_sock *tp)

{

return tp->sacked_out + tp->lost_out;

}

8.10.1.2 tcp_verify_left_out

AL DI RE R HWT left out AT KT packets_out, 245K, IXEATTHER,
HETEE A RIEBETFFEVR AL, MEEHEECEZHTLIENS] (A —EH
FEEML) ABABHIN BB B, IX BEA—1 WARN__ON, LAsE 4 H HE M 1555 B .

/*

Location:
include/net/tcp.h

Function:
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8 Use define here 'Lntentionally(ﬁ%iﬂl) to get WARN_ON location shown at the caller
9

10 Parameter:

11

12 */

13 #define tcp_verify_left_out(tp) WARN_ON(tcp_left_out(tp) > tp->packets_out)

Liliikba=e
1 6.1.1.6" ) tcp_enter loss ¥ M.

2 WY tep fastretrans alert WM.

8.10.2 Window Update

8.10.2.1 tcp_may_update_window

1 /*

2 Location:

3

4 net/ipv4/tep_input.c

5

6 Function:

7

8 Check that window update is acceptable.

9 The function assumes that snd_una<=ack<=snd_nezxt.
10

11 Parameter:

12

13 tp:tcp sock

14 ack: #IEFF 5

15 ack_seq: HINTF| 5

16 nwin: & HK/N

17 */

18 static inline bool tcp_may_update_window(const struct tcp_sock *tp,
19 const u32 ack, const u32 ack_seq,
20 const u32 nwin)

21 {

22 /*

23 =M1 DR L — A

24 1. BFH 5 KT una

25 2. BIAT KT H O 8y £ 3

26 3. NS ETHOWAN, FH, FOATAINREFO
27 */

28 return after(ack, tp->snd_una) ||

29 after(ack_seq, tp->snd_wll) ||

30 (ack_seq == tp->snd_wll && nwin > tp->snd_wnd) ;
31 }

8.10.2.2 tcp_ack_update_window

/*

Location:

net/ipv4/tep_input.c

SO w N

Description:
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7

8 Update our send window.

9

10 Window update algorithm, described in RFC793/RFC1122 (used in linuz-2.2
11 and in FreeBSD. NetBSD’s one is even worse.) tS wrong.
12

13 Parameter:

14

15 sk: PR F %

16 skb: ZHE®

17 ack:

18 ack_seq:

19 */

20 static int tcp_ack_update_window(struct sock *sk, const struct sk_buff *skb, u32 ack,
21 u32 ack_seq)

22 {

23 struct tcp_sock *tp = tcp_sk(sk);

24 int flag = O;

25 /* FE|BRE T KRN */

26 u32 nwin = ntohs(tcp_hdr(skb)->window) ;

27 /x FIWTREH syn, WHWE, HOI K »/

28 if (likely(!tcp_hdr (skb)->syn))

29 nwin <<= tp->rx_opt.snd_wscale;

30

31 if (tcp_may_update_window(tp, ack, ack_seq, nwin)) {
32 /x RABEH +/

33 flag |= FLAG_WIN_UPDATE;

34 /*tp->snd_wll = seq*/

35 tcp_update_wl(tp, ack_seq);

36 /* EFAGEEED +/

37 if (tp->snd_wnd != nwin) {

38 tp->snd_wnd = nwin;

39

40 /* Note, it is the only place, where

41 * fast path is recovered for sending TCP.
42 */

43 /* BUHSKETOM +/

44 tp->pred_flags = 0;

45 /x RBEFEEGN +/

46 tcp_fast_path_check(sk);

47 /*x22x/

48 if (tcp_send_head(sk))

49 tcp_slow_start_after_idle_check(sk);

50 / WMRBREOATZAWRANERE D, EH, ZHITH MSs+/
51 if (nwin > tp->max_window) {

52 tp->max_window = nwin;

53 tcp_sync_mss(sk, inet_csk(sk)->icsk_pmtu_cookie);
54 }

55 }

56 }

57 /% B unax/

58 tcp_snd_una_update(tp, ack);

59

60 return flag;

61 }

LEETA=
1 Y tep_ack HIHH-
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8.11 TCP Urgent Data

8.11.1 FRMFRIA

O ~NO O W=

/*

Location:

*/

include/net/tcp.h

#define TCP_URG_VALID  0x0100
#define TCP_URG_NOTYET 0x0200
#define TCP_URG_READ 0z0400

8.11.2 TCP Urgent Check

8.11.2.1 tcp_check_urg

1 /*

2 Location:

3

4 net/ipv4/tep_input.c

5

6 Function:

7

8 This routine is only called when we have urgent data

9 signaled. Its the ’slow’ part of tcp_urg. It could be

10 moved inline now as tcp_urg s only called from one

11 place. We handle URGent data wrong. We have to - as

12 BSD still doesn’t use the correction from RFCI961.

13 For 1003.1g we should support a new option TCP_STDURG to permit
14 either form (or just set the sysctl tcp_stdurg).

15

16 Parameter:

17

18 sk: PR %

19 th:tcp K
20 */
21
22 static void tcp_check_urg(struct sock #*sk, const struct tcphdr *th)
23 {
24 struct tcp_sock *tp = tcp_sk(sk);
25 /x TR +/
26 u32 ptr = ntohs(th->urg_ptr);
27 /¥
28 HEAR S BENALE
29 EE:
30 B A SR TR R B RENRE —NTFFTLZEER
31 WAHERE—NFTHNT —NFH. Host Requirements RFC #E
32 TWERE—NFHRERG, KT, KSZHHELA, GF BSD LI,
33 RS RHIRE T ERLI, EhREAREERET, RFEH
34 SEEINIREN
35 */
36 if (ptr && !sysctl_tcp_stdurg)
37 ptr——;
38 ptr += ntohl(th->seq);
39
40 /* Ignore urgent data that we’ve already seen and read.
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41 TR RAT 2 B B It AE LR BHE, B A

42 */

43 if (after(tp->copied_seq, ptr))

44 return;

45

46 /* Do not replay urg ptr.

47 *

48 * NOTE: interesting situation not covered by specs.

49 * Misbehaving sender may send urg ptr, pointing to segment,

50 * which we already have in ofo queue. We are not able to fetch

51 * such data and will stay in TCP_URG_NOTYET until will be eaten

52 * by recumsg(). Seems, we are not obliged to handle such wicked

53 * situations. But it is worth to think about possibility of some

54 * DoSes using some hypothetical application level deadlock.

55 */

56 if (before(ptr, tp->rcv_nxt))

57 return;

58

59 /* Do we already have a newer (or duplicate) urgent pointer?

60 WRAA NI P ARG RER, FEEAHINEERTZ

61 AR B AN B, & TR A Bt

62 */

63 if (tp->urg_data && !after(ptr, tp->urg_seq))

64 return;

65

66 /* Tell the world about our new urgent pointer.

67 RS EFREEO O, HFE A IR B A,

68 */

69 sk_send_sigurg(sk);

70

71 /* We may be adding urgent data when the last byte read was

72 * yrgent. To do this requires some care. We cannot just ignore

73 * tp->copied_seq since we would read the last urgent byte again

74 * as data, nor can we alter copied_seq until this data arrives

75 * or we break the semantics of SIOCATMARK (and thus sockatmark())

76 *

7 * NOTE. Double Dutch. Rendering to plain English: author of comment
78 * above did something sort of send("A", MSG_OOB); send("B", MSG_OOB);
79 * and expect that both A and B disappear from stream. This s _wrong_.
80 * Though this happens in BSD with high probability, this is occasional.
81 * Any application relying on this is buggy. Note also, that fiz "works"
82 * only in this artificial test. Insert some mormal data between A and B and we will
83 * decline of BSD agatin. Verdict: it is better to remove to trap

84 * buggy users.

85 */

86 /*

87 SR B AN R B R S ER BT R TR AN 2| @R =

88 WBHFS, AT NMRKEWFTERRELF I HEZ W FTH%

89 WHLT, FERMBUAF FHE - MBEEHK. EALHAER

90 RAIBAE, EWFEEN copied seq. HEHBMBIRMATIFF &

91 RELLZELDL, WRE, WEK,

92 */

93 if (tp->urg_seq == tp->copied_seq && tp->urg_data &&

94 !sock_flag(sk, SOCK_URGINLINE) && tp->copied_seq != tp->rcv_nxt) {
95 struct sk_buff *skb = skb_peek(&sk->sk_receive_queue);

96 tp->copied_seq++;

97 if (skb && !before(tp->copied_seq, TCP_SKB_CB(skb)->end_seq)) {

98 __skb_unlink(skb, &sk->sk_receive_queue);

99 __kfree_skb(skb);
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100 }

101 }

102 /*

103 BB AT T UBAFIL, UEJE AR S EAR B AL HE,
104 */

105 tp->urg_data = TCP_URG_NOTYET;

106 tp->urg_seq = ptr;

107

108 /* Disable header prediction.

109 TR T AN R, AL TR EHF.
110 */

111 tp->pred_flags = 0;

112 }

8.11.3 TCP Urgent Deal

8.11.3.1 tcp_urg

1 /*

2 Location:

3

4 net/ipv4/tep_input.c

5

6 Function:

7

8 Thts ts the ’fast’ part of urgent handling.

9

10 Parameter:

11

12 sk: sk

13 skb: & FH

14 th:TCP &

15 */

16 static void tcp_urg(struct sock #*sk, struct sk_buff *skb, const struct tcphdr *th)
17 {

18 struct tcp_sock *tp = tcp_sk(sk);

19
20 /* Check if we get a new urgent pointer - normally not.
21 BERIHERGTEEEET,
22 */
23 if (th->urg)
24 tcp_check_urg(sk, th);
25
26 /* Do we wait for any urgent data? - normally not... */
27 if (tp->urg_data == TCP_URG_NOTYET) {
28 u32 ptr = tp->urg_seq - ntohl(th->seq) + (th->doff * 4) -
29 th->syn;
30
31 /* Is the urgent pointer pointing into this packet? */
32 if (ptr < skb->len) {
33 u8 tmp;
34 if (skb_copy_bits(skb, ptr, &tmp, 1))
35 BUGQ) ;
36 /*
37 RE TCP_URG_VALID Fri&skmF P # T LIE, KEHEHm
38 Jiilak:id =38
39 */
40 tp->urg_data = TCP_URG_VALID | tmp;
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41 if (!sock_flag(sk, SOCK_DEAD))
42 sk->sk_data_ready(sk) ;
43 }
44 }
45 }
A E:

1 5.1.3.2/% tcp_rcv_state process I .

2 7.2.2.1H tcp_rev_state process HHH o

8.12 Congestion Control

8.12.1 COngestion Control Flag

8.12.1.1 sysctl_tcp_recovery

1 int sysctl_tcp_recovery __read_mostly = TCP_RACK_LOST_RETRANS;

8.12.2 Congestion Control Window

8.12.2.1 tcp_init_cwnd_reduction

1 /*

2 Location

3

4 net/ipv4/tep_input.c

5

6 Function:

7 The cwnd reduction in CWR and Recovery uses the PRR algorithm in RFC 6937.
8 It computes the number of packets to send (sndcnt) based on packets newly
9 delivered:

10 1) If the packets in flight ts larger than ssthresh, PRR spreads the
11 cund reductions across a full RTT.

12 2) Otherwise PRR uses packet conservation to send as much as delivered.
13 But when the retransmits are acked without further losses, PRR

14 slow starts cwnd up to ssthresh to speed up the recovery.

15

16 Parameter:

17

18 sk:sock

19 */

20 static void tcp_init_cwnd_reduction(struct sock *sk)

21 {

22 struct tcp_sock *tp = tcp_sk(sk);

23 /x FHPENRET —NBERENTTFT +/

24 tp->high_seq = tp->snd_nxt;

25 tp->tlp_high_seq = 0;

26 /* BEAERREMEGT DR B LR B E ack BH »/

27 tp->snd_cwnd_cnt = O;

28 /* TEH N Recovery RAMWFEFT T =/

29 tp—>prior_cwnd = tp->snd_cwnd;

30 /x EREW Bl R EH AL BHEE +/

31 tp—>prr_delivered = 0;

32 [ EREMB—HREWCHEKE +/
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tp—>prr_out = 0;

/+ BRBEWEEE, TEHFHME »/

tp->snd_ssthresh = inet_csk(sk)->icsk_ca_ops->ssthresh(sk);

/* WE TCP_ECN_QUEUE_CWR #r/, #fm THEEAWERBHTHAFTERS »/
tcp_ecn_queue_cwr (tp);

}
A AL

1 6.1.1.41 tcp_enter cwr A

8.12.2.2 tcp_end_cwnd_reduction

/*
Location:
net/ipv4/tcp_input.c
Function:
SRPFEF TR
Parameter:
sk: s Hl3k,
*/
static inline void tcp_end_cwnd_reduction(struct sock *sk)
{
struct tcp_sock *tp = tcp_sk(sk);
/* Reset cwnd to ssthresh in CWR or Recovery (unless it’s undone) */
if (inet_csk(sk)->icsk_ca_state == TCP_CA_CWR ||
(tp—>undo_marker && tp->snd_ssthresh < TCP_INFINITE_SSTHRESH)) {
/x FEFOREEBFHITRME »/
tp—>snd_cwnd = tp->snd_ssthresh;
/x WERBRBRFAEGT TN +/
tp—>snd_cwnd_stamp = tcp_time_stamp;
}
tcp_ca_event (sk, CA_EVENT_COMPLETE_CWR) ;
}
VLR AR

1 8.10.1.21 tcp_ fastretrans_alert H I o

8.12.3 Congestion Control Window Undo

8.12.3.1 tcp_init_undo

/%

Location
net/ipv4/tep_input.c
Function

RAHAT LR
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9

10 Parameter

11

12 tp: tcp sock

13 */

14

15 static inline void tcp_init_undo(struct tcp_sock *tp)
16 {

17 /* MILERRBER +/

18 tp->undo_marker = tp->snd_una;

19 /% Retransmission still in flight may cause DSACKs later. */
20 tp—>undo_retrans = tp->retrans_out 7 : -1;

21 }

WA
1 6.1.1.6/ tcp_enter loss HiH .

8.12.3.2 tcp_may_undo

1 /*

2 Location:

3

4 net/ipvd/tep_input.c

5

6 Function:

7

8 I A TR

9

10 Parameter:

11

12 sk: EHEHE, remain to do in the future 2222

13 */

14 static inline bool tcp_may_undo(const struct tcp_sock *tp)
15 {

16 /x WRTEERR

17 DA B B R B

18 RERAERRE EL T Z R ERE X T KE I
19 */
20 return tp->undo_marker && (!tp->undo_retrans || tcp_packet_delayed(tp));
21 }

8.12.3.3 tcp_undo_cwnd_reduction

1 /*

2 Location:

3

4 net/ipv4/tep_input.c
5

6 Function:

7

8 FH F 1N

9

10 Parameter:

11

12 sk: ek,

13 unmark_loss: ARG Z & E X
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*/
static void tcp_undo_cwnd_reduction(struct sock *sk, bool unmark_loss)
{
struct tcp_sock *tp = tcp_sk(sk);
/x WMRERT */
if (unmark_loss) {
struct sk_buff *skb;
tcp_for_write_queue(skb, sk) {
if (skb == tcp_send_head(sk))
break;
TCP_SKB_CB(skb)->sacked &= ~TCPCB_LOST;
}
tp—>lost_out = 0;
/* TRIRFTA EEATIT +/
tcp_clear_all_retrans_hints(tp);
}
/x WRZAWBBEHTTRETHE +/
if (tp->prior_ssthresh) {
const struct inet_connection_sock *icsk = inet_csk(sk);
if (icsk->icsk_ca_ops->undo_cwnd)
tp->snd_cwnd = icsk->icsk_ca_ops->undo_cwnd(sk) ;
else
tp->snd_cwnd = max(tp->snd_cwnd, tp->snd_ssthresh << 1);
if (tp->prior_ssthresh > tp->snd_ssthresh) {
tp—>snd_ssthresh = tp->prior_ssthresh;
tcp_ecn_withdraw_cwr (tp) ;
}
} else {
tp->snd_cwnd = max(tp->snd_cwnd, tp->snd_ssthresh);
}
tp->snd_cwnd_stamp = tcp_time_stamp;
tp—>undo_marker = O;
}

8.12.3.4 tcp_try_undo_partial

/*
Location:
net/ipv4/tep_input.c
Function:
Undo during fast recovery after partial ACK.
Parameter:
sk: R FR,
acked: IR HHIAH BB 2K H
prior_unsacked:
flag:
*/

static bool tcp_try_undo_partial(struct sock *sk, const int acked,
const int prior_unsacked, int flag)
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20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49

struct tcp_sock *tp = tcp_sk(sk);
/ RELRR, FHEER +/
if (tp->undo_marker && tcp_packet_delayed(tp)) {

/* Plain luck! Hole if filled with delayed
* packet, rather than with a retransmit.
*/
tcp_update_reordering(sk, tcp_fackets_out(tp) + acked, 1);

/* We are getting evidence that the reordering degree is higher
* than we realized. If there are no retransmits out then we
* can undo. Otherwise we clock out new packets but do not
* mark more packets lost or retransmit more.
*/
if (tp->retrans_out) {
tcp_cwnd_reduction(sk, prior_unsacked, 0, flag);
return true;

if (!tcp_any_retrans_done(sk))
tp->retrans_stamp = 0;

DBGUNDO(sk, "partial recovery");

/% FAEE TR +/

tcp_undo_cwnd_reduction(sk, true);
NET_INC_STATS_BH(sock_net(sk), LINUX_MIB_TCPPARTIALUNDO);
tcp_try_keep_open(sk) ;

return true;

¥

return false;
}
WHALE:

1 8.10.1.21 tcp_fastretrans alert H i H o

8.12.3.5 tcp_try_undo_recovery

— =
H O O 00 ~NO O WDN =

NN HFE R
= O O 00 ~NO 1 WD

/*

Location:

net/ipv4/tep_input.c

Function:

ZRMIKZR SR

Parameter:

*/

sk: i tEdH, remain to do in the future 22272

static bool tcp_try_undo_recovery(struct sock *sk)

{

struct tcp_sock *tp = tcp_sk(sk);
/% R TR
if (tcp_may_undo(tp)) {

int mib_idx;

/* Happy end! We did not retransmit anything
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22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46

* or our original transmission succeeded.
*/
DBGUNDO(sk, inet_csk(sk)->icsk_ca_state == TCP_CA_Loss 7 "loss"
tcp_undo_cwnd_reduction(sk, false);
if (inet_csk(sk)->icsk_ca_state == TCP_CA_Loss)
mib_idx = LINUX_MIB_TCPLOSSUNDO;
else

mib_idx = LINUX_MIB_TCPFULLUNDO;
NET_INC_STATS_BH(sock_net(sk), mib_idx);
}
/% WMRAAF sack, WHFREWLEBNKREE +/
if (tp->snd_una == tp->high_seq && tcp_is_reno(tp)) {
/* Hold old state until something *above* high_seq
* 15 ACKed. For Reno it is MUST to prevent false
* fast retransmits (RFC2582). SACK TCP is safe. */
tcp_moderate_cwnd(tp) ;
if (!tcp_any_retrans_done(sk))
tp—>retrans_stamp = O;
return true;
}
/% X, EE oPen K& */
tcp_set_ca_state(sk, TCP_CA_Open);
return false;

}
A A

1 8.10.1.2/% tcp_fastretrans alert " H o

8.12.3.6 tcp_rack_mark_lost

==
H O W oo ~NO OB WN -

NN NNNONNRRRFRRFRR &3 2 =
DO A WNHEH O WOWOWNO O, WN

/*

Location:
net/ipv4/tcp_recovery.c
Function:

Marks a packet lost, if some packet sent later has been (s)acked.

The underlying idea %is similar to the traditional dupthresh and FACK

but they look at different metrics:

dupthresh: 3 000 packets delivered (packet count)
FACK: sequence delta to highest sacked sequence (sequence space)
RACK: sent time delta to the latest delivered packet (time domain)

The advantage of RACK is it applies to both original and retransmitted
packet and therefore is robust against tail losses. Another advantage

15 being more resilient to reordering by simply allowing some
"settling delay"”, instead of tweaking the dupthresh.

The current wversion s only used after recovery starts but can be
easily extended to detect the first loss.

Parameter:
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27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
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67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85

*/

int tcp_rack_mark_lost(struct sock *sk)

{

struct tcp_sock *tp = tcp_sk(sk);
struct sk_buff *skb;
u32 reo_wnd, prior_retrans = tp->retrans_out;

if (inet_csk(sk)->icsk_ca_state < TCP_CA_Recovery || !tp->rack.advanced)
return O;

/* Reset the advanced flag to avoid unnecessary queue scanning */
tp—>rack.advanced = 0O;

/* To be more reordering resilient, allow min_rtt/4 settling delay
* (lower-bounded to 1000uS). We use min_rtt instead of the smoothed
* RTT because reordering s often a path property and less related
* to queuing or delayed ACKs.

*
* TODO: measure and adapt to the observed reordering delay, and
* use a timer to retransmit like the delayed early retransmit.
*/
reo_wnd = 1000;
if (tp->rack.reord && tcp_min_rtt(tp) != ~0U)
reo_wnd = max(tcp_min_rtt(tp) >> 2, reo_wnd);

tcp_for_write_queue(skb, sk) {
struct tcp_skb_cb *scb = TCP_SKB_CB(skb);

if (skb == tcp_send_head(sk))
break;

/* Skip ones already (s)acked */

if (lafter(scb->end_seq, tp->snd_una) ||
scb->sacked & TCPCB_SACKED_ACKED)
continue;

if (skb_mstamp_after(&tp->rack.mstamp, &skb->skb_mstamp)) {

if (skb_mstamp_us_delta(&tp->rack.mstamp,
&skb->skb_mstamp) <= reo_wnd)
continue;

/* skb is lost if packet sent later is sacked */
tcp_skb_mark_lost_uncond_verify(tp, skb);
if (scb->sacked & TCPCB_SACKED_RETRANS) {
scb->sacked &= ~TCPCB_SACKED_RETRANS;
tp->retrans_out -= tcp_skb_pcount (skb) ;
NET_INC_STATS_BH(sock_net (sk),
LINUX_MIB_TCPLOSTRETRANSMIT) ;
}
} else if (!(scb->sacked & TCPCB_RETRANS)) {
/* Original data are sent sequentially so stop early
* b/c the rest are all sent after rack_sent
*/

break;
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86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117

return prior_retrans - tp->retrans_out;

/* Record the most recently (re)sent time among the (s)acked packets */
void tcp_rack_advance(struct tcp_sock *tp,

const struct skb_mstamp *xmit_time, u8 sacked)

if (tp->rack.mstamp.v64 &&
Iskb_mstamp_after(xmit_time, &tp->rack.mstamp))
return;

if (sacked & TCPCB_RETRANS) {
struct skb_mstamp now;

\
*

If the sacked packet was retransmitted, it’s ambiguous
whether the retransmission or the original (or the prior
retransmission) was sacked.

If the original is lost, there is no ambiguity. Otherwise
we assume the original can be delayed up to aRTT + min_rtt.
the aRTT term is bounded by the fast recovery or timeout,
so it’s at least one RTT (i.e., retransmission is at least
an RTT later).

* %X X X X X *x x

*/
skb_mstamp_get (&now) ;
if (skb_mstamp_us_delta(&now, xmit_time) < tcp_min_rtt(tp))
return;

tp->rack.mstamp = *xmit_time;
tp—>rack.advanced = 1;

8.12.3.7 tcp_try_undo_dsack

— =
H O O 00 ~NO O WDN =

NNNNN R R B 2=
W NHEH O WOWLWNO O P~ WDN

/*

Location:

net/ipv4/tep_input.c

Function:

Try to undo cund reduction, because D-SACKs acked all retransmitted data

Parameter:

*/

static bool tcp_try_undo_dsack(struct sock *sk)

{

struct tcp_sock *tp = tcp_sk(sk);

if (tp->undo_marker && !tp->undo_retrans) {
DBGUNDO(sk, "D-SACK");
tcp_undo_cwnd_reduction(sk, false);
NET_INC_STATS_BH(sock_net(sk), LINUX_MIB_TCPDSACKUNDO) ;
return true;
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24
25

Qo

—= =
H O O 00 ~NO Ol WDN =

cgoogoa s bbb DD DDEDEDEDEOOWWWWWWWWWNNDNDDNDNDDNMDNDNDNNNODNFERERERFRRRRFERFRF
W NN OWOWONODO DA WNFOOONODOPWNFOOONOOOPEWNREREOOOOLDONOOOPRWNDN

/*

*/

{

return false;

.12.3.8 tcp_process_loss

Location:

net/ipv4/tep_input.c

Function:

Process an ACK in CA_Loss state. Move to CA_Open if lost data are
recovered or spurious. UOtherwise retransmits more on partial ACKs.

Parameter:

sk: fEHrEE %
flag:
15_dupack:

static void tcp_process_loss(struct sock *sk, int flag, bool is_dupack)

struct tcp_sock *tp = tcp_sk(sk);
bool recovered = !before(tp->snd_una, tp->high_seq);

if ((flag & FLAG_SND_UNA_ADVANCED) &&
tcp_try_undo_loss(sk, false))
return;

if (tp->frto) { /* F-RTO RFC5682 sec 3.1 (sack enhanced version). */
/* Step 3.b. A timeout is spurious if not all data are
* lost, i.e., never-retransmitted data are (s)acked.
*/
if ((flag & FLAG_ORIG_SACK_ACKED) &&
tcp_try_undo_loss(sk, true))
return;

if (after(tp->snd_nxt, tp->high_seq)) {
if (flag & FLAG_DATA_SACKED || is_dupack)

tp->frto = 0; /* Step 3.a. loss was real */

} else if (flag & FLAG_SND_UNA_ADVANCED && !'recovered) {
tp—>high_seq = tp->snd_nxt;
__tcp_push_pending_frames(sk, tcp_current_mss(sk),

TCP_NAGLE_QFF) ;
if (after(tp->snd_nxt, tp->high_seq))
return; /* Step 2.b */
tp->frto = 0;

if (recovered) {
/* F-RTO RFC5682 sec 3.1 step 2.a and 1st part of step 3.a */
tcp_try_undo_recovery(sk);
return;
}
if (tcp_is_reno(tp)) {
/* A Reno DUPACK means new data in F-RTO step 2.b above are
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54
55
56
57
58
59
60
61
62

* delivered. Lower inflight to clock out (re)tranmissions.
*/
if (after(tp->snd_nxt, tp->high_seq) && is_dupack)
tcp_add_reno_sack(sk) ;
else if (flag & FLAG_SND_UNA_ADVANCED)
tcp_reset_reno_sack(tp);
}

tcp_xmit_retransmit_queue(sk);

8.12.3.9 tcp_try_undo_partial

—= =
H O O 00 ~NO Ol WDN =

B DA DD DD D WWWWWWWWWWNDNNNDMNMNODMNMNDNNODDNFERFERFRRFE B 2 = =
DO WNNHFHEH O OWONODOOP, WNEFEFOOONOOD, WNEFEOOWOWLWNOO P WNDN

/*

Location:
net/ipv4/tep_input.c
Function:
Undo during fast recovery after partial ACK.

Parameter:

sk: HEHIR,
acked:
prior_unacked:
flag:
*/
static bool tcp_try_undo_partial(struct sock *sk, const int acked,
const int prior_unsacked, int flag)

struct tcp_sock *tp = tcp_sk(sk);

if (tp->undo_marker && tcp_packet_delayed(tp)) {
/% Plain luck! Hole if filled with delayed
* packet, rather than with a retransmit.
*/
tcp_update_reordering(sk, tcp_fackets_out(tp) + acked, 1);

/* We are getting evidence that the reordering degree is higher
* than we realized. If there are no retransmits out then we
* can undo. Otherwise we clock out mew packets but do not
* mark more packets lost or retransmit more.
*/
if (tp->retrans_out) {
tcp_cwnd_reduction(sk, prior_unsacked, 0, flag);
return true;

if (!tcp_any_retrans_done(sk))
tp->retrans_stamp = 0O;

DBGUNDO(sk, "partial recovery");
tcp_undo_cwnd_reduction(sk, true);
NET_INC_STATS_BH(sock_net(sk), LINUX_MIB_TCPPARTIALUNDO);
tcp_try_keep_open(sk);

return true;
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return false;

8.12.4 About Restransmit

8.12.4.1 Related Macro

/*
include/net/tcp.h
*/
/* Use TCP RACK to detect (some) tail and retransmit losses */
#define TCP_RACK_LOST RETRANS Ozl

8.13 TCP Finish

8.13.1 Time Compute
8.13.1.1 tcp_fin_time
RS FIN BB B EZEAA T A5 rto.

/*

Locatzon

include/net/tcp.h
Function:

R ERER FIN 88 A,
Parameter

sk:sock .,

*/
static inline int tcp_fin_time(const struct sock *sk)
{
int fin_timeout = tcp_sk(sk)->linger2 7 : sysctl_tcp_fin_timeout;
const int rto = inet_csk(sk)->icsk_rto;
if (fin_timeout < (rto << 2) - (rto >> 1))
fin_timeout = (rto << 2) - (rto >> 1);
return fin_timeout;
}
WA

1 7.2.2.11 tcp_rev state process IR .

8.14 TCP Close
8.14.1 TCP Close Flags
XS R T AR R R G R U &3k T R PRI R
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/*

Location
include/net/sock.h

*/

#define SHUTDOWN_MASK 3

#define RCV_SHUTDOWN 1

#define SEND_SHUIDOWN 2

8.14.1.1 TCP State

/*include/net/tcp_state.c*/

enum {
TCP_ESTABLISHED = 1,
TCP_SYN_SENT,
TCP_SYN_RECV,
TCP_FIN_WAIT1,
TCP_FIN_WAIT2,
TCP_TIME_WAIT,
TCP_CLOSE,
TCP_CLOSE_WAIT,
TCP_LAST_ACK,
TCP_LISTEN,
TCP_CLOSING, /* Now a wvalid state */
TCP_NEW_SYN_RECV,

TCP_MAX_STATES /* Leave at the end! */
s

#define TCP_STATE_MASK OzF

8.14.2 TCP State Machine

/*include/net/tcp_state.c*/

#define TCP_ACTION FIN (1 << 7)
/*Location:net/ipv4/tep.c*x/

static const unsigned char new_state[16] = {

/% BEPRA kA BHAE : */
[0 /* (Invalid) */] = TCP_CLOSE,

[TCP_ESTABLISHED] = TCP_FIN_WAIT1 | TCP_ACTION_FIN,
[TCP_SYN_SENT] = TCP_CLOSE,

[TCP_SYN_RECV] = TCP_FIN_WAIT1 | TCP_ACTION_FIN,
[TCP_FIN_WAIT1] = TCP_FIN_WAIT1,

[TCP_FIN_WAIT2] = TCP_FIN_WAIT2,

[TCP_TIME_WAIT] = TCP_CLOSE,

[TCP_CLOSE] = TCP_CLOSE,

[TCP_CLOSE_WAIT] = TCP_LAST_ACK | TCP_ACTION_FIN,
[TCP_LAST_ACK] = TCP_LAST_ACK,

[TCP_LISTEN] = TCP_CLOSE,

[TCP_CLOSING] = TCP_CLOSING,

[TCP_NEW_SYN_RECV] = TCP_CLOSE, /* should not happen ! */

I8

8.14.3 tcp_done
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— =
H O O 00 ~NO Ol WN -

NNV RNNN R R R B 2 22
A WONNHFHEHOOOOLOUNO O P WN

/* ZEERTRERAN TCP #8, EWFFEEMXFR. *»/

void tcp_done(struct sock *sk)

{
struct request_sock *req = tcp_sk(sk)->fastopen_rsk;
/*x BEHEFRAN SYN_SENT %, SYN_RECV B, E#HFZit#HiE. +/
if (sk->sk_state == TCP_SYN_SENT || sk->sk_state == TCP_SYN_RECV)
TCP_INC_STATS_BH(sock_net(sk), TCP_MIB_ATTEMPTFAILS);
/x BEBERSRENXA, HERERE, */
tcp_set_state(sk, TCP_CLOSE);
tcp_clear_xmit_timers(sk);
/% YE T Fast Open B, % fastopen WK */
if (req)
reqsk_fastopen_remove(sk, req, false);
sk->sk_shutdown = SHUTDOWN_MASK;
/x WRARSTR Y SOCK_DEAD, W"hFEFHFHWIEE, »/
if (!sock_flag(sk, SOCK_DEAD))
sk->sk_state_change(sk) ;
else
inet_csk_destroy_sock(sk) ;
}

8.14.4 tcp_shutdown

tcp_shutdownsz TCP HJ shutdown FRZM HALHEH DS, BRI 2R

Winet_shutdownii .

==
H O O 00 ~NO Ol WDN =

N DD DNDNDNDNDNNNDNFERFRRFR 2 2 2 2 =
~NOoO O, WNDEHE O WOWOWWNO O, WN

/%

Location:
net/ipvd/tep.c
Function:

Shutdown the sending side of a connection. Much like close except
that we don’t receive shut down or sock_set_flag(sk, SOCK_DEAD).

Parameter:

sk: e Fl sk,
how:
*/
void tcp_shutdown(struct sock *sk, int how)
{
/* We need to grab some memory, and put together a FIN,
* and then put it into the queue to be sent.

* Tim MacKenzie(tym@dibbler.cs.monash.edu.au) 4 Dec ’92.
*/
if (!(how & SEND_SHUTDOWN))
return;

/* If we’ve already sent a FIN, or it’s a closed state, skip this. */
if ((1 << sk->sk_state) &
(TCPF_ESTABLISHED | TCPF_SYN_SENT |
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TCPF_SYN_RECV | TCPF_CLOSE_WAIT)) {
/* Clear out any half completed packets. FIN if needed. */
if (tcp_close_state(sk))

tcp_send_fin(sk);

3

WRE K TT M OEH], HH TCP 4N ESTABLISHED. SYN__SENT.SYN_RECV
B, CLOSE_WAIT I, 4 TC RETHEFYFTHPRSRBERIRE, JFERER
i% FIN B, WA FIN B, 18 Htcp_send_finff[RIXI /5 &% FIN

TN T80T R )22 T, TR R 7 0% FIN, B4 AT REG TR 2 R0 7 A IR o
EFHWOT RS, fE recvmsg KRG AN E T RCV_SHUTDOWN
bR 2 R
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9.1.1.1 ERAH

TETENN, 1 F A R S L8 SRS, 0 FoniEEL, H 1 FoR i
. Hazondui.

TE N FRIAAF, AT I, FATIEENE KN 8 .

9.1.1.2 JF#Y

JEAH (true form) A2&—FhiH AL PR B 0B E ORIk RN TA AL
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TEE A MRS HAR | OB M A TE LA Y it b, A5 AR, Hosp L
K, Ja +1.
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9.2 GNU/LINUX

9.2.1 fHIRAE

9.2.1.1 $BiRfE

1 /*

2 Location:

3

4 1 - 34 include/uapi/asm-generic/errno-base.h

5 35- 133 include/uapi/asm-generic/errno.h

6

7 Function:

8

9 EXT Linuz FH IR,

10 */

11 #define EPERM 1 /% Operation not permitted */
12 #define ENOENT 2 /* No such file or directory */
13 #define ESRCH 3] /* No such process */

14 #define EINTR 4 /* Interrupted system call */
15 #define EIO 5 /% I/0 error */

16 #define ENXIO 6 /* No such device or address */
17 #define E2BIG 7 /* Argqument list too long */

18 #define ENOEXEC 8 /% Egec format error */

19 #define EBADF 9 /* Bad file number */

20 #define ECHILD 10 /% No child processes */

21 | #define EAGAIN 11 /% Try again */

22 #define ENOMEM 12 /* Out of memory */

23 #define EACCES 13 /* Permission denied */

24 #define EFAULT 14 /* Bad address */

25 #define ENOTBLK 15 /% Block device required */
26 #define EBUSY 16 /* Device or resource busy */
27 #define EEXIST 17 /* File ezists */

28 #define EXDEV 18 /* Cross-device link */

29 #define ENODEV 19 /* No such device */

30 #define ENOTDIR 20 /* Not a directory */

31 #define EISDIR 21 /* Is a directory */

32 #define EINVAL 22 /% Invalid argument */

33 #define ENFILE 23 /* File table overflow */

34 #define EMFILE 24 /% Too many open files */

35 #define ENOTTY 25 /* Not a typewriter */

36 #define ETXTBSY 26 /% Tezt file busy */

37 #define EFBIG 27 /* File too large */

38 #define ENOSPC 28 /* No space left on device */
39 #define ESPIPE 29 /* Illegal seek */

40 #define EROFS 30 /* Read-only file system */

41 #define EMLINK 31 /% Too many links */

42 #define EPIPE 32 /* Broken pipe */

43 #define EDOM 33 /* Math argument out of domain of func */
44 #define ERANGE 34 /* Math result not representable */
45

46 #define EDEADLK 35 /* Resource deadlock would occur */
47 #define ENAMETOOLONG 36 /* File name too long */

48 #define ENOLCK 37 /% No record locks available */
49

50 /*

51 * This error code ts spectial: arch syscall entry code will return

52 * —ENOSYS if users try to call a syscall that doesn’t exist. To keep
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53 * failures of syscalls that really do exist distinguishable from
54 * fatlures due to attempts to use a nonexistent syscall, syscall
55 * implementations should refrain from returning -ENOSYS.
56 */
57 #define ENOSYS 38 /* Invalid system call number */
58
59 #define ENOTEMPTY 39 /* Directory not empty */
60 #define ELOOP 40 /* Too many symbolic links encountered */
61 #define EWOULDBLOCK EAGAIN /% Operation would block */
62 #define ENOMSG 42 /* No message of desired type */
63 #define EIDRM 43 /* Identifier removed */
64 #define ECHRNG 44 /* Channel number out of range */
65 #define EL2NSYNC 45 /* Level 2 not synchronized */
66 #define EL3HLT 46 /* Level 3 halted */
67 #define EL3RST 47 /* Level 3 reset */
68 #define ELNRNG 48 /* Link number out of range */
69 #define EUNATCH 49 /* Protocol driver not attached */
70 #define ENOCSI 50 /* No CSI structure available */
71 #define EL2HLT 51 /* Level 2 halted */
72 #define EBADE 52 /* Invalid exchange */
73 #define EBADR 53 /* Invalid request descriptor */
74 #define EXFULL 54 /* Ezchange full */
75 #define ENOANO 55 /* No anode */
76 #define EBADRQC 56 /* Invalid request code */
7 #define EBADSLT 57 /% Invalid slot */
78
79 #define EDEADLOCK EDEADLK
80
81 #define EBFONT 59 /* Bad font file format */
82 #define ENOSTR 60 /* Device not a stream */
83 #define ENODATA 61 /* No data available */
84 #define ETIME 62 /* Timer expired */
85 #define ENOSR 63 /* Out of streams resources */
86 #define ENONET 64 /* Machine is not on the network */
87 #define ENOPKG 65 /* Package not installed */
88 #define EREMOTE 66 /* Object is remote */
89 #define ENOLINK 67 /* Link has been severed */
90 #define EADV 68 /* Advertise error */
91 #define ESRMNT 69 /* Srmount error */
92 #define ECOMM 70 /* Communication error on send */
93 #define EPROTO 71 /* Protocol error */
94 #define EMULTIHOP 72 /* Multihop attempted */
95 #define EDOTDOT 73 /* RFS specific error */
96 #define EBADMSG 74 /* Not a data message */
97 #define EOVERFLOW 75 /* Value too large for defined data type */
98 #define ENOTUNIQ 76 /* Name not unique on network */
99 #define EBADFD 77 /* File descriptor in bad state */
100 #define EREMCHG 78 /* Remote address changed */
101 #define ELIBACC 79 /* Can not access a needed shared library */
102 #define ELIBBAD 80 /* Accessing a corrupted shared library */
103 #define ELIBSCN 81 /* .1ib section in a.out corrupted */
104 #define ELIBMAX 82 /* Attempting to link in too many shared libraries */
105 #define ELIBEXEC 83 /* Cannot exzec a shared library directly */
106 #define EILSEQ 84 /* Illegal byte sequence */
107 #define ERESTART 85 /* Interrupted system call should be restarted */
108 #define ESTRPIPE 86 /* Streams pipe error */
109 #define EUSERS 87 /% Too many users */
110 #define ENOTSOCK 88 /* Socket operation on non-socket */
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111 #define EDESTADDRRER 89 /* Destination address required */
112 #define EMSGSIZE 90 /* Message too long */
113 #define EPROTOTYPE 91 /* Protocol wrong type for socket */
114 #define ENOPROTOOPT 92 /% Protocol not available */
115 #define EPROTONOSUPPORT 93 /* Protocol not supported */
116 #define ESOCKTNOSUPPORT 94 /% Socket type not supported */
117 #define EOPNOTSUPP 95 /* Operation not supported on transport endpoint */
118 #define EPFNOSUPPORT 96 /* Protocol family not supported */
119 #define EAFNOSUPPORT 97 /% Address family not supported by protocol */
120 #define EADDRINUSE 98 /* Address already in use */
121 #define EADDRNOTAVAIL 99 /* Cannot assign requested address */
122 #define ENETDOWN 100 /* Network is down */
123 #define ENETUNREACH 101 /* Network is unreachable */
124 #define ENETRESET 102 /* Network dropped connection because of reset */
125 #define ECONNABORTED 103 /* Software caused comnection abort */
126 #define ECONNRESET 104 /* Connection reset by peer */
127 #define ENOBUFS 105 /* No buffer space avatilable */
128 #define EISCONN 106 /* Transport endpoint is already connected */
129 #define ENOTCONN 107 /* Transport endpoint is not connected */
130 #define ESHUTDOWN 108 /* Cannot send after transport endpoint shutdown */
131 #define ETOOMANYREFS 109 /* Too many references: cannot splice */
132 #define ETIMEDOUT 110 /* Connection timed out */
133 #define ECONNREFUSED 111 /* Connection refused */
134 #define EHOSTDOWN 112 /* Host is down */
135 #define EHOSTUNREACH 113 /* No route to host */
136 #define EALREADY 114 /* Operation already in progress */
137 #define EINPROGRESS 115 /* Operation mow in progress */
138 #define ESTALE 116 /* Stale file handle */
139 #define EUCLEAN 117 /* Structure needs cleaning */
140 #define ENOTNAM 118 /* Not a XENIX named type file */
141 #define ENAVAIL 119 /* No XENIX semaphores avatilable */
142 #define EISNAM 120 /% Is a named type file */
143 #define EREMOTEIO 121 /* Remote I/0 error */
144 #define EDQUOT 122 /* Quota exceeded */
145
146 #define ENOMEDIUM 123 /* No medium found */
147 #define EMEDIUMTYPE 124 /* Wrong medium type */
148 #define ECANCELED 125 /* Operation Canceled */
149 #define ENOKEY 126 /% Required key not available */
150 #define EKEYEXPIRED 127 /* Key has exzpired */
151 #define EKEYREVOKED 128 /% Key has been revoked */
152 #define EKEYREJECTED 129 /* Key was rejected by service */
153
154 /* for robust mutezes */
155 #define EOWNERDEAD 130 /% Oumer died */
156 #define ENOTRECOVERABLE 131 /* State not recoverable */
157
158 #define ERFKILL 132 /% Operation not possible due to RF-kill */
159
160 #define EHWPOISON 133 /* Memory page has hardware error */

9.2.1.2 IS_ERR,PTR_ERR,ERR_PTR

HHSRE ST

/*

Location:
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include/linuz/err.h

Description:
Kernel pointers have redundant information, so we can use a
scheme where we can return either an error code or a normal

pointer with the same return wvalue.

This should be a per-architecture thing, to allow different
error and pointer decisions.

*/
#define MAX_ERRNO 4095

#ifndef __ASSEMBLY _
#define IS_ERR_VALUE(z) unlikely((z) >= (unsigned long)-MAX_ERRNO)

static inline void * __must_check ERR_PTR(long error)

{
return (void *) error;
}
static inline long __must_check PTR_ERR(__force const void *ptr)
{
return (long) ptr;
}
static inline bool __must_check IS_ERR(__force const void *ptr)
{
return IS_ERR_VALUE((unsigned long)ptr);
}
static inline bool __must_check IS_ERR_OR_NULL(__force const void *ptr)
{
return !ptr || IS_ERR_VALUE((unsigned long)ptr);
}

BRI BIRR AR, Ee BN AL S B FTE R IR SR P # S s TR N AR S ]
W BAMR K, HE2ARE, MEXARK=ET, H&EE—1 page &%k
B, Mt B AATTREHEIN I B&G—1 page HIFEEF. #rAyiEdL, RIES
WA ISR T IR, WAEIR A — 85, WIME =FMENL: ARUEE; NULL,
AR5 BRRIREE, BUE TR

MR IR S RO A28 T &G —1 page, RIS —DUHHE4,
Bo LUWIAT 32bit B RG KL, WZAS A G itk OxfrEef, A8 AmG—1 page i@
FR11) OxfFF000 OxfFEFRF(IX 4k —> page), XBHHHE BRI NS BT 248
HiRE—1 page? FANTHIE— page TTREAR 4k, WATREREEZL | tbin 8k, HE/DEWM
A& 4k, BH— page HRRAT LLEFRATHENAZ S BIHIHRE RICHR AR 7o INAZIR 1Y
eI TUAE AL (4k A5, RBlptr & Oxfff == 0o WIRIREILIRMI—HE
FHE X YEE R A bk, IR 2RIRISE E HEE T o IS_ERR() BRI Wrg st &
A, MR AR MG —1 page, IPARA RS, WRIEHTER T HEE—1
page, BRAUEHASERR BIXAG R — MERBEITES, X DR B SLhs R —Fh iR
o B E At /eH IS_ ERR() KRAIMHEGREER, KGR, Bam
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#WH PTR_ERR() HKiRFIX RS I, FIBr— DR EAR AR, AT
M 7% IS_ERR_VALUE, RIFIBREHEARAE (0xIFF000, OxfHEHTEE) 2 7], B, AL
M IS_ERR() KW A% eR AR FHEE A& — AR . TFEEIX EH] unlikely()
F !

#7T PTR_ERR(), ERR_PTR(), FU2MmGIHEELITTME. 1M PTR_ERR() H&
R, Wt ERE—MEESWNE, WRRATERNES A, AT
KA 2am g, AV SSR I PTR.ERR() s

WERIESHRE T )5 —1> page, BBAUHISEER BixXAR— D ARINTE . X%
BARAAR)SEPR B2 R AT . TEE AR BT B2 58 M 1S ERRY() KHIMZ 5
AR SREERSE, AB4I A PTR._ERR() KiR X MEIRACAD

WL

1 5.1.2.2H tcp_v4 connect 1 IS ERR.

9.2.2 RIREREL
9.2.2.1 BUG_ON

#define BUG_ON(condition) do { /
if (unlikely((condition)!=0)) /
BUGQO); /

} while(0)

WIRERF AT RES | %% condition N2&—1 BUG, AILAINLEIRGEE, &

BRI BRI A o

9.2.2.2 WARN_ON

M WARN ON N dump stack, FTEIHERREE, A4 OOPS
#define WARN_ON(condition) do { /
if (unlikely((condition)!=0)) { /

printk("Badness in %s at %s:%d/n", __FUNCTION__, __FILE__, __LINE__); /
dump_stack(); /

Y/
} while (0)

9.3 CiES

9.3.1 SRtk

typedef struct{

int a;

char ch;
}flag;
/*

BWRK o WIBMA 1, ch WIEHA u’.
*/

/* E— Lo wE e x/
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flag tmp;
tmp.a=1;
tmp.ch="u’;

/x L ERAWEL x/

flag tmp={.a=1,.ch="u’}; JSERANLEZEER , MAE;
/k EZ L */
flag tmp={
ilg
)u)
};

IR, BAT AT LASE ] LA — o5 35 AR ARt B R L A B g A T A G e

9.3.2 {IFK

FEAFE S RN E R OL T, AT RER 2R 2 D RO — L 7. TfE
linux FF& B9 R, AR B SE S R F 5 T2 T, I RA TR W T &SRR
Inidie BRI BN T T i e A 5 R B A R AR RS, RIE L —
RYNH 2 FHREOT R, W7 SR B2, (95t Beaslal. 1 AT Al REfR
ZAAFI AR T2, AR T 55— Mo A B AL Br. AT AR A+ 7
HEXL— A 3 M,

struct {

unsigned int a:1;
unsigned int b:1;

unsigned int c:1;
}lags;

FRALUAGS, TEAFER, WA 1TMESMEE, BEEEER. kT o
ATCAR SRS EIAE T — DA X5, — AL T A5 R H .

B SRR RN FBRITEE (R, BIA &G 1 L. FBR#E
Hunsigned intZM ) LIARENTRTITA 5 .

MIRFANHF LR, HLa2 0 KImAl /N o R, FRATEIRSE SR E A
MBI N2, AT JEAR—Im iU sE i A WIS, FBOAN AN, JF Bk,
HASREXS EAT I ez 84T

94 GCC

9.4.1 __attribute__

GNU C HJ—KF st /2__attribute_ Hlil. __attribute__ Rl LA 'E R EUS T
(Function Attribute). ZZHJEME (Variable Attribute) FIZERJEM: (Type Attribute) o
__attribute__5@43E§¢§ﬁE5%:__attribute__ﬁﬁﬁ%%ﬁf?ﬁﬁﬁ\wiﬁﬂé%,??ﬁﬂﬁ%ﬁﬂé?%%
PR JFAESN, FEIUE AN __attribute_ S,
__attribute__[NIEEEZCN: __attribute__((attribute-list))
__attribute__ WM EAFON T A BIERE” 217 2% 1%  http: / /www.cnblogs.com /astwish /p,
KT attribute_ A DAIXFEERIAK (struct) B3 R (union) #H TR IR & KECH
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NIZEUEAT MR AE, BP: aligned, packed, transparent_union, unused, deprecated
Ml may_alias »

M __attribute_ ZEUN, VRHLAT AESELATRT IS & 0_E W N2, B, {1
M __aligned__IM /A2 aligned , IXHFF, VREIEAT ACEAE R A Sk S0 B TS A 2602k
BT AELANZE Lo aligned (alignment) % &M IE— 8 E R/ IR FFRE
(LAEAT B ) o

9.4.1.1 ZET=EEM

I A S R S iR AR R ETRE) AR int32_t I AR AR 4 BE A5 ]
R 8 FHix 7=

typedef int int32_t __attribute__ ((aligned(8)));

9.4.1.2 E®EXEEFMH

TN PR AR R S ERTRE) R ZEAUN struct S AR AR AL A ]
PR 8 x5 i 2.
struct S {

short b[3];
} __attribute__ ((aligned (8)));

W ERrE, PR AT SR @ Fr AR, AR, ARt nl DA R RIS 5707 50 4n
R aligned JFHIAZIR—MaEMEFAE, IB2dmita Gk im e HirpLas i ol i
KAt O 7720 il

struct S {

short b[3];
} __attribute ((aligned));

IXH | R sizeof (short) HIK/NA 2 (byte), H8A, S HIK/INELHN 6 o HL—> 2
IUOTE, MARZERTET 6 , WHZEN 8, AU iR E S KBRS 55 708
8 F17o aligned JEMEMBHZE XSG G L= 0], AT, (6 packed A LA/
XG2S E]. FREEERZ, attribute JBIERIRUT SURIEREERA L, WRIRAY
TR R R NS 16 T 55, ABAMRILES E X 32 FAT xSt 2 Tes T3,

9.4.1.3 ZERHUEM
9.4.2 XML

IACAE FR R 4 K Ze iAo T 53 S 1A AT RE R EURUK Wi . At 1R ZAbPE:
A5 L WA IRE . ST, 53 S TN AR MO S B AR T o R S B . R T 3R T
fE, Linux WARZ 9 SZHIMHEEH T 1likely O Flunlikely O iX4H730E OR N TH7R
Tiiar, WRLE SO IRAOMERM &, LME g iEdm g Tt o

X EAMFE S, —FREIFE T 9B SIS ANEI, NSRRI —
TifriE L
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/* include/linuz/compiler.h
* X __builtin_constant_p(z) RABF EFRARN,
*/
# ifndef likely
# define likely(z) (__builtin_constant_p(z) ? !!(z) : __branch_check__(z, 1))
# endif
# ifndef unlikely
# define unlikely(z) (__builtin_constant_p(z) ? !!(z) : __branch_check__(z, 0))
# endif

EiZfEX_F , __branch_check__ H ﬂ:ﬁﬁﬁﬁﬁj\i%ﬁﬁﬁ%ﬁ ?fﬁﬁ‘%ﬁﬁ o
WRATF IR ZIEIT, WIRE AT

# define likely(x) __builtin_expect(!!(x), 1)
# define unlikely(z) __builtin_exzpect(!!(z), 0)

;EQEF'__builtin_expectzEIL: GCC MM EREL, HTHangmidar, ZaHBa) sl gEsh
e AR
WAL E:

1 5.2.3.3" ) tcp_make_synack .

9.5 Sparse

9.5.1 __bitwise

#define __bitwise __attribute__ ((bitwise))

SR FER N TR AR R MR A A2 /5 (HEAn bit-endian, little-endiandeng), *f
THEA T __vitwiseZZ M AE L, Sparse &fa A iX MAF i 5 — BHALA —F 2 77 (big-
endian, little-endian B HAL) TR H . R RFZ M7 H T, Sparse
REEMEE. 07

#ifdef __CHECKER _

#define __bitwise__ __attribute__ ((bitwise))
#else

#define __bitwise__

#endif

#ifdef __CHECK_ENDIAN__

#define __bitwise __bitwise__

#else

#define __bitwise

#endif

typedef __ul6 __bitwise __lel6;
typedef __ul6é __bitwise __bel6;
typedef __u32 __bitwise __le32;
typedef __u32 __bitwise __be32;
typedef __u64 __bitwise __le64;

typedef __u64 __bitwise __beb4;
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9.6 BRIERS

9.6.1 RCU

RCU(Read-Copy Update), /&£0#a [F2E B —F 7=, 24071 Linux W% E#HE
HEAEH . RCU FEZEE R BAR T R, BB S i BRI ReR . T
IREIEAY, A RCU LA B IR SR A THREIN B IR o IXFRAER] —
I B AT LA 2 DGR R e U e, JF HAVF— DA SR TIE L (BB e,
T NB) o RCU & T B B A e U, S OB A 2 s 5, B
XHRGET, BHETFHEEPCEAHF, M HRAUEBER RIEIEAZ | X2 RCU &
AR AR .

Linux WAZIFAS 2o 56T RCU WSO HA5F 4, FATTAT LAE /Documentation/RCU/
H s MR L

WL RCU MSEBE, TSRk LUK (]

1o ARG R, A DEAEMER T 10 e MHBRZAE il LA RO
TR, HENREEREM SN TR, RAER A IR BOE i S, A T
FHEBHE. RCU HX NIRRT PERRI  (Grace period) o

2+ (EEEHUSRE ) AN DERRIRA T AR A, MR E TR A, R
O BAARIE SRR XY AR . X B N E T K AT-1T L] (Publish-Subscribe
Mechanism) o

3 PRIEBEUER A se B o BT EE MR — 19 %, A2 T Eum i — DR
AT EJ2 RCU FEARIUE—E RES2EIHT S AT m Bl A BE 2 ZER M B A5

T AL E:

1 5.1.2.2H tcp_v4 connect i H rcu_dereference protected.

9.7 CPU

9.8 GRS

9.8.1 FTF

FETT EAILH A AR — B0 o KA N PRl o TTAE R 2 A2 B T R TR, RN Y
AR A, RZHU ST A PIALE . — BRI o

Linux 9, XTIX—#5 P HFAE T include/1inux/byteorder/generic.h o
IMTSEEL, IS A SR F AR OC B AURD R 52 Al o

/* TEHWESUR THATH 16 MERRH 32 L EA AL W &7 X foR s X 2 8 oy # 4,

*/
ntohl (__u32 x)
ntohs(__ul6 x)

htonl(__u32 x)
htons(__ul6 x)
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R AL RN R R 1 AR 32 fir, s AR 16 fiZo n AU network, h A
hosto MRAEATZRLN, ASHERE R LR FHiZ . FEAN htons B A I A A Y R0 2%
el ARG, Fefeny 2 16 AL

9.8.2 %7 Cache
9.8.2.1 __read_mostly

BANEH T BRI B E LA __read_mostlyZSAl | IXFf Linux WAZ#INZLNT,
R HSIFIRE] Cache T, LMEREEBAN RFEMPITRCE . F75—J5H, WRFER
T-BBH Cache, B BINA Cache, (HIFARBABESEEA (WHLEFHARFAL
WEHAEAE Cache EF’), ﬁﬁfﬁﬁiyﬂ__read_mostly%ﬂE@%ﬁﬁﬂ%xﬁﬁﬁﬁﬁﬁ Linux
i, ERWARSHMEBE RENAFEPUT, FEK Linux WEZEZIRM. 777 $ %
HAHEE%E,

233



	准备部分
	用户层TCP
	探寻tcp_prot，地图get~
	RFC
	RFC793 : Transmission Control Protocol
	RFC1323 : TCP Extensions for High Performance
	RFC1337 : TIME-WAIT Assassination Hazards in TCP
	RFC2018 : TCP Selective Acknowledgement Options
	RFC2525 : Known TCP Implementation Problems
	RFC3168 : The Addition of Explicit Congestion Notification (ECN) to IP
	RFC6937 : Proportional Rate Reduction for TCP
	RFC7413 : TCP Fast Open(Draft)


	网络子系统相关核心数据结构
	网络子系统数据结构架构
	sock底层数据结构
	sock_common
	sock
	crequestsock
	sk_buff
	msghdr

	inet层相关数据结构
	cipoptions
	cinetrequestsock
	cinetconnectionsockafops
	cinetconnectsock
	cinettimewaitsock
	csockaddr  sockaddrin
	ip_options

	路由相关数据结构
	cdstentry
	crtable
	flowi

	TCP层相关数据结构
	tcphdr
	ctcpoptionsreceived
	ctcpsacktagstate
	ctcpsock
	ctcpfastopencookie
	ctcpfastopenrequest
	ctcprequestsock
	ctcpskbcb


	TCP输出
	数据发送接口
	ctcpsendmsg
	ctcpsendmsgfastopen
	TCP Push操作

	输出到IP层
	ctcpwritexmit
	tcp_transmit_skb
	tcp_select_window(struct sk_buff *skb)


	TCP输入
	Linux内核网络数据接收流程概览
	自底向上调用与自顶向下调用
	自底向上处理
	自顶向下处理


	TCP建立连接
	TCP主动打开-客户
	基本流程
	第一次握手：构造并发送SYN包
	第二次握手：接收SYN+ACK包
	第三次握手:发送ACK包

	TCP被动打开-服务器
	基本流程
	第一次握手：接受SYN段
	第二次握手：发送SYN+ACK段
	第三次握手：接收ACK段


	TCP拥塞控制
	拥塞控制实现
	拥塞控制状态机
	显式拥塞通知(ECN)
	拥塞控制状态的处理及转换

	拥塞控制引擎
	接口
	CUBIC拥塞控制算法


	TCP释放连接
	tcp_shutdown
	主动关闭
	第一次握手:发送FIN
	第二次握手:接收ACK
	第三次握手:接受FIN
	第四次握手:发送ACK
	同时关闭
	TIME_WAIT

	被动关闭
	基本流程
	第一次握手:接收FIN
	第二次握手:发送FIN的ACK
	第三次握手:发送FIN
	第四次握手:接收FIN的ACK


	非核心代码分析
	BSD Socket层
	cmsgflag
	数据报类型
	Sock CheckSum
	SK Stream
	cskstreamwaitconnect
	cpskbmaypull

	Inet
	cinetstreamconnect
	cinethashconnect  inethashconnect
	cinetcskreqskqueueadd
	cinettwskput

	TCP相关参数
	TCP 标志宏
	函数宏

	TCP CheckSum
	ctcpchecksumcomplete
	ctcpv4checksuminit

	TCP Initialize
	TCP Initialize Handle

	cTCP Options
	TCP Options Handle

	TCP PAWS
	TCP PAWS Flags
	ctcppawscheck
	ctcppawsreject

	TCP TimeStamp
	ctcpstoretsrecent
	ctcpreplacetsrecent

	TCP ACK
	ACK Check
	ACK Update

	TCP Window
	Window Compute
	Window Update

	TCP Urgent Data
	相应标识
	TCP Urgent Check
	TCP Urgent Deal

	Congestion Control
	COngestion Control Flag
	Congestion Control Window
	Congestion Control Window Undo
	About Restransmit

	TCP Finish
	cTime Compute

	TCP Close
	TCP Close Flags
	TCP State Machine
	ctcpdone
	ctcpshutdown


	附录:基础知识
	计算机底层知识
	机器数

	GNU/LINUX
	错误处理
	调试函数

	C语言
	结构体初始化
	位字段

	GCC
	cattribute
	分支预测优化

	Sparse
	cbitwise

	操作系统
	RCU

	CPU
	存储系统
	字节序
	缓存 Cache



