2020/9/17 {5 R SSL VPN Nday - Pre Auth &4 F#L - Learning Man

FRTERE. A AR SR MERRN IR ZNEERRIRRNRE, 13
MERERARR, XEFERAIFBEHTERE.

[HES

{5 IR VPNIERE & 5 B4 T F1E0dayiwiE, & ol
TREST, BEUAMEARBENFIS

Al

EMRAM7.6.1)IBM L, EAENERESE POC IE; FhRAIIKLRINEER, AL

BERARXD

https://blog.sari3l.com/posts/fd03bf87/ 1/4


https://blog.sari3l.com/posts/fd03bf87/16000998378639.jpg
javascript:void(0);
javascript:void(0);
https://blog.sari3l.com/

2020/9/17 15k SSL VPN Nday - Pre Auth 154585 FHL - Learning Man

80| twf_response_set_header(az, 'Pragma’, 'mo-cache');

81| twf_response_set_header(a2, "Cache-Control", "no-cache");

82 twf_ _response_set_header(a2, "Content— type , "text/html; charset=utf-8");
83 v56 = twf_request_get param(al, "ispda")

if ( (unsigned _ int8)is_pda(al, "1spda") |l v56 )

85 return pda_response(al, a2);

86 v58 = twf_request_get_param(al, "newtel");

87| sl = (char *)twf_request_get param(al, "sessReq");

88| if ( 1v58 )

eeeccccee
®
S

89
e 90 twf_response_printf(a2, "$d\n\n", 6LL, v3, v4, v5);
91 return log_chginfo(256LL, 6LL, &v42, OLL);
92| }
® 93 if ( (unsigned int)check new_tel(al, a2, v58) == -1 )
e 94 return Loqc writeMsg(
95
96 "[‘s] [‘s %d] [$s] check_new_tel %s failed",
97 "MO!
98 modules/changetelnum Lhs
99 600LL,
100 "changetelnum service",
101 58);
® 102( if ( sl )
103
® 104 if ( !stremp(sl, "clusterd") )
105 {
® 106 v51 = (char *)twf_request_get_param(al, "username");
e 107 v50 = (char *)twf_request_get_param(al, "ip"
e 108 nptr = (char *)twf_request_get_ param(al, "grpid");
® 109 src = (char *)twf_request_get_param(al, "sessid");
e 110 i€ ( 1v51 || 1v50 || lnptr || lsrc )
e 111 return Logc_writeMsg(
112
113 [%s] [%s %d] [%s] request format is wrong!",
114 "M TWF"
115 modules/changetelnum c",
116 669LL,
117 “changetelnumiservice" .
118 v3d);
e 119 strncpy(dest, src, 0X10uLL);
® 120 cp = (char *)twf_request_get_header(al, "REMOTE_ADDR", v29);
® 121 if ( lcp )
e 122 return twf_response_printf(a2, "$d\n\n", 3LL, v30, v31, v32);
e 123 if ( I(unsigned int)IsDNEnabled(al, "REMOTE ADDR") || (v33 = inet_addr(cp), (unsigned int)DNAuthIP(v33)) )
124
e 125 v55 = lioctrl get user_info(g_plioctrl, src, &v42);
® 126 if ( (v55 & 0xX80000000) != 0 [| lv46 )
e 127 src = OLL;
128 }
129 else
130 {
e 131 src = OLL;
132
® 133 strncpy(&v42, vs1, OXGOuLL),
® 134 strncpy(v43, v50, uLL) ;
® 135 v47 = atoi(nptr);
136 }
1370}
138 Telse
139
® 140 v54 = twf_response_get_session_ex(a2, 1LL);
e 141 if ( 1v54T)
e 142 return twf_response_printf(a2, "$d\n\n", 3LL, v6, v7, v8);
® 143 src = (char *)twf_session_get_id(v54);
® 144 strncpy(dest, src, 0x10uLL);
® 145 v55 = lioctrl get user_info(g_plioctrl, src, &v42);
® 146 if ( (v55 & 0%80000000) 1= 0 [| lvé6 )
147
® 148 Logc_writeMsg(
149
150 [%s] [%s %d] [%s] get user info fail,maybe user is not online now:ret is %d,has_login is %d!",
151
152 nwdules/changetelnum c”
153 617LL,
154 "changetelnum service",
155 v55);
® 156 return twf_response_printf(a2, "$d\n\n", 3LL, v12, v13, v14);
157
® 158 if (1(vad & 8) || v45 & 4 )
159
® 160 twf_response printf(a2, "%d\n\n", 2LL, v9, v10, v1l);
® 161 return log_chginfo(256LL, 2LL, &v42, OLL);
162
® 163 vl5 = g_rdb;
® 164 v55 = rdb_get_user_group(g_rdb, &v42, OLL, &s, &v39);
® 165 if ( v55 )
166
® 167 log_chginfo(1280LL, 3LL, &v42, OLL
® 168 return twf_response_printf(a2, "sdim\n" , 3LL, v19, v20, v21);
169 }
e 170 v53 = v40;
e 171 if ( 1(v40 & 2) )
172
e 173 twf_response printf(a2, "%d\n\n", 6LL, v16, v17, v18);
® 174 return log_chginfo(256LL, 6LL, &v42, OLL);
175 }
® 176 if ( (unsigned int)IsEnableClusterdSync(vl5, &v42) )
177 {
e 178 v55 = sendChangeTelSyncMsg(dest, &v42, v58, v43, v47, 3LL);
® 179 if ( v55
® 180 return twf_response_printf(a2, "$d\n\n", v55, v22, v23, v24);
® 181 v52 = lioctrl_set_user_offset_info(g plioctrl, src, 693LL, v58, 40LL);
e 182 if ( 1v52 )
e 183 return twf_response_printf(a2, "$d\n\n", v55, v22, v23, v24);
® 184 Logc_writeMsg(2LL, "[MOD_TWF]\tlioctrl set user offset_info faile\n", v25, v22, v23, v24, v34);
e 185 return twf_response printf(a2, "$d\n\n", 4LL, v26, v27, v28);
186
187

}
188 @esult = update_tel_num(src, v35, a2, &v42, VSE);)

@
® 189| If [ (_DWORDJEesult )

® 190 return result;

® 191 if ( Isl

® 192 return result;

® 193 result = IsNeedSendClusterdSync();

® 194 if ( (_DWORD)result )

® 195 result = sendChangeTelSyncMsg(dest, &v42, v58, v43, v47, 4LL);
® 196 return result;

® 197
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